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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

Bai 1:
TRIEN KHAI CAI PAT HE PIEU HANH WINDOWS SERVER 2012

C4c ndi dung chinh sé dwoc dé cap:

v/ Cai dat hé diéu hanh Windows Server 2012 Datacenter (GUI)
v/ Cai dat hé diéu hanh Windows Server 2012 Datacenter (Server Core)
v Cau hinh NIC Teaming trén Windows Server 2012

1.1 Cai @it hé diéu hanh Windows Server 2012 Datacenter(GUI)
1.Ndi dung bai lab: Cai dat hé diéu hanh Windows servere 2012 Datacenter ( Full
Installation )

- Tén may :BKAP-SRV12-04
- IP Address : 192.168.1.4
- Subnet Mask : 255.255.255.0
- Default gateway : 192.168.1.1
- Preferred DNS Server : 192.168.1.2
2.Y&u cau chuan bi: Chuan bj mot may c6 cau hinh co ban nhu sau:

- Processor architecture: x86-64

- Processor speed: 1.4 GHz
- Memory (RAM): 512 MB
- Hard disk space: 32 GB

- DVD ROM

+ Chuan bj thém may Client 12 Windows 8 véi tén va dia chi theo mé hinh
Lab 1.1.

+ Cac bandung VMware Workstation tao cdc may ao.

mai @bach ptech. CAC DOI TAC VA THUONG HIEU DAO TAO
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BACHKH A

EDUCATION i\ “H

HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

3.M0 hinh lab:

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH

BACHKH #A

EDUCATION JEYIS

Lab 1.1. Cai dit H¢ Diéu Hanh Windows Server 2012 Datacenter (GUI).

Hé diéu hanh: Windows Server 2012 Datacenter (GUT)
Tén may: BKAP-DC12-04

Password administrator: 123456a@

IP address: 192.168.1 4

Subnet mask: 2532352350

Default gateway: 192.168.1.1

Preferred DNS server: 19216812

f

D

BKAP-WRK08-01

IP: 192.168.1.10124 ‘ ‘
GW: 192.168.1.1
Preferred DNS: 192.168.1.2 | —

w

—

So dé dia chi nhw sau:

A

Hinh 1.1

BKAP-WRKO08-02

IP: 192.168.1.1124
GW:192.168.1.1
Preferred DNS: 192.168.1.2

i

s )

Théng so BKAP-SRV12-04 BKAP-WRKO08-01
IP Address 192.168.1.4 192.168.1.10
Subnet mask 255.255.255.0 255.255.255.0
Default gateway |192.168.1.1 192.168.1.1

DNS Server 192.168.1.2 192.168.1.2

‘Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011
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BACHKH A HE THONG DAO TAO CNTT QUGC TE BACHKHOA-APTECH

EENTSAETW APTECH bia chi: Toa nha HTC, 236B HOéng Qu6'c Viét, Cau Giéy, Ha Néi

Hwéng dan chi tiét:

Cai dat hé diéu hanh Windows server 2012 Datacenter (GUI).
e Mo VMware Workstation.

@ VMware Workstation
File Edit View VM Tabs Help - | | |0 == |
{2} Home x]
Create a New Open a Virtual Connect to a Connect to
Virtual Machine Machine Remote Server VMware vCloud Air
vmware

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com

Tel: (04) 3755.4010/ (04) 3755.4011 =



B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
ESAEW APTECH bia chi: Toa nha HTC, 236B Hoa‘lng Qu6'c Viét, Cau Giéy, Ha Néi

e Chon File > New Virtual Machine... hoic an Ctrl + N dé tao 1 may 4o
maoi.
o Tai ctra s6 New Virtual Machine Wizard, chon vao Custom
(advanced).

B VMware Workstation — o %
File Edit View VM Tabs Help ~ | | |0 = = |
{5} Home x}

New Virtual Machine Wizard x

Welcome to the New Virtual

Machine Wizard Q

2
What type of configuration do you want: Connect to

SRl WORKSTATION :
ware vCloud Air

(O Typical (recommended)

Create a Workstation 12.0 virtual machine
ina few easy steps.

(® Custom {advanced)

Create a virtual machine with advanced
options, such as a SCSI controller type,
virtual disk type and compatibility with

older YMware products.

<ok

vmware

4

o Tai ctra s6 Choose the Virtual Machine Hardware Compatibility,
chon Workstation 12.0 ( phién ban cia VMware).

B vMware Workstation - O X
File Edit Viev UM Tabs Help - | | | O = I |
ol Home x]

MNew Virtual Machine Wizard x

Choose the Virtual Machine Hardware Compatibility
Wihich hardware features are needed for this virtual machine?

+ Virtual machine hariare compatibifty Q
Hardware compatiifty: | workstation 12,0 v

Compatible with: | ESX Server

Create a New Connect to
Virtual Machin  compatible products: TR ware vCloud Air
Fusion 8.0 64 GB memory
Workstation 12.0 15 processars
10 network adapters
8TB disk size
<pei [ et | [ cance

vmware

Website: www.bachkhoa-aptech.com % 5 % = 2 <
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH

Next.

e Tai cira s6 Guest Operating System Installation chon vao Installer disc
image file (iso) dé dung file iso dé cai dat.
e Browse... dén thu muc chua file iso.

B VMware Workstation - O X
-] = S0 REE S| E

File Edit View WM Tabs Help

o} Home x]

New Virtual Machine Wizard x

Guest Operating System Installation

A virtual machine is ke a physical computer; it needs an operating
system, How will you install the guest operating system?

+ Instal from: Q

() Installer disc:

Create a New ) Connect to
BD-RE Drive (G:] ~
Virtual Machin @ ] ware vCloud Air

(®) Installer disc image file (so):

‘E:\Bad’ﬂd’ma-&ph&dﬂlSO\Windnws\windnws Server 2 v‘ | Brawse...
i) Windows Server 2012 detected.

(O 1 will install the operating system later.
The virtual machine will be created with a blank hard disk.

< | [vet> ] [ ool

vmware

Website: www.bachkhoa-aptech.com > F < = X
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BACHKH A HE THONG PAO TAO CNTT QUGC TE BACHKHOA-APTECH

EENTSAETW APTECH Pia chi: Téa nha HTC, 236B Hoa‘mg QUGC Viét, Cau Giéy, Ha Néi

o Tai ctra s6 Name the Virtual Machine, stra tén may ao tai Virtual

machine name, va chon duong dan téi thu muc ban can luu may 4o dang
tao tai Location/ Browse...

s
File Edit View WM Tabs Hep | - | o | s D HE

£ ome % \P,mmu n‘

WORKSTATION 12 100

+ ] ® O

Create a New Open 3 Virtus| Connect to a Connect to
Virtual Machine Machine Remote Server ‘VMware vCloud Air
Mew Virtual Machine Wizsrd x P

Hame the virtual Machine
What iame veould you e 1o use for this vrhusl machine?

rtuslmachne name:

|mearsmviz o ]
Locason:

| ptecar 426201200080 sRv12 00 ]
The defautlocasen <an be changed 3t > Preferences.

Cema | (o [

vmware

Next.

o Tai ctra s6 Firmware Type, chon vao BIOS

B vMware Workstation

- ) s
File Edit View VM Tabs Help A== FER N = = |
o} Home x]

Mew Virtual Machine Wizard x
Firmware Type
What kind of boot device should this virtual machine have?
+ Firmware type Q
(@ 8105
Create a New CJEFT nnect to
Virtual Machin ware vCloud Air
<Back | [ met> || cancel
vmware
A
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi

o Tai ctra s6 Processor Configuration, chon nhu hinh bén duéi.

B vMware Workstation - O X
File Edit View UM Tabs Help A==l RN == |
{0} Home x}

New Virtual Machine Wizard X

Processor Configuration
Specify the number of processors for this virtual machine,

+ o fa
Mumber of processors:

Creste a New Number of cares per processor: | Connect to
1

Virtual Machini  Total processor cores: wvare vCloud Air

<wed | (] | o

vmware

4

o Tai ctra s6 Memory for the Virtual Machine, chon dung luong bo nhé
RAM.

B VMware Workstation - O X
File Edit View VM Tabs Help A ==N IR == e
o} Home x]

New Virtual Machine Wizard X

Memory for the Virtual Machine
How much memory would you like to use for this virtual machine?

Specify the amount of memory allocated to this virtual machine. The memory size
must be @ multiple of 4 MB.

s4G8 Memory for this virtual machine: 2048 =) MB
Create a New 365 v = | Connect to
Virtual Machin 16 Ge < ware vCloud Air
8G8
e Maximum recommended memory:
260 @< 13783 MB
1G8 <l
512 MB Recommended memary:
25 ME 2048 MB
128 MB
€4 MB [J Guest OS recommended minimum:
3:mMe 1024MB
16 MB
EME
4mM8

i | s

vmware

Website: www.bachkhoa-aptech.com , S < = X
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BACHKH A

EEXEYSIETW APTECH

HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Tai ctra s6 Network Type, ban chon cac tly chon card mang cho may 4o.

@ VMware Workstation

-] =

File Edit View WM Tabs Help O | 0] ed I 58| [E
{0 Home l
New Virtual Machine Wizard
Hetwork Type
What type of network do you want to add?
+ Network connection Q
() Use bridged networking
Give the guest operating system direct access to an external Ethernet
Create a New network, The guest must have its own TP address on the external network. | Connect to
Virtual Machin vare vCloud Air
(®) Use network address translation (NAT)
Give the guest operating system access to the host computer’s dial-up or
external Ethernet network connection using the host's IP address.
(O Use host-only netwerking
Connect the guest operating system to a private virtual netwark on the host
computer,
(7) Do not use a network connection
<o || o>
vmware

o Tai cira s6 Select 1/0 Controller Types, chon vao LSI Logic SAS

(Recommened)

@ VMware Workstation

File Edit View WM Tabs Help

'l‘—‘r“ 3=

| O = T 00|

1 Home x]

Mew Virtual Machine Wizard

Select 1/0 Controller Types
Which SCST controller type would you like to use?

-

Create a New
Virtual Machin

vmware

1/0 controller types.
S5CSI Controller:
_Buslogic (Not available for 64-bit guests)
LSILogic (Mot supported by Windows Server 2012)
(®LSI Logic SAS  (Recommended)

LC)

ware vCloud Air

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com

< Back Next > Cancel
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BACHKH A

EEXEYSIETW APTECH

HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Tai Select a Disk Type ,chon vao SCSI (Recommend).

B vMware Workstation

File Edit Viev VM Tabs Help A== LT

[ I == =

10} Home x]

New Virtual Machine Wizard x

Select a Disk Type
What kind of disk do you want to create?

-+

Create a New
Virtual Machin

vmware

Virtual disk type D

OmE
@ scs (Recommended) | Connect to
(OSATA wvare vCloud Air

=

4

o Tai ctra s6 Select a Disk, chon vao Create a new virtual disk dé tao 6 dia

9

ao.

B vMware Workstation

File Edit View UM Tabs Help A==l RN == |
{0} Home x}
New Virtual Machine Wizard X
Select a Disk
Which disk do you want to use?

=

Create a New
Virtual Machin

iy O
(®) Create 5 new virtual disk
A virtual disk is composed of one ar mare files on the hast file system, which
will appear as a single hard disk to the guest operating system. Virtual disks | Connect to
can easily be copied or moved on the same hest or between hosts, ware vCloud Air

(O Use an existing virtual disk
Choose this option to reuse a previously configured disk.

(O Use a physical disk (for advanced users)
Choose this option to give the virtual machine direct access to a local hard
disk.

vmware

[Cemas ][ net> | [ concal |

Website: www.bachkhoa-aptech.com , S < = X
Email: care@bachkhoa-aptech.com CAC BOI TAC VA THUONG HIEU DAO TAO CompTlA_
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi

o Tai Specify Disk Capacity, dién vao dung lwong 6 dia cing.

B vMware Workstation - O 'Y
File Edit View UM Tebs Help L == e EO Y == e
{0} Home x]
New Virtual Machine Wizard x
Specify Disk Capacity

How large do you want this disk to be?

+ Mo dik size (GB): Q

Recommended size for Windows Server 2012: 60 GB

Create a New ' Connect to
Virtual Machin L Alocate all disk space now. vare vCloud Air

Allocating the full capadity can enhance performance but requires all of the
physical disk space to be available right now. If you do not allocate all the
space now, the virtual disk starts small and grows as you add data to it.

(®) Store virtual disk as a single file
() split virtual disk into multiple files:

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks,

< | [ v

|| cancel

vmware

A

o Tai cira s6 Specify Disk File, chon Browse... dé chon thu muc luu file
dé mé may 4o vira tao.

B vMware Workstation - O 'Y
File Edit View UM Tabs Help L = PRI = = s I N =
i} Home x]
New Virtual Machine Wizard X
Specify Disk File

Where would you like to store the disk file?

+= o
One 60 GB disk file will be created using the file name provided here.

Create a New ' Connect to
Virtual Machin [ D:\BKAP-LAB-2012/BKAP SRV 12-01BKAP-SRVIZ-00hvmck || Browse... | lware vCloud Air

vmware

Website: www.bachkhoa-aptech.com , S < = X
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B ACHKH d A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH Pia chi: Téa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi

o Tai ctra s6 Ready to Create Virtual Machine, an Finish dé két thiic qua
trinh tao may ao.

B vMware Workstation - u] X
File Edit View VM Tabs Help A== O l0=H & [E
i Home x]

Mew Virtual Machine Wizard x

Ready to Create Virtual Machine
Click Finish to create the virtual machine and start installing Windows

Server 2012,
+ The virtual machine wil be created with the following settings: Q
Name: BKAP-SRV12-04 -
Create a New | Logation: D: \BKAP-LAB-20 12\BKAP SRYV1204 Reonnect to
Virtual Machin Version: Warkstation 12.0 ware vCloud Air

Operating System: Windows Server 2012

Hard Disk: 60 GB

Memory: 2048 MB

Network Adapter: NAT

Other Devices: CD/DVD, USB Controller, Printer, Sound Card Ad

Customize Hardware. ..

[+] Power on this virtual machine after creation

<Back | [_Finsh || ancel

vmware

Website: www.bachkhoa-aptech.com > F < = X
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

= Qué trinh Load file dién ra
o Tai cira s6 Windows Setup, chon céc tly chon nhu hinh bén dudi, 4n
Next.

Windows Setup

am Windows Server2012

Language to install: [English {United States) =
Time and currency format: (RN RSN -

Enter your language and other preferences and click "MNext" to continue.

on. All rights reserved.

CAC BOI TAC VA THUONG HIEU DAO TAO
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
’ Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

= An vao Install Now.
o Tai cira s6 Select the operating system you want to install, chon phién
ban Windows Server 2012 Datacenter Evaluation (Server with a GUI)

Select the operating system you want to install

Operating system Architecture Date modified
Windows Server 2012 Standard Evaluation (Server Core Install... x64 T/26/2012
Windows Server 2012 Standard Evaluation (Server with a GUI) x84 T/26/2012
Windows Server 2012 Datacenter Evaluation (Server Core Inst... 64 /262012
Windows Server 2012 Datacenter Evaluation (Server with a GUI) x64 2

Description:

This option is useful when a GUl is required—for example, to provide backward compatibility for an
application that cannot be run on a Server Core installation. All server roles and features are
supported. You can switch to a different installation option later, See "Windows Server Installation
Options."

1 Collecting information 2 Installing Win:

CAC DI TAC VA THUONG HIEU DAO TAO




B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
’ Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Tai cira sd License terms, ban doc qua cac diéu khoan chép thuan cua
Microsoft, sau do click chuot tai | accept the license terms, va an Next.

License terms

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT WINDOWS SERVER 2012 DATACENTER

These license terms are an agreement between Microsoft Corporation (or based on
where you live, one of its affiliates) and you. Please read them. They apply to the
software named above, which includes the media on which you received it, if any. The
terms also apply to any Microsoft

updates,
supplements,

Internet-based services, and

support services

] accept the license terms‘f

1 Collecting information 2 Installing Windows

CAC BOI TAC VA THUONG HIEU DAO TAO 16




B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
’ Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Tai cira s6 Which type of installation do you want, chon vao Custom:
Install Windows only (advanced) dé cai dit HPH Windows Server 2012
moi.

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this option. This option is only
available when a supported version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

The files, settings, and applications aren't moved to Windows with this option. If you want to
make changes to partitions and drives, start the computer using the installation disc. We
recommend backing up your files before you continue,

Help me decide

1 Collecting information 2 Installing Windows

CAC DI TAC VA THUONG HIEU DAO TAO
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
’ Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Tai ctra s6 Where do you want to install Windows, chon 6 dia cai dit
HDH, 4n Next.

Where do you want to install Windows?

Mame Total size Free space| Type

V. Drive 0 Unallocated Space 60.0 GB 60.0 GB

#4 Refresh Drive options (advanced)

% Load driver

1 Collecting information 2 Installing Windows

CAC DI TAC VA THUONG HIEU DAO TAO
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Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

BACHKH A HE THONG PAO TAO CNTT QUGC TE BACHKHOA-APTECH

e Qua trinh cai dat dién ra.

Installing Windows

Your computer will restart several times. This might take a while.

J Copying Windows files
Getting files ready for installation (0%)
Installing features
Installing updates
Finishing up

1 Collecting information 2 Installing Windows

CAC DI TAC VA THUONG HIEU DAO TAO
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

e Sau khi két thuc cai dat, man hinh Settings hién ra, ban dién Password cho
User Administratorcaa may ( c6 thé dat password 1a 123456a@ cho dé nhé).
Sau d6 click vao Finish dé két thic .

Settings

Type a password for the buili-in administrator account that you can use to sign in to this computer.

User name
Password

Reenter password

CAC DI TAC VA THUONG HIEU DAO TAO
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
T Dia chi: Toa nha HTC, 236B Hoang Quadc Viét, Cau Gidy, Ha Noi

EDUCATION

v’ Tai day, bAm td hop phim “Alt+Ctri+Insert” dé Login.

Press Ctrl+-Alt+Delete to sign in.

12:36

Tuesday, December 8

o

CAC DOI TAC VA THUONG HIEU DAO TAO




B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
’ Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

v' Dién mat khau vira tao dé dang nhap.

Administrator

00000000|

am Windows Server 2012

CAC DI TAC VA THUONG HIEU DAO TAO
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B W APTECH bia chi: Toa nha HTC, 236B HOéng Qu6'c Viét, Cau Giéy, Ha N@l

=» Sau khi dang nhap thanh cong, mac dinh man hinh Server Managerhién ra.

s
Server Manager * Dashboard ® SETDE s UES [
% Dashboard WELCOME TO SERVER MANAGER
i Local Server
s AllS : .
oo e _ ° Configure this local server
WE File and Storage Services b
QUICK START
2 Add roles and features
3 Add other servers to manage
WEATS AN 4 Create a server group
Hide
LEARN MORE

ROLES AND SERVER GROUPS
Roles: 1 | Servergroups:1 | Servers total: 1

;:(:v?:ei Storage 1 B Local Server 1
@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance
BPA results

Website: www.bachkhoa-aptech.com % 5 % = 2 <
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO m CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011 —
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

v’ Dat dia chi IP Address cho may Window Server 2012 vira tao.

Recycle Bin

Network and Sharing Center
Network Connections

L I‘El <« MNetwork and Internet » Metwork Connections v 'J | Search Network Connections @ |

Cih A0 Catiar | X | -
Organize *  Disablethis ‘.E Ethernet( Properties X ;,‘: >~ [ @

L—'- Ethernetl Networking
s

- Network |
@7 Intel(R) 825741 Gig g .
Internet Protocol Version 4 (TCP/IPv4) Properlies|i-

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

(® Use the following IP address:

TP address: 192.168. 1 . 4
Subnet mask: 255.255.255. 0

Default gateway: 192,168 . 1 . 1

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: 192.168. 1 . 2

Alternate DNS server:

[validate settings upon exit
litem  1item selected 3= /aluatic
S — r 12

ed - |EH - PaEG e

1.2 Cai @it Hé diéu hanh Windows Server 2012 Datacenter
(ServerCore)
1. Yéu chu: Cai dat Hé diéu hanh Windows Server 2012 Datacenter (ServerCore).

- Tén may: BKAP-CORE12-01

- Password Administrator: 123456a@
- IP Address: 192.168.1.9

- Subnet mask: 192.168.1.1

- Default gateway: 192.168.1.1

- Preferred DNS Server: 192.168.1.9

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO

Tel: (04) 3755.4010/ (04) 3755.4011
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Téa nha HTC, 236B HOéng Qu6c Viét, Cau Giﬁy, Ha Néi

2. Yéu cau chuan bi: Chuan bi mot may c6 cau hinh co ban nhu sau:

- Processor architecture: x86-64

- Processor speed: 1.4 GHz
- Memory (RAM): 512 MB
- Hard disk drive space: 32 GB

- DVD ROM

+ Chuan bi thém may Client 12 Windows 8 véi dia chi theo mé hinh Lab 1.2
3. M6 hinh lab:

HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
BACHKH A

Lab 1.2: Cai dat h¢ dieu hanh Windows Server 2012 Datacenter (ServerCore) [NEASAELW AP TECH

Hé diéu hanh:Windows server 2012 Datacenter (Server Core)
Tén miy: BKAP-CORE12-01

Password administrator: 123456a@

IP address: 192.168.1.9

Subnet mask: 2552552550

Default gateway: 192 168.1.1

Preferred DNS server: 192.168.1.9

§

BKAP-WRK08-01

IP: 192.168.1.10/24
GW: 192.165.1.1
Preferred DNS: 192.165.1.9
—

BKAP-WRKO08-02

IP: 192.168.1.11/24

GW: 192.165.1.1

Preferred DNS: 192.168.1.9
g

B

Hinh 1.2

‘Website: www.bachkhoa-aptech.com Z
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO

Tel: (04) 3755.4010/ (04) 3755.4011



HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Quadc Viét, Cau Gidy, Ha Noi

BA

CHKH #A

EDUCATION

So dé dia chi IP nhw sau:

Thong sé BKAP-CORE12-01 BKAP-WRKO08-01
IP address 192.168.1.9 192.168.1.10
Subnet Mask 255.255.255.0 255.255.255.0
Default gateway 192.168.1.1 192.168.1.1
Preferred DNS Server 192.168.1.9 192.168.1.9

Huwéng ddn chi tiét:

+ Cdc buwdC ta0 May do twong tuw nhw bai Lab 1.1

+ M@t so cau Iénh co ban trén ServerCore:

v Kiém tra Server c6 bao nhiéu card mang:
- Netsh interface ipv4 show interfaces
v' Bat dia chi IP tinh cho card Ethernet0 cua Server:
- Netsh interface ipv4 set address name=EthernetO0 source=static
address=192.168.1.9 mask=255.255.255.0 gateway=192.168.1.1
v' Bat dia chi IP DNS Server:
- Netsh interface ipv4 add dnsserver name=Ethernet0
address=192.168.1.9 index=1
v Kiém tra tén may Server:
- Hostname
v’ Thay déi mii gio:
- Control timedate.cpl
v’ Thay dbi tén Server thanh BKAP-CORE12-01:

- Netdom renamecomputer %computername% /newname:BKAP-
CORE12-01 /userd:Administrator /password /reboot:0

26




BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

1.3 Cau hinh NIC Teaming trén Windows Server 2012.
1.Yéu cau:

+ Thuyc hién cau hinh NIC Teaming trén may Server c6 tén la BKAP-SRV12-01,
sau d6 dat dia chi IP cho card NIC Teaming vira tao ra vai thong sd sau:

- IP Address: 192.168.1.100
- Subnet Mask: 255.255.255.0
- Default Gateway: 192.168.1.1
- DNS Server: 192.168.1.2

+ Kiém tra: dang trén may tram (BKAP-WRKO08-01) thuc hién ping téi dia chi IP
cua card NIC Teaming: 192.168.1.100

2.Y&u ciu chuan bi:

+ Chuan bi 1 Server chay HPH Windows Server 2012 ¢6 tén 1a BKAP-SRV12-01
va c0 2 card mang:

v’ Card 1 (VM2): 192.168.1.3/24
v’ Card 2 (VM2): 192.168.1.4/24

+ Chuan bi thém may tram c6 tén 1a BKAP-WRKO08-01 va dit dia chi theo mé hinh
Lab 1.3

| Microsoft Sl
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BACHKH +A

EDUCATION

3.M0 hinh lab:

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH

HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

Lab 1.3 Cau hinh NIC Teaming trén Windows Server 2012

NIC 1:
IP Address:192.168.1.3

Subnet Mask:255.255.255.0
Default Gateway:192.168.1.1
Preferred DNS Server:192.168.1.2

BKAP-SRV12-01

|

-

®
. R

BACHKH -

[EDUCATION FA

NIC 2:
IP Address: 192.168.1.4
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.1
Preferred DNS Server: 192.168.1.2

0]

BKAP-WRKO08-01

IP: 192.168.1.10/24

GW: 192.168.1.1

Preferred DNS: 192.168.1.2
e -
= e

So d6 dia chi nhu sau:

Hinh 1.3

BKAP-WRK08-02

B

=

IP: 192.168.1.1124
GW:192.168.1.1
Preferred DNS: 192.168.1.2

7A

Thong so BKAP-SRV12-01 BKAP-WRK08-01

IP Address NIC | :192.168.1.3 192.168.1.10
NIC II: 192.168.1.4

Subnet Mask 255.255.255.0 255.255.255.0

Default gateway 192.168.1.1 192.168.1.1

Preferred DNS Server 192.168.1.2 192.168.1.2

‘Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011

CAC BOI TAC VA THUONG HIEU DAO TAO
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BACHKH A

EDUCATION

Hwéng din chi tiét:

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

v Thuyc hién trén may SRV12-01:
o Click Chuot phai tai ttn may BKAP-SRV12-01, chon Settings.

(5 BKAP-SRV12-01 ] 1] BKAP-WRKO8-01
Close Tab

() Power

Recvele Bi (=) Removable Devices
lecycle B

Pause

Send Ctrl+Alt+Del
Grab Input

Snapshot

Capture Screen

Manage
Reinstall YMware Tools...

Settings...

Websht: v o spechcam
mai h h.

Tel: (04) 3755.4010/ (04) 3755.4011

CAC DOl TAC VA THUONG HIEU DAO TAO



B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Tai Virtual Machine Settings, chon vao Network Adapter, tai
Network connection, chon vao Custom: Speccific virtual network,
chon xuéng VMnet?2.

(5 BKAP-SRV12-01 (5 BRAP-WRKDS-01

Virtual Machine Settings
Hardware QOptions

Device status
Connected
Connect at power an

Device Summary

W Memory 2GB
[ Processors 1
(=i Hard Disk (SCSI) 60 GB

CD/DVD (SATA)  Using file F:\WIN2012_RC.ISO <
%Network Adapter  MAT (_) Bridged: Connected directly to the physical network
USE Controller Present Rer

@' Sound Card Auto detect _
d=hiPrinter Present (_) NAT: Used to share the host's IP address

Metwork connection

@Display Auto detect (_) Host-only: A private network shared with the host
(®) Custom: Spedific virtual network

VMnet2

()| ¥Mnetd
~ |¥Mnetl (Host-only)

WMnet3
WMnet4
WMnets
WMnets
WMnet7
WMnets (NAT)
WMnetd
WMnet10
WMnet1l
WMnet12
WMnet13
WMneti4
WMnetis
WMnetis
WMneti?
WMnetl1s
WMnet19

Remove

Cancel

CAC B6I TAC VA THUONG HIEU DAO TAO 30




B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

v Add thém card mang cho may BKAP-SRV12-01.:
o Tai Virtual Machine Settings, chon vao Add... , tai Add Hardware
Wizard, chon vao Network Adapter, Next.

(5} BKAP-SRV12-01 (71 BKAP-WRKD8-D 1

Hardware Qptions

Device status
Connected
Connect at power on

Device Summary

W Memory 2GE
[ Processors 1
AHard Disk (SCSI) 60 GB

CD/OVD (SATA)  Using file F:\WIN2012_RC.ISO
@Network Adapter  Custom (WMnet2)
LUSE Controller Present Add Hardware Wizard
@' Sound Card Auto detect Hardware Type

Network connection
| i Rridned: Cannarted dirsct tnthe nhusical ne o

E=HPrinter Present What type of hardware do you want to install?
g_JDispIay Auto detect

Hardware types: Explanation

et Hard Disk. Add a network adapter.
CD,/DVD Drive

%Floppy Drive

USE Controller

@' Sound Card

E Parallel Port

@ Serial Port

(=1 Printer

Generic SCSI Device

=y

Dadd... Remove

Cancel

CAC BOI TAC VA THUONG HIEU DAO TAO




B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Tai Network Adapter Type, tai Network connection, chon vao
Custom: Specific virtual network, chon xuéng Vmnet3 dé add thém
card mang cho may BKAP-SRV12-01.

(5} BKAP-SRV12-01 (5] BKAP-WRKD8-01

Hardware Qptions

Device status
Connected
Connect at power on

Device summary

M Memory 2GB
[ Processors 1
emiHard Disk (SCSI) 60 GB

CD/DVD (SATA)  Using file F1\WIN2012_RC.ISO
HEiNetwork Adapter  Custom (VMnet2) || ) Rridad: Cannactad diractu i the nhusical nehanre
\USB Contraller Present Add Hardware Wizard
@' Sound Card Auto detect Network Adapter Type

(=i Printer Present What type of network adapter do you want to add?
H|pisplay Auto detect

MNetwork connection

MNetwork connection

() Bridged: Connected directly to the physical netwark
Replicate physical r te

(C)NAT: Used to share the host's IP address

(O)Host-only: A private network shared with the host

(®) Custom: Specific virtual network:

VMnet3

VMnetd
YMnetl (Host-only)
VMnet2

VMnet4
VMnets
VMnets
VMnet?
VMnetd (NAT) Cancel
VMneta

VMnetl10
E;Add. - Remove VMnet11
VMnet12
VMnetl3
VMnet14
VMnetls

=

CAC BOI TAC VA THUONG HIEU DAO TAO




B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B HOéng Qu6c Viét, Cau Giﬁy, Ha Néi

v’ Sau khi add xong 2 card mang, di tén lan luot 2 card thanh NIC 1 va NIC I1.
o M¢ Network and Sharing Center, Click vao Change adapter
settings, lan luot d6i tén 2 card mang EthernetO va Ethernetl thanh

NIC I va NIC II.

(5 BKAP-SRV12-01 (5] BKAP-WRKD8-01

Recycle Bin

Metwork and Sharing Center

TL“‘. £ L B 1 £ o Blebiimele and Chariaa ©

Control Panel Hg

PP I

Network Connections

T | ﬁl" » Control Panel » MNetwork and Internet » Metwork Connections v C..| | Search Network Connections @ |

Change adapter Organize 3:: - m @
Change advance|

settings L_". NIC | L_". NICHI

T MNetwork 2 "= _ Unidentified network
@7 Intel(R) 82574L Gigabit Network C... @ Intel(R) 82574L Gigabit Network C...

Seealso
Internet Options

Windows Firewal

2items

il: care@bachkhoa-aptec| CAC DOl TAC VA THUONG HIEU DAO TAO Aptech 4 e [ CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

v' Dit dia chi IP 2 card NIC 1 va NIC Il lan luot theo md hinh Lab 1.3.

o Tai Cuta s6 Network Connections, chudt phai tai mdi card, chon
Properties, tai cira so NIC | Properties va NIC Il Properties, chon
vao Internet Protocol Version 4 ( TCP/IPv4).

o Tai cira s6 Internet Protocol Version 4 (TCP/IPv4) Properties,
chon vao Use the following IP address dé dat IP tinh cho 2 card
mang NIC I va NIC I1.

] NIC | Properties X

Metworking | Sharing network

| L Gigabit Mel
Internet Protocal Version 4 (TCP/1Pv4) Properties _

General |

You can get IP settings assigned automatically it your network supports
| this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

G

(") Obtain an IP address automatically
(®) Use the following IP address:

IP address: |192.168. 1 . 3 |
Subnet mask: | 255 .255.255. 0 |
i Default gateway: |192.168. 1 . 1 |

Obtain DMS server address automatically

(®) Use the following DNS server addresses:

Preferred DMS server: | 192,168 . 1 . 2 |

] Alternate DMS server; | . . . |

[validate settings upon exit

iterny

| Ok | | Cancel |

IP Address cua NIC |

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO

Tel: (04) 3755.4010/ (04) 3755.4011




BACHKH A HE THONG DAO TAO CNTT QUGC TE BACHKHOA-APTECH

g NIC Il Properties 5

Networking | Sharing netu:n.rn:n rk_

General

‘fou can get IP settings assigned automatically if vour network supports
this capability, Otherwise, you need to ask your network administrataor
for the appropriate IP settings.

(") Obtain an IP address automatically
(#) Use the following IP address:

IF address: | 132 .

Subnet mask: | 255 .

Default gateway: | 192 .

() Obtain DMS server address automatically
(#®) Use the following DNS server addresses:

Preferred DMS server; | 192 . 168, 1

Alternate DMS server: |

[ ]validate settings upon exit

IP Address cua NIC Il

Website: www.bachkhoa-aptech.com > F < = X
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO Microsoft CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011



B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
ESAEW APTECH bia chi: Toa nha HTC, 236B Hoa‘lng Qu6'c Viét, Cau Giéy, Ha Néi

v Thyc hién tat Firewall, kiém tra ping tir may Server sang may Client bang 2
card NIC I va NIC II.
o Tai ctra s6 Windows Firewall, chon vao Turn Windows Firewall on
or off, chon Turn off Windows Firewall ( not recommended ) tai
Private network settings va Public network settings.

@ - 1 |o« System and Security » Windows Firewall » Customize Settings W 0| | Search Control Panel ) |

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use,
Private netwark settings
@ () Turn on Windows Firewall
[ Black all incoming connections, including those in the list of allowed apps
[C] Notify me when Windows Firewall blocks a new app
@ ® Turn off Windows Firewall (not recormmended)

Public network settings
@ ) Turn on Windows Firewall
[ Block all incoming connections, including those in the list of allowed apps

[] Metify me when Windows Firewall blocks a new app

@ ® Turn off Windows Firewall (not recommended)

ok || cancel

Website: www.bachkhoa-aptech.com

Tel: (04) 3755.4010/ (04) 3755.4011 —
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Quadc Viét, Cau Gidy, Ha Noi

v' Kiém tra ping tir may Client BKAP-WRK08-01dén 2 card NIC | va NIC Il
cua may BKAP-SRV12-01.

(51 BKAP-SRV12-01 (51 BKAP-WRK08-01
»
kY
-
CAWindows\system32\cmd.exe =

icrosoft Windows [Uersion 6.3.96801
(c)> 2013 Microsoft Corporation. All rights reserved.

:\Users\adminitrator>ping 192.168.1.3

inging 192.168.1.3 with 32 hytes of data:
eply from 192.168.1.3: hytes=32 time<lims
eply from 192.168.1.3: hytes=32 time<ims

ing statistics for 192.168.1.3:
Packets: Sent = 2, Received = 2, Lost =
pproximate round trip times in milli-sec
Minimum = @Bms, Maximum = @Bms, Average
gntrol—C

:\Users\admninitrator>ping 192.168.1.4
inging 192.168.1.4 with 32 hytes of data:

eply from 192.168.1.4: bhytes=32 time<{ims TTL=128
eply from 192.168.1.4: hytes=32 time<{ims TTL=128

ing statistics for 192.168.1.4:

Packets: Sent = 2, Received = 2, Lost B (Bxz loss).,
pproximate round trip times in milli-seconds:

Minimum = @Bms, Maximum = @Bms, Average = Bms
gntrol*c

\Users\adminitrator>

N o=y | Microsoft | Uil | ComgTA 37




BACHKH A

EDUCATION \P

v Chuyén sang may Server BKAP-SRV12-01, cau hinh enable NIC Teaming.
o Vao Server Manager / Local Server.

HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Tai Properties , kiém tra tai NIC Teaming : Disable.

[5)) BKAP-SRV12-01 ‘ (51 BKAP-WRKDS-01 |

5 PROPERTIES
. For BKAP-SRV12-01

Server Manager

Computer name BKAP-5RV12-01
B All Servers Workgroup WORKGROUP
FE File and Storage Services P
Windows Firewall Public: Off
Remote management Enabled
Remote Desktop Disabled
NIC Teaming Disabled
NIC | 192.168.1.3, IPv6 enabled
NIC Il 192.168.1.4, IPv6 enabled
Operating system version Microsoft Windows Server 2012 Datacenter Evaluation
Hardware information VMware, Inc. VMware Virtual Platform

EVENTS
All events | 4 total

Filter yol {é} - (R) -
i
Server Name D Severity Source Log Date and Time
BKAP-SRV12-01 27 Warning eliexpress System  12/14/2015 7:57:31 PM
BKAP-SRV12-01 4202 Error Micresoft-Windows-Iphlpsvc System  12/14/2015 7:31:12 PM

BKAP-SRV12-01 1014 Warning Microsoft-Windows-DNS Client Events  System  12/14/2015 7:23:57 PM
BKAP-SRV12-01 1014 Warning Microsoft-Windows-DNS Client Events  System  12/14/2015 7:23:57 PM

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011

CAC DOl TAC VA THUONG HIEU DAO TAO
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B ACH KH Q A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
ESAEW APTECH bia chi: Toa nha HTC, 236B HOéI’Ig Qu6'c Viét, Cau Gié'y, Ha N("._\)i

o Click chuot vao Disable, tai cira s6 NIC Teaming, trong Tab
ADAPTER AND INTERFACES, chon ca 2 card NIC I va NIC I,
click vao Tasks / Add to New Team.

B= SERVERS

ll Al Servers | 1 total TASKS w

Name Status Server Type  Teams

BKAP-SRV12-01 (%) Oniine Physical

TEAMS ADAPTERS AND INTERFACES

All Teams | 0 total TASKS = lmm

Tesm Status Teaming Mode Load Balancing Adapters WEICEN Sl Team Interfaces | Rddhiclien]lEam

= Add to Selected Team
Adapter Speed State Reason Disable

4 Ayailable to be added to a team (2) Properties

NIC | 1Gbps
NIC I 1Gbps

Website: www.bachkhoa-aptech.com % 5 % = 2 <
Tel: (04) 3755.4010/ (04) 3755.4011 —



B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
ESAEW APTECH bia chi: Toa nha HTC, 236B Hoa‘lng Qu6'c Viét, Cau Giéy, Ha Néi

o Tai cta s6 NIC Teaming, tai Team name, dién tén “NIC Teaming”, chon
ca 2 cardNIC I va NIC 11, OK.

& NIC Teaming = [ =] =

= SERVERS

ll All Servers | 1 total TASKS

s
Name Status

New team
BKAP-SRV12-01 @ Online

Team name:

NIC Teaming

Member adapters:

In Team Ada‘pter Speed State Reason
NICI 1 Ghbps
TEAMS
v wici 16b
All Teams | 0 total ps TASKS

Téam | Status Teaming Mode  Load Balal

~ Additional properties

Website: www.bachkhoa-aptech.com % 5 % = 2 <
Tel: (04) 3755.4010/ (04) 3755.4011 —
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B W APTECH Pia chi: Toa nha HTC, 236B HOi‘Ing Qu6c Viét, Cau Giéy, Ha Néi

e Dait dia chi IP cho card NIC Teaming.

o Vao Network and Sharing Center / Change adapter settings.

o Tai ctra s Network Connections, chudt phai tai card NIC Teaming,
chon Properties.

o bDat dia chi IP address cho card NIC Teaming.

Network Connections - |Oo| x

1T |@ » Control Panel » Metwork and Internet » Network Connections W C;l | Search Metwork Connections 0@ |

------- Rename this connection  View status of this connection > i v [ @

= | NICTeaming
af  Unidentified network
. Microsoft Network Adapter Multi...

NIC Teaming Properties

General

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: 192,168 . 1 , 100

Subnet mask: 255,255,255, 0

Default gateway: 192.168. 1 . 1

() Obtain DNS server address automatically
(®) Use the following DNS server addresses:

Preferred DS server:

Alternate DNS server:

[validate settings upon exit

Jitems 1

Website: www.bachkhoa-aptech.com
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

v' Chuyén sang may Client BKAP-WRK08-01, kiém tra ping tir may Client
sang card NIC Teaming cia may BKAP-SRV12-01.

(5} BKAP-SRV12-01 (5] BKAP-WRK08-01

RECyCIS C\Windows\system32\cmd.exe

icrosoft Windows [Uersion 6.3.960801
(c> 2813 Microsoft Corporation. All rights reserved.

:\Users\adminitrator>ping 192.168.1.1060

inging 192.168.1.100 with 32 bytes of data:

eply from 192.168.1.108: bytes=32 time<ims TTL=128
eply from 192.168.1.10808: bytes=32 time<ims TTL=128
eply from 192.168.1.16808: bytes=32 time=1ms TTL=128

statistics for 192.168.1.108:
Packets: Sent = 3, Received = 3, Lost = 8 (Bx loss).
pproximate round trip times in milli-seconds:

Minimum = @ms,. Maximum = 1ms, Average = Bms
ontrol-C
C

:\Users\adminitrator>

CAC BOI TAC VA THUONG HIEU DAO TAO
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

Bai 2:
TRIEN KHAI DICH VU ACTIVE DIRECTORY

Cé&c ndi dung chinh dwoc dé cap:

v/ 2.1. Nang cap may chia Windows Server 2012 1én Domain Controller va
Join Domain.

v/ 2.2. Nang cap may chi Windows Server 2012 ( Server Core ) 1én Domain
Controller va Join Domain.

v/ 2.3. Cai dit va cAu hinh Additional Domain Controller.

v’ 2.4. Cai dat va cau hinh Child Domain.

2.1 Nang cap may chi: Windows Server 2012 1én Domain Controller

va Join Domain.
1. Yéu cau bai Lab:

+ Nang cap may chu chay HPH Windows Server 2012 1én Domain Controller dé
quan Iy mién bkaptech.vn.

+ Cho phép cac may tram gia nhap vao mién bkaptech.vn.
2. Yéu cau chuan bj:

+ Chuan bi 1 may Server chay HPH Windows Server 2012 ¢6 tén 1a BKAP-DC12-
01, dat dia chi IP nhu md hinh lab 2.1.

+ Chuan bi thém may tram chay HPH Windows 8 c6 tén 1a BKAP-WRK08-01, dat
dia chi IP nhu md hinh lab 2.1.

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO
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B ACHKH 2A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
\PTECH Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

3. M0 hinh Lab:

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH BACHKH A
o P - . . TSI WAPTECH
Lab 2.1 Ning cap mdy chit Window Server 2012 lén Domain Controller va APTECH

Join Domain

Hé diéu hanh: Windows Server 2012 Datacenter
Tén may: BKAP-DC12-01

IP address: 192.168.12

Subnet mask: 2532352350

Default gateway: 192.168.1.1

Preferred DNS server: 19216812

Domain: bkaptech.vn

( 0

BKAP-WRK08-01 ) BKAP-WRKO08-02
S E _— T
P‘referredDNS 192.168.12 | _ vl _ PreferredDVS 192.168.1.2

——— : ‘“‘I;F'—_s-a
Hinh 2.1
So dé dia chi nhw sau:
Théng s BKAP-DC12-01 | BKAP-WRK12-01
IP Address 192.168.1.2 192.168.1.10
Subnet Mask 255.255.255.0 255.255.255.0
Default gateway 192.168.1.1 192.168.1.1
Preferred DNS Server | 192.168.1.2 192.168.1.2

‘Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B HOéng Qu6c Viét, Cau Giﬁy, Ha Néi

Hwéng dan chi tiét:

v Thuc hién trén may BKAP-DC12-01, nang cip Ié&n Domain Controller.
o Céu hinh dat dia chi IP cho cac may twong (ng véi hinh 2.1

(%} BKAP-DC12-01

v

Recycle Bin

(51 BIAP-WRKDB-01

Network and Sharing Center

(31« 4 |55 , ContenlDanel » Mebwnrk and Internet s Bletwork and Sharinn Center

£ Network Connections

T | Ei‘ v Control Panel » Metwork and Internet » Metwork Connections »

roaniza s Nicablathic netiorls ded Diannocathic copnacting  Rename this connection  View status of this connection  Change settin
] Ethernet0 Properties B
Networking
o |

Internet Protocol Version 4 (TCP/IPv4) Properties _

General

Tl ‘fou can get IP settings assigned automatically if your network supparts
g this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IF address:

IP address: 192,168, 1 . 2
Subnet mask: 255,255,255, 0
1 Default gateway: 192 168, 1 . 1

Obtain DNS server address automatically
(®) Use the following DNS server addresses:

Preferred DNS server: 192,168, 1 . 2

Alternate DNS server:

[ validate settings upon exit

|

CAC DOl TAC VA THUONG HIEU DAO TAO
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Thuc hién cai dat dich vu Active Directory Domain Services trén
may BKAP-DC12-01:
= Click Server Manager / Add Roles and Features . Tai cua
s6 Add Roles and Features Wizard, Click vao Next.

(5} BKAP-DC12-01 ] (5 BIAP-WRID8-01 ]
=] Server Manager

Server Manager * Dashboard

% Dashboard WELCOME TO SERVER MANAGER

B Local SeniEH Add Roles and Features Wizard - [o[xT]
#F All serve
BE File and 4 . DESTIMATION SERVER

. Before you begin scA.DC12.0

This wizard helps you install roles, role services, or features. You determine which rales, role services, or
features to install based on the computing needs of yeur organization, such as sharing documents, or
Installation Type hosting a website.

Before You Begin

Server Selection i
To remove roles, role services, or features:

Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates frem Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again,

To continue, click Next.

[] Skip this page by default

< Previous MNext » Install Cancel

Website: www.bachkhoa-aptech.com
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B ACHKH d A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH Pia chi: Téa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi

= Tai Select installation type, click vao Next.

DESTINATION SERVER

Select installation type BcAP.DC12.01

Before You Begin

Installatio

Server selection

Select the installation type. You can install reles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

(® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

<Previous | | Net> | | nstal || Cancel

Website: www.bachkhoa-aptech.com
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH

= Tai Select destination server, Click vao Next.

DESTINATION SERVER

Select destination server B o

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type @ Select a server from the server pool
() Select a virtual hard disk

Server Roles Server Pool
Features
Filter:
Name IP Address Operating System

BkAP-DC12-01 : Microsoft Windows Server 2012 Datacenter Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

<Previous | [ Net> | | nstall | [ Cancel

Website: www.bachkhoa-aptech.com > F < = X
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoa‘mg QUGC Viét, Cau Giéy, Ha Néi

= Tai Select server roles, click chon vao dich vu Active
Directory Domain Services.

DESTINATION SERVER

Select server roles e

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server selection Active Directory Domain Services

(AD DS) stores information about
ctive Directory Domain Services objects on the network and makes
[] Active Directory Federation Services this information available to users
[] Active Directory Lightweight Directory Services T HIETE rk T T P‘D =
uses domain controllers to give
[] Active Directory Rights Management Services network users access to permitted
[ Application Server resources anywhere on the network

] DHCP Server through a single logon process.
[] DNS Server

[] Fax Server

[®] File And Storage Services (Installed)
] Hyper-v

] Metwork Policy and Access Services
] Print and Document Services

[] Remote Access

[] Remate Desktop Services

[ Active Directory Certificate Services

Featuras

Website: www.bachkhoa-aptech.com > F < = X
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BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha N§i

= Cira s6 Add Roles and Features Wizard hién ra, chon Add
Features.

fesi Add Roles and Features Wizard -|o| x

DESTINATIOM SERVER

Select server ro

BKAP-DC12-01
X
Add features that are required for Active Directory
1 1 {4
Domain Services? on
You cannot install Active Directory Domain Services unless the irectorg:r Domairj Services
Sery following role services or features are also installed, stores information about
pn the network and makes
[Tools] Group Policy Management ation available to users

ork administrators, AD D5

ain controllers to give
4 Role Administration Tools users access to permitted

4 AD DS and AD LDS Teols bs al_'l}rwhere on the network
Active Directory module for Windows PowerShell B

4 AD DS Tools

4 Remote Server Administration Tocls

[Taols] Active Directory Administrative Center
[Tocls] AD DS Snap-Ins and Command-Line Tools

Include management tools {if applicable)

‘Add Featurs‘ ‘ Cancel |

| < Previous | | Mext > | | Install | | Cancel
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH

= Tiép tuc 4n Next, tai cta s6 Confirm installation
selections, click vao Install dé cai dat dich vu ADDS.

. . . DESTINATION SERVER
Confirm installation selections kAP-DC12.01
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Typs [] Restart the destination server automatically if required
Server Selection Opticnal features (such as administraticn tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features

AD DS Active Directory Domain Services
Group Policy Management

Confirn

Remote Server Administration Tools
Reole Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Toaols
Active Directory Administrative Center
AD DS Snap-Ins and Caommand-Line Teools

Export configuration settings
Specify an alternate source path

<Previous | Mext> | nstall || Cancel

Website: www.bachkhoa-aptech.com > F < = X
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BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha N§i

= Sau khi chd doi 1 khoang thoi gian dé dich vu Active
Directory Domain Services duoc cai dat xong, tai

Installation progess , click vao dong chir xanh Promote this
server to a domain controller d€ cau hinh.

Insta ”ation prog ress DESTINATION SERVER

BKAP-DC12-01
View installation progress

o Feature installation

Configuration required. Installation succeeded on BKAP-DC12-01.

Active Directory Domain Services
Additional steps are required to make this machine a domain controller,
Promote this server to a domain controller

Group Policy Management

Remote Server Administration Teols
Role Administration Tools
AD DS and AD LDS Tools
Active Directory medule for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Next = | | Close | | Cancel
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BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Quoc Viét, Cau Gidy, Ha No§i

= Tai cira s6 Deployment Configuration:
e Select the deployment operation , click chon vao Add
a new forest dé tao 1 domain méi.
e Tai Root domain name, nhap vao tén mién

“bkaptech.vn™
e Next.
. . TARGET SERVER
Deployment Configuration BKAP-DCI2-01
Deployment Configuration .
- = Select the deployment operation
Domain Controller Options i o .
N ) ) Add a domain controller to an existing domain
Additional Options ) Add a new domain to an existing forest
Paths ® Add a new forest
Review Cpfions . o i i i
Specify the domain information for this operation
Freraguisites Check
Roct domain name: bkaptech.wn
More about deployment configurations
< Previous | | MNext = | | Install | | Cancel
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B ACHKH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

» Tai Domain Controller Options, lua chon “Forest
functional level” va “Domain functional level” phu hop véi
hé thong dang co.

= Nhiap mat khiu cua Directory Services Restore Mode
(DSRM) password. (123456a@)

= Next.
. . TARGET SERVER
Domain Controller Options BKAP-DCI2-01
Deployment Configuration . .
Select functional level of the new forest and root domain
Domain Controller Options
Forest functional level: | Windows Server 2008 R2 | - |
DN5 Options
Domain functional level: i -
Additional Options | B e IUNGE | |
Paths Specify domain controller capabilities
Review Options Domain Mame System (DNS) server
Prereguisites Check Global Catalog (GC)
[] Read only domain controller (RODC)
Type the Directory Services Restore Mode (DSRM) password
Password: sasnsene
Confirm password: ---..---|
Maore about domain contreller options
<Previous | | Nest> | | nstal || Cancel
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH

= Tiép tuc click vao Next, tai Additional Options, dit tén
NetBIOS domain name la BKAPTECH

= Next.
- - . TARGET SERVER
Additional Options BKAP-DC12-01
Deployment Configuration ) i ) .
Verify the NetBIOS name assigned to the domain and change it if necessary
Domain Controller Cptions
The NetBIOS domain name: BKAPTECH
DMN5 Options
Additional Options
Paths
Review Cpfions
Prereguisites Check
Meore about additional options
<Previous | | Nest> | | Install || Cancel
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoa‘mg QUGC Viét, Cau Giéy, Ha Néi

= Tai ctra s6 Paths, chinh 13 duong dan luu CSDL cua Active
Directory trong may Domain Controller.

P h TARGET SERVER
aths BKAP-DC12-01
Deployment Configuration ) )
Specify the location of the AD DS database, log files, and SYSVOL
Domain Controller Options
_ Database folder: CAWindows\NTDS (]
DMS Options . -

3 _ Log files folder: C\Windows\NTDS (]
Additional Options SYSVOL folder: CAWindows\SYSVOL [=]
Review Cptions
Prereguisitas Check

More about Active Directory paths
< Previous | | Mext = | | Install | | Cancel

Website: www.bachkhoa-aptech.com > F < = X
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BACHKH A

EEXEYSIETW APTECH

HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

= Tai ctra s6 Review Options, tai ddy la nhiing thong tin da

cAu hinh & trén.
e Click vao Next.

Review Options

Deployment Configuration

Domain Controller Options
DMNS Options

Additional Options

Prereguisites Check

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011

Review your selections:

Configure this server as the first Active Directory demain controller in a new forest.

The new domain name is "bkaptech.vn®. This is also the name of the new forest.

The NetBIOS name of the domain: BKAPTECH
Forest Functional Level: Windows Server 2008 R2
Domain Functional Level: Windows Server 2008 R2
Additional Options:

Global catalog: Yes

DNS Server: Yes

Create DN5 Delegation: No

TARGET SERVER
BKAP-DC12-01

A

W

These settings can be exported to a Windows PowerShell script to automate

additional installations

Meore about installation options

-:Previuus|| Next >

install | | Cancel
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B ACHKH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

= Tai ctra s6 Prerequisites Check, click vao Install ¢é may
bit dau cai dat.

. - TARGET SERVER
Prerequisites Check BKAP-DCI2-01
| ® All prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more X

Deployment Configuration - ) . ) o )
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Options | computer

DNS Options Rerun prerequisites check
Additicnal Options
Paths ~ View results
Review Options 1. Windows Server 2012 domain contrallers have a default for the security setting named |~

"Allow cryptography algeorithms compatible with Windows NT 4.0% that prevents weaker
cryptography algenthms when establishing security channel sessions.

For mare information about this setting, see Knowledge Base article 942564 (http:// =
go.microsoft.com/fwlink/7Linkld=104751).

1 Adelegation for this DNS server cannot be created because the authoritative parent
zone cannct be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DMS server in the parent zone to ensure reliable name resolution from outside the
domain “bkaptechwn". Otherwise, no action is required. %

4. I you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

<Previous | | Net> | nstal || Cancel
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
EDU TON Dia chi: Toa nha HTC, 236B Hoang Quadc Viét, Cau Gidy, Ha Noi

v’ May chu sau khi cai dat s€ ty dong reset lai may.
o Antb hop phim “Alt + Ctrl + Insert” dé dang nhap vao may chu.

(5} BRAP-DC12-01 151 BRAP-WRKD8-01

Press Ctrl+Alt+Delete to sign in.

12:20

Tuesday, December 15
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
’ Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

v Tai man hinh logon, nhap mat khau cua tai khoan
Administrator.(123456a@)

BKAPTECH\Administrator
Fassword

am Windows Server 2012

CAC DI TAC VA THUONG HIEU DAO TAO
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
ESAEW APTECH bia chi: Toa nha HTC, 236B Hoa‘lng Qu6'c Viét, Cau Giéy, Ha Néi

v Pé kiém tra may chu di nang cip lén Domain Controller chua, vao
Compuer / Properties .
o Trong ctra s6 System, kiém tra tén Domain tai Computer name,
domain, and workgroup settings.
= Domain: bkaptech.vn.

‘

1 |n§J|Z| Control Panel » System and Security » System v & ‘ ‘ Search Control Panel -l ‘

Control Panel Home - L - °
View basic information about your computer

'@ Device Manager
@ Remaote settings

Windows edition

Windows Server 2012 Datacenter Evaluation

) Advanced system settings 2012 Microsoft Carporation. Al rights reserved. ==“W|'ndows Server2012
System
Processor: Intel(R) Core(TM) i7-27600M CPU @ 2.40GHz  2.40 GHz
Installed memory (RAM):  2.00 GB
System type: 64-bit Operating System, x64-based processar
Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: BKAP-DC12-01 r@Change settings
Full computer name: BKAP-DC12-01.bkaptech.vn
Computer description:

Domain: bkaptech.vn

‘Windows activation

Windows is activated View details in Windows Activation
seeslso Product ID: 00124-40000-D0001-AA148
Action Center

Windows Update

Website: www.bachkhoa-aptech.com % 5 % = 2 <
Tel: (04) 3755.4010/ (04) 3755.4011 —
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B HOéng Qu6c Viét, Cau Giﬁy, Ha Néi

v' Kiém tra, sta lai dia chi card mang, dija chi DNS Server phai tring véi
dia chi IP cua may Domain Controller.

5} BKAP-DC12-01 7 BKAP-WRKDS-01

System
i Network Connections

T ||‘E‘ v Control Panel » MNetwork and Internet » Network Connections

roapize e Nirablethic actunrd: ded Diznnnca thic cognactinn  Rename this connection  View status of this connection  Change settings of t
¥ 1] Ethernet0 Properties X
FE_! Networking
5 |
G

Internet Protocol Version 4 (TCP/IPv4) Properties _

General

T You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IF address: 192.168. 1 . 2
Subnet mask: 255.255.255. 0
Default gateway: 192.168. 1 . 1

Obtain DNS server address automatically
(®) Use the following DNS server addresses:

Preferred DNS server: 192 .168. 1 . 2

Alternate DMS server:

[[]validate settings upon exit

|| Cancel |

|

CAC DOl TAC VA THUONG HIEU DAO TAO

Tel: (04) 3755.4010/ (04) 3755.4011

62



HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

BACHKH A

EEXEYSATW APTECH

v Thuc hién Join may Client BKAP-WRK08-01 vao Domain.
o Mo may BKAP-WRKO08-01, snapshot “Begin”.
o bat cung VMnet véi may BKAP-DC12-01.
o Sua lai dia chi IP cua may BKAP-WRK08-01 nhu sau:

Network and Sharing Center
I Network Connections

T E@ » Control Panel » Metwork and Internet » Metwork Connections

Nicahla thic netnrl doies

Ethernet0 Properties

Rename this connection View status of this connection

General

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
() Use the following IP address:

IP address: 192,168 . 1 .

I!

Subnet mask: 255,255 .255. 0

Default gateway: 192,168, 1 . 1

() Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: 192 .168. 1 . 2

Alternate DNS server:

|

[ validate settings upon exit

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com

Tel: (04) 3755.4010/ (04) 3755.4011
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Thuc hién ping tr may BKAP-WRK08-01 dén méay BKAP-DC12-
01.

(551 BKAP-DC 12-01 (5] BKAP-WRK08-01

>
‘-‘v
RECYCICNG C:\Windows\system32\cmd.exe

icrosoft Windows [Uersion 6.3.960081]
(c> 2013 Microsoft Corporation. All rights reserved.

>

:\Users\adminitrator>ping 192.168.1.2

inging 192.168.1.2 with 32 bytes of data:
192.168.1.2: bhytes=32 time<{ims TTL=128
192.168.1.2: hytes=32 time<ims TTL=128
192.168.1.2: bhytes=32 time<ims TTL=128
192.168.1.2: hytes=32 time<{ims TTL=128

ing statistics for 192.168.1.2:

Packets: Sent = 4, Received = 4, Lost = B (Bxz loss>.
pproximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Bms, Average = Bms

:\Users\adminitrator>

CAC BOI TAC VA THUONG HIEU DAO TAO
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B W APTECH bia chi: Toa nha HTC, 236B HOéng Qué'c Viét, Cau Giéy, Ha Nél

o Pé Join may Client BKAP-WRK08-01 vao Domain, vao This PC /
Properties / Change Settings.

1= System - B

4 ® » Control Panel » System and Security » System AN

Search Control Panel 2
(]

Centrol Panel Home . P .
View basic information about your computer
r@ Device Manager Windows edition

) Remote settings Windows 8.1 Pro

@ System protection © 2013 Microsoft Corporation. All rights reserved. . WI n d OWS 8
'@ Advanced system settings ._

System
Processor: Intel(R) Core(TM) i7-27600M CPU @ 2.40GHz  2.40 GHz
Installed memory (RAM): 2,00 GB
System type: 64-bit Operating System, x84-based processor
Pen and Touch: MNe Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: BKAP-WRK08-01
Full computer name: BKAP-WRK02-01

) Change settings

Computer description:

Workgroup: ‘WORKGROUP

‘Windows activation

Windows is not activated. Read the Microsoft Software License Terms

seeale Product ID: D0261-50000-00000-AA939 Activate Windows
Action Center

Windows Update

Website: www.bachkhoa-aptech.com % ; =< =
Email: care@bachkhoa-aptech.com CAC BOI TAC VA THUONG HIEU DAOTAO [l Avrech it o

Tel: (04) 3755.4010/ (04) 3755.4011



BACHKH A HE THONG DAO TAO CNTT QUBC TE BACHKHOA-APTECH
EETSATTW AP TE CH Dia chi: Toéa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Tai cira s6 System Properties, Tab Computer name, click vao
Change.

S BKAPDC12-01 X

(5 BKAP-WRKOB-01 * |

3

il =

CAWindows\system32\cmd.exe
icrosoft Windows [Version 6.3.76001

System Properties

Computer Name | Hardware | Advanced | System Protection | Remote |

&k: Windows uses the following information to identify your computer
on the networl.

ntrol Panel ¢ Systemn and Security

Computer description:
For example: "Kitchen Computer” ar "Many's
:\Usersha Computer. View basic informat
Full computer name: BKAFP-WRKD2-01
Workgroup: WORKGROUP Windows edition

Windows 8.1 Pro

—Nrgtf:ﬂqa I\IEJd,zard to join @ domain or workgroup, click Network 1D © 2012 Vicrosoft Con
To rename this computer or change its domain or System
workgroup, click Change. Change...

Processor:
Installed memory (RAI
System type:

Pen and Touch:

Computer name, domain,

Cormputer name:

| | Cancel | Apply
Full cermputer name:
Computer description
Workgroup:
Windows activation
Windows is not activa
See also

Product ID: 00261-500
Action Center

Windows Update

Website: www.bachkhoa-aptech.com - S 5
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO . : 66
Tel: (04) 3755.4010/ (04) 3755.4011




BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Tai cta s6 Computer Name/Domain Changes, click chon vao
Domain, tai ¢y nhap vao t&n mién ciia Domain ( bkaptech.vn)

(5} BRKAP-DC12-01 \ (5} BRAP-WRKOB-01 ‘

ot |

.II.?‘_ .Iu

-
RECHCICHC C\Windows\system32\cmd.exe

icrosoft Windows [Uerszion 6.3.96HH1]
(c>» 2013 Microsoft Corporation. All rights reserved.

System Properties

Computer Name/Domain Changes H e
You can change the name and the membership of this mputer
computer. Changes might affect access to network resources.
ntrol Panel v Systermn and Security » System
Computer name: n's
BKAP-WRK02-01 View basic information abaor
Full computer name: Windows edition
BKAP-WRKDE2-01
Windows 8.1 Pro
e ID... © 2013 Micresoft Corporation, £
Member of ;
(@) Domain:
= System
|bkap’[ech.vn| | il
Processor: Inte
() Workgroup: Installed memory (RAM):  2.00
W
WORKGROUP System type: Bk
Pen and Touch: Me
Cancel
Computer name, demain, and work:
Computer name: BIA
Cancel Apply
Full computer name: BKA

Computer description:

Workgroup: WO

Windows activation

Windrwe ic nnt artivated  Read

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO
Tel: (04) 3755.4010/ (04) 3755.4011




B ACHKH A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
PTE( Pia chi: Téa nha HTC, 236B HOéng Quac Viét, Cau Giﬁy, Ha Néi

o Cuta s6 Windows Security, nhap User va Password cua
Administrator./ OK

E‘l BKAP-DC12-01 I (5} BKAP-WRKOB-01 ‘

Ch\Windows\system32\cmd.exe -
icrosoft Windows [Uersion 6.3.96861

System Properties

Computer Name/Domain Changes

Windows Security ﬂ

Computer Name/Domain Changes ntrol Panel » System and Sect

Enter the name and password of an account with permission to join the

domain. . ..
View basic info

Windows edition

[administrator l Windows 8.1 Pre
© 2013 Microso

| eseseses] | :

System

Domain: bkaptech.wn

Processor

Installed memaor

0K | ‘ Cancel | System type:
Pen and Touch:
| | Cancel |
Computer name, dc
| | Cancel | Apply Computer name

Full computer n
Computer descr

Workgroup:

Windows activation

Windows is not

‘Website: www.bachkhoa-aptech.com Z
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO
Tel: (04) 3755.4010/ (04) 3755.4011
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B ACHKH e A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
\ P » ‘ Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Sau khi Join vao Domain thanh céng, trén may xuét hién thong
b&o Welcome to the bkaptech.vn domain.

(51 BKAP-DC12-01 1 (5} BKAP-WRK08-01 1

l.:l:'- lF": ‘II'-:_' '

CA\Windows\system32\cmd.exe
icrosoft Windows [Uersion 6.3.9608] -

System Properties

Computer Name/Domain Changes ‘ote

*You can change the name and the membership of this smputer
computer. Changes might affect access to network resounces.

ntrol Panel » System and Security » System
Computer name: y's
BKAP-WRK08-01 View basic information about your

Full computer name: Windows edition

BKAP-WRKD2-01
Computer Name/Domain Changes Hnl Allights
Member of
Domain:
® bkaptechvn o Welcome to the bkaptech.vn domain,
ntel(R) Coref
() Workgroup: 2,00 GB
No Penor To
| | Cancel |
Computer name, domain, and workgroup set
Computer name: BEAP-WREDE
| | Cancel | Apph,
Full computer name: BEAP-WREDE
Computer description:
Workgroup: WORKGROUF
Windows activation
Windows is not activated. Read the Micn
See also

Nendo-+ 1IN ANTEYT CANAN AMNNN A ANCN

o An vao OK dé restart lai may Client.

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO
Tel: (04) 3755.4010/ (04) 3755.4011




BACHKH A HE THONG DAO TAO CNTT QUGC TE BACHKHOA-APTECH
APTECH Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Khéi dong lai may BKAP-WRK08-01, kiém tra may di Join vao
Domain.

1 18 » Control Panel » System and Security b System v & Search Control Panel P
Control Panel Home . L . °
View basic information about your computer
) Device Manager Windows editi
B Remate settings Windows 2.1 Pro -- .
) System protection © 2013 Microsoft Corporation. All rights reserved. WI n d OWS’ 8
B Advanced system settings ..w
Syst
Processor: Intel(R) Core(TM) i7-2760QM CPU @ 2.40GHz 2.40 GHz
Installed memory (RAM): 2,00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display
Computer name, domain, and ings
Computer name: BKAP-WRK02-01 &) Change settings
Full computer name: BKAP-WRK08-01 bkaptech.m
Computer description:
Domain: bkaptechn
Windows activati
Windows is not activated. Read the Microsoft Software License Terms
seesko Product ID: D0261-50000-00000-AAZEY Activate Windows
Action Center
Windows Update

Website: www.bachkhoa-aptech.com 2 L Z =
Email: care@bachkhoa-aptech.com CAC BOI TAC VA THUONG HIEU DAO TAO Microsoft CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

2.2 Nang cap may chia Windows Server 2012 (Server Core) Ién

Domain Controller va Join Domain.
1. Yéu cau bai lab:

+ Nang cdp may chi chay HDH Windows Server 2012 (ServerCore) 1én Domain
Controller dé quan ly mién bkaptech.vn

+ Cho phép cac may tram gia nhap vao mién bkaptech.vn.

+ Cai dat Remote Server Administratiton Tools trén may BKAP-WRK08-01 dé
quan tri tir xa.

2. Yéu cau chuin bj:

+ Chuan bi 1 may Server chay HPH Windows Server 2012 (ServerCore) tén 1a
BKAP-CORE12-01, dit dia chi IP nhu mé hinh lab 2.2.

+ Chuan bi thém may tram chay Windows 8.1 c6 tén la BKAP-WRKO08-01, dit dia
chi IP nhu mo6 hinh lab 2.2

+ Tools :Remote Server Administration Tools for Windows 8

Website: www.bachkhoa-aptech.com 5
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO Aptech 4 i CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011
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B ACHKH 2A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
\ P = 1 Pia chi: Téa nha HTC, 236B Hoa‘mg QU6C Viét, Cau Giﬁy, Ha N6I

3. M0 hinh lab:

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH B ACHKH 2A
Lab 2.2 Ning cap mdy chi Windows Server 2012 (ServerCore) lén BT SICTWAPTECH

Domain Controller va Join Domain.

Hé diéu hanh: Windows Server 2012 Datacenter(Server Core)
Tén mayv: BKAP-CORE12-01

Password administrator: 123456a@

IP address: 192.168.19

Subnet mask: 2552552550

Default gateway: 192.168.1.1

Preferred DNS server: 192 168.19

( D

BKAP-WREKO08-01 . BKAP-WREKO08-02
g;‘::iz;]:i:}.:llﬂ.lé&lj | L _ g:;:aiznillgzél:llﬂllﬁs.lj
g‘ﬁ i &'t
Hinh 2.2
So d6 dia chi nhw sau:
Théng s6 BKAP-CORE12-01 | BKAP-WRKO08-01
IP Address 192.168.1.9 192.168.1.10
Subnet Mask 255.255.255.0 255.255.255.0
Default gateway 192.168.1.1 192.168.1.1
Preferred DNS Server | 192.168.1.9 192.168.1.9

‘Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO

Tel: (04) 3755.4010/ (04) 3755.4011




B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Quadc Viét, Cau Gidy, Ha Noi

Hwéng din chi tiét:

v" Thuc hién trén may BKAP-CORE12-01, bat may ao, snapshot “Begin”
o Kiém tra Server c6 bao nhiéu card mang.
= Netsh interface ipv4 show interfaces

Administrator: C\Windows\system32\cmd.exe

Media State : Media disconnected
Connection—speci H

Description . : Microsoft ISATAP Adapter
Physical Addr : AA-AF-AP-PP-BA-AA-BB-EB
DHCP Enabled H |

Autoconf iguration Enahled

C:sUserssAdministrator*hostname
BKAP—COREL2-81

C:sUserssAdministrator?netsh interface ipuv4 show interfaces

58 4294967295 connected Loophack Pseudo—Interface 1
i@ 1588 connected EthernetB

C:sUsers~Administrator>
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Quadc Viét, Cau Gidy, Ha Noi

o bDat dia chi IP tinh cho card Ethernet0 cia mady BKAP-CORE12-
01:
= Netsh interface ipv4 set address name=EthernetO
source=static address=192.168.1.9 mask=255.255.255.0
gateway=192.168.1.1
o Kiém tra dia chi IP cua card EthernetO:
= |pconfig /all

B Administrator: C\Windows\system32\cmd.exe EHEE
Idx

1 L8 4294967295 connected Loophack Pseudo-Interface 1
12 18 1588 connected EthernetB

C:Uszsers“Administrator>netsh interface ipv4 set address name=Ethernetd source=st
atic address=192.168_.1.% mask=255.255.255.8 gateway=192_.168.1.1

C:xUszsers~Administrator>ipconfig ~all

Windows IP Configuration

BEAP-CORE12-81
Hybrid

Mo

Mo

Hozt Hame . . . .
Primary Dns Suffix .
Mode Type . . .

IP Routing Enahled.
WINS Proxy Enabled.

Ethernet adapter Ethernet@:

Connection—specific DNS Suffix
Descrdption . . - - . . . . .

Intel{R» 82574L Gigabhit Hetwork Connectio

Ba-ac-29-78-F3-38

Mo

Yes
fedB:-4893:41bB:a622 :16dex12 (Preferred?
172.168.1_.?(Preferred)

2055 255 _255.8

192 .168.1.1

251661353
#e—-81-88-01 -1 E-83-52-E1-B8—AC-29-78-F3-38

192 .168.1.9
Enabled

Physical Address. . . . .
DHCP Enabled. . . . .

Autoconf iguration Enahled
Link-local IPvb Addres
IPv4 Address. . . . .
Subnet Mask . . . . .
Default Gateway . . .
DHCPve IAID . . . .
DHCPué Client DUID. .

DNE Servers . . . - e .
MetBIOS over Tcplp. - e -

Tunnel adapter isatap.{B1612DF7-1587-4871-885D-7YF8APA1DFE3A%:

Media State . . Media disconnected
Gunnectlun—upec1f1c DNS Sufflx

Descrdption . . - - . . . . . Microsoft [SATAP Adapter
Physical Address. . . . . . . 6 15 1 1 R 515 5115 R 15 R 515 Bf 515 e 5
DHCP Enabled. . . . . - - Mo
Autoconf iguration Enabled . . Yes

C:~Uzers“Administrator>

) Microsoft H ‘tees’ | ComeTA 74




B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Quadc Viét, Cau Gidy, Ha Noi

o bat dia chi caa DNS Server.
= Netsh interface ipv4 add dnsserver name=EthernetO

address=192.168.1.9 index=1

= ¢ Administrator: C\Windows\system32\cmd.exe EHEHE

Physical Address. . . . - #8-80-00-B0-00—A8—-B0-E8

DHCP Enabled. . . . . . . . . . Ho
Autoconf iguration Enabled . . . . Yes

C:~Users“Adninistrator>*netsh interface ipuvd add dnsserver name=EthernetB address

=192 .168.1.7 index=1
The ohject iz alveady in the list.

C:sUzerssAdninistratori_

75



B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Quadc Viét, Cau Gidy, Ha Noi

o Thyc hién nang cdp may BKAP-CORE12-01 1én Domain

Controller:

= GO Iénh “powershell.exe” dé vao ché do PowerShell.

Administrator; Windows PowerShell

C:sUserssAdministratorpowershell. exe
indows PowerShell

Copyright <C» 2012 Microsoft Corporation. All rights reserved.

PE C:sUsers~Administrator?

[=/[=]E
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Quadc Viét, Cau Gidy, Ha Noi

o GB& lénh “cd c:\” dé chuyén vao 6 C ciia may chi.
= Cd c\

o1 k Administrator: Windows PowerShell |E||E||E|

C:sUserssAdministrator>powershell.exe
indows PowerShell
Copyright <C> 2812 Microsoft Corporation. All rights reserved.

PE: C:sUserssAdministrator? cd c:o™
PSS C:x> o




B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Quadc Viét, Cau Gidy, Ha Noi

o Sau khi vao duong dan C:\> , ta gd Iénh sau:
» |nstall-WindowsFeature AD-Domain-Services -
IncludeManagementTools.

o Administrator: Windows PowerShell EHEHE

K

PS C:x> Install-WindowszsFeature AD-Domain—Services —IncludeManagementTools
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Quadc Viét, Cau Gidy, Ha Noi

o May chu cai dat dich vu ADDS:

Administrator: Windows PowerShell

Start Installation...
1
[0000000000000000000000000000000000000000000000000000000000000

Administrator; Windows PowerShell

PS C:~2> Install-WindowsFeature AD-Domain—Services —IncludeManagementTools

Cuccess Restart Heeded Exit Code Feature Reszult

True No Success {Active Directory Domain Services, Gro...
WARMING: Windows automatic updating iz not enabhled. To ensure that vour
newly—installed role or feature iz automatically wpdated, turn on Windows




B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Quadc Viét, Cau Gidy, Ha Noi

o Cau lénh nang cap l1én Domain Controller.
= |nstall-ADDSForest -DomainName <tén mien>
= Nhap mat khau SafeModeAdministrator: 123456a@

= & Administrator: Windows PowerShell EEHE

P: GC:x> Install-WindowsFeature AD-Domain—Services —IncludeManagementTools

Success Hestart Meeded Exit Code Feature HResult

Success {Active Directory Domain Services. Gro...
MARMING: Windows automatic updating is not enabled. To ensure that your
newly—installed role or feature is automatically wupdated. turn on Windows
Update .

PE: C:x2> Install-ADDSForest —DomainMHame bkaptech.un
SafeModeAdministratorPassword: seooooos
Confirm SafeModefdministratorPassword: s

The target server will be configured as a domain controller and restarted when
thiz operation is complete.

Do you want to continue with this operation?

[¥Y]1 Yes [A] Yes to A1l [H] Ho [L]1 Mo to A1l [S5]1 Suspend [71 Help

Cdefault is "Y'">»:_




B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
. ‘ Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

= May chu tién hanh nang cap Ién Domain Controller

N Administrator: Windows PowerShell |E||E|.

SafeModeAdministratorPassword:
Confirm SafeModefAdministratorPassword: e

Install-ADDEForest

Ualidating environment and user input
All tests completed successfully
[oooo000000000000000000000000000000000000000000000000000000000000000 ]
Installing new forest
Starting

sessions.

For more information about this setting,. see Knowledge Base article 942564
Chttp: /go.microsoft.com fulink/?Linkld=184751%.

LARMIMNG: A delegation for this DHS server cannot be created because the
authoritative parent zone cannot be found or it does not run Windows DHS
server. If vou are integrating with an existing DHS infrastructure, vou should
manually create a delegation to this DHS server in the parent =zone to ensure
reliable name resolution from outside the domain “bkaptech.un®. Otherwise. no
action iz required.

WARMIMG: Windows Server 2012 domain controllers have a default for the security
setting named ""Allow cruptography algorithms compatible with Windows NT 4.8"
that prevents weaker cryptography algorithms when establishing security channel

sessions.

For more information about this setting. see Knowledge Base article 942564
Chttp: sgo.microsoft.com fulinks?LinkId=184751>.

CAC DI TAC VA THUONG HIEU DAO TAO
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

= Sau khi nang cip xong, may chu tu dong reset lai may.

Restarting

BR Windows Server2012

CAC DI TAC VA THUONG HIEU DAO TAO
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B ACHKH 2A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
\ P ‘ Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Nhan t hop phim “Ctrl + Alt + Insert” dé logon vao may.

k

Press Ctrl+Alt+Delete to sign in.

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO
Tel: (04) 3755.4010/ (04) 3755.4011




B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Nhap mat khau cua tai khoan Administrator dé diing nhap.

BKAPTECH\Administrator

*eeSeReY

==,Wind0ws Server2012

CAC DI TAC VA THUONG HIEU DAO TAO
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Quadc Viét, Cau Gidy, Ha Noi

o Tat Firewall trén may BKAP-CORE12-01.
= Netsh firewall set opmode mode=disable

Administrator: C\Windows\system32\cmd.exe

C:sUsers“Administrator>netsh firewall set opmode mode=dizable

IMPORTANT : Command executed successfully.

However. "netsh firewall" is deprecated:

use "netsh adefirewall firewall" instead.

For more information on wsing “netsh adufirewall firewall" commands
instead of "“netsh firewall', see KB article 947789

at http://go.microsoft.comn/fwlink-?1linkid=121488 .

0k.

C:sUsers“Administrator>_
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B ACHKH d A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH Pia chi: Téa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi

v' Chuyén sang may Client BKAP-WRK08-01 , Join may Client vao Domain.
o Mo may a0 BKAP-WRKO08-01, snapshot “Begin”
o bat cung VMnet véi may BKAP-CORE12-01
o Tit firewall trén may BKAP-WRKO08-01, dit dia chi IP tinh cho
may.

Network and Sharing Center
L Network Connections

1 I_-@ v Control Panel » MNetwork and Internet » Network Connections

Mrnanize - Nicahla thic netuwnrl devica Miannnce thic cannaction Rename this connection View status of this conne

o Ethernet0 Properties bl

Networking network

| L Gigabit Metwork C...

Internet Protocol Version 4 (TCP/IPv4) Properties ﬂ

General

T You can get IP settings assigned automatically if your network supports
r this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: | 152.168. 1 . 10 |

Subnet mask: | 255.255.255. 0 |
t Default gateway: |192.168. 1 . 1 |

() Obtain DMS server address automatically

(@) Use the following DNS server addresses:

Preferred DMS server: | 192 .168. 1 . 9 |

Alternate DNS server: | . . . |

[ validate settings upon exit

2 item

Website: www.bachkhoa-aptech.com > F < = X
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO Microsoft CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011



B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Tién hanh ping tir may BKAP-WRKO08-01 sang may BKAP-
CORE12-01.:

(5} BKAP-CORE12-01 (53! BKAP-WRKDS-01
-3
3
Nl
RECTCIC:. Administrator: C\Windows\system32\cmd.exe

icrosoft Windows [Uersion 6.3.76HH1

SUsershadministrator?ping 192.168.1.9

inging 192.168_.1.9 with 32 bhytes of data:
68.1.2: hytes=32 time<{ims TTL=128
=32 time<ims TTL=128
=32 time<{ims TTL=128

TTL=128
statistics for 192.168.1.7: L
Packets: Sent = 4. Received = 4, Lost = B (B2 lossd). fernet » Net
pproximate round trip times in milli-seconds:
Minimum = Bms,. Maximum = Bms,. Average = Bms e this connecd
sUsersvadninistrator?
Ethernetd
Unidentified r
Intel(R) 82574

CAC BOI TAC VA THUONG HIEU DAO TAO



BACHKH A HE THONG DAO TAO CNTT QUSC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Quoc Viét, Cau Gidy, Ha No§i

o Tién hanh Join may BKAP-WRK08-01 vao Domain.

(&) (=) T ﬂﬂ » Control Panel » System and Security » System AN Search Control Panel yel
Control Panel Home View basic information about your computer °
% Device Manager Windows editi
& Remote settings Windows 8.1 Pro -- .
&) System protection © 2013 Microsaft Corparation, Al rights reserved, WI n d OWS’ 8
@ Advanced system settings . -,,
Syst
Processor: Intel(R) Core(TM) i7-27600M CPU @ 2.40GHz  2.40 GHz
Installed memery (RAM): 2,00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display
Computer name, domain, and p settings
Computer name: BKAP-WRKDE-01 @Change settings
Full computer name: BKAP-WRK02-01.bkaptech.wvn
Computer description:
Domain: bkaptecham
Windows activati
Windows is not activated. Read the Microsoft Software License Terms
seedle Product ID: D0261-50000-00000-AAZ2D Activate Windows
Action Center
Windows Update

v Thuc hién cai dat cong cu Remote Server Administrator Tools trén may
BKAP-WRK08-01 dé quan tri tir xa.

Read these license terms (1 of 1)
You need to accept the license terms before installing updates.

Update for Windows (KB2693643)

MICROSOFT REMOTE SERVER ADMINISTRATION TOOLS FOR WINDOWS 8.1

PLEASE NOTE: Microsoft Corporation (or based on where you live, one of its affiliates) licenses
this supplement to you. You may use it with each validly licensed copy of Microsoft Windows
8.1 operating system software (the "software”). You may not use the supplement if you do
not have a license for the software. The license terms for the software apply to your use of
this supplement. To read the license terms, go to the software documentation. Microsoft
provides support services for the supplement as described at
www.support.microsoft.com/common/international.aspx.

Printable version

GARBUEZAC VATHUCRG s BAO TS0 E m
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Start/ Search Administrative Tools d¢é vao Remote Server

Administrator Tools
Gl = | Administrative Tools = =
Home Share View bl 0
T » Control Panel » System and Security » Administrative Tools » v & Search Administrative Tools 2
s Favorites Name : Date modified Type Size “
B Desktop .. Remote Desktop Services 12/16/201511:37 ... File folder
& Downloads ﬂi Active Directory Administrative Center /21/2013 450 PM Shortcut 2KB
5l Recent places @ Active Directory Domains and Trusts 2013 11:55PM  Shortcut 2KB
[!Cﬂ\ Active Directory Module for Windows Po...  2/21/2013 11:55 PM - Shortcut 2KB
18 This PC [ Active Directory Sites and Services 8/21/2013 11:55 PM  Shortcut 2KB
@ Active Directory Users and Computers 2013 11:535 PM Shortcut 2KB
ej Network & ADSI Edit 1/21/2013 11:55 PM  Shorteut 2 KB
éﬂ Certification Authority &/21/201311:56 PM Shortcut 2KB
Cluster-Aware Updating 2/21/2013 11:44 PM - Shorteut 2KB
[#* Component Services &/21/203 11:57 PM  Shortcut 2KB
E_' Computer Management 1/21/2013 11:54 PM - Shoerteut 2KB
[#l Defragment and Optimize Drives &/21/201311:47 PM  Shortcut 2KB
{#l3 DFS Management 8/21/2013 11:53 PM  Shortcut 2KB
@ DHCP 8/21/2013 11:45PM  Shortcut 2 KB
(@, Disk Cleanup 8/21/2013 11:57PM  Shortcut 2 KB
ﬁ, DMS 8/21/2013 11:55 PM  Shortcut 2 KB
{#t] Event Viewer &/, Shortcut 2KB
ﬁ; Failover Cluster Manager /. Shortcut 2KB
|i'|3 File Server Resource Manager 8/, Shortcut 2KB
[# Group Policy Management 8/ Shortcut 2KB
fak, iSCSI Initiator 8/21 Shortcut 2KB v
44 items Hez| =l

Tai ddy, cdc ban c6 thé quan tri Server nhw trén mdy Domain Controller.

2.3 Cai dit va cau hinh Additional Domain Controller
1. Yéu cau bai lab:

+ Cai dat va cau hinh theo mé hinh Lab 2.3, ¢6 hai may Domain Controller ciing
quan ly mot mién bkaptech.vn

2. Yéu cau chuan bi:

+ Nang cip may Server BKAP-DC12-01 thanh Domain Controller quan ly mién
bkaptech.vn ( Thuc hién theo bai lab 2.1)

+ Trén may BKAP-SRV12-01, dat dia chi IP theo qui dinh sau:

- IP Address: 192.168.1.3
- Subnet mask: 255.255.255.0
- DNS Server: 192.168.1.2

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO

Tel: (04) 3755.4010/ (04) 3755.4011



HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

BACHKH A

EDUCATION A |

3. M0 hinh lab:

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Lab 2.3 Cai dit va cdu hinh Additional Domain Controller

BACHKH /A

A 5T ~1 1
M =\

BKAP-DC12-01

IP address: 192.168.1.2

Subnet mask: 2552552550
Default gateway: 192 168.1.1
Preferred DNS server: 192.168.12
Domain: bkaptech vn

BKAP-SRV12-01

IP address: 192 16813
Subnet mask: 255.235.255.0
Default gateway: 192.168.1.1
Preferred DNS server: 192.168.12
Domain: bkaptech wn

U

BEKAP-WRK08-01
IP: 192.168.1.10724
GW: 192.168.1.1
Preferred DNS: 192.168.1.2

BKAP-WRK08-02
IP: 192.168.1.11724
GW:192.168.1.1
Preferred DNS: 192.168.1.2

b

Hinh 2.3

So' dé dia chi nhw sau:

Théng so BKAP-DC12-01 | BKAP-SRV12-01 | BKAP-WRKO08-01
IP Address 192.168.1.2 192.168.1.3 192.168.1.10
Subnet mask 255.255.255.0 | 255.255.255.0 255.255.255.0
Default gateway 192.168.1.1 192.168.1.1 192.168.1.1
Preferred DNS Server | 192.168.1.2 192.168.1.2 192.168.1.2

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com

CAC DOl TAC VA THUONG HIEU DAO TAO
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B HOéng Qu6c Viét, Cau Giﬁy, Ha Néi

Hwéng dan chi tiét:

v’ M& may a0 BKAP-DC12-01, snapshot “DC” @& quan tri mién
bkaptech.vn.

(5} BKAP-DC12-01 (7] BKAP-SRV12-01

System

A [/ » Control Panel » System and Security » System

Control Panel Home . .. .
View basic information about your computer

%) Device Manager Windows edition
f@' Remote settings

Windows Server 2012 Datacenter Evaluation

) Advanced system settings © 2012 Microsoft Corporation. All rights reserved. == WindOWS Server°2012

System
Processon Intel(R) Core(TM) 17-27600M CPU @ 2.40GHz  2.40 GHz
Installed memery (RAM): 200 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: Mo Pen or Teuch Input is available for this Display
Computer name, domain, and workgroup settings
Computer name: BKAP-DC12-01 @'Change settings
Full computer name: BKAP-DC12-01.bkaptech.vn
Computer description:

Domain: bkaptech.vn

Windows activation

Windows is activated View details in Windows Activation

seealo Product ID: 00184-40000-00001-AAT48
Action Center

Windows Update

CAC DOl TAC VA THUONG HIEU DAO TAO

Tel: (04) 3755.4010/ (04) 3755.4011




B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B HOéng Qu6c Viét, Cau Giﬁy, Ha Néi

o bia chi cia may BKAP-DC12-01:

(5} BKAP-DC12-01 (51 BKAP-5RV12-01

System

) Metwork Connections
T | E' ¢ Control Panel » MNetwork and Internet » Metwork Connections v & | Search N
roamize_mw [iesklefhon nebucd: de Diannncethic connecticg  Rename this connection  View status of this connection
" ] Ethernet0 Properties B
E_! Networking
L ; |

Internet Protocol Version 4 (TCP/IPv4) Properties _

General

1 You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: [192.168. 1 . 2 |
Subnet mask: [ 255.255.255. 0 |
. Defauit gatenay: [192.68. 1 .1 |

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: | 192 .168. 1 . 2 |

Alternate DNS server: | . . . |

[validate settings upon exit

| CK | | Cancel

CAC DOl TAC VA THUONG HIEU DAO TAO

Tel: (04) 3755.4010/ (04) 3755.4011
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B HOéng Qu6c Viét, Cau Giﬁy, Ha Néi

v’ M6 may ao BKAP-SRV12-01, snapshot “Begin”, dat cung VMnet vai
may BKAP-DC12-01.
o bia chi cia may BKAP-SRV12-01:

(5] BrAP-DC12-01 [} BKAP-SRV12-01

Network Connections

+ | E’ ¥ Control Panel » Metwork and Internet » Metwork Connections

roanize e Dicablethic achuerl e Diannoce thic connactic Rename this connection  View status of this connection  Change set
1) Ethernet Properties 2
Networking
o |

Internet Protocol Version 4 (TCP/1Pv4) Properties _

General

T You can get IP settings assigned automatically if your network supports
s this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(#) Use the following IF address:

IP address: 192.188. 1 . 3
Subnet mask: 255 ,255.255. 0
i Default gateway: 192,168, 1 . 1

Cbtain DNS server address automatically
(®) Use the following DNS server addresses:

Preferred DMS server: 192.168. 1 . 2

Alternate DNS server:

[ validate settings upon exit

|

ill: care@bachkhoa-aptec| CAC DOI TAC VA THUONG HIEU DAO TAO prec CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011

93



B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
™D U C A 5 Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

v Tat Firewall, tién hanh ping qua lai gitta 2 may BKAP-DC12-01 va may
BKAP-DC12-01 va mady BKAP-SRV12-01.
o Pung trén may BKAP-DC12-01 ping dén BKAP-SRV12-01.

(5} BKAP-DC12-01 (50 BKAP-5RV12-D1

v

Recycle Bin

Administrator: C\Windows\system32\cmd.exe

icrosoft Windows [Uersion 6.2.920081
{c>» 2012 Microsoft Corporation. All rights reserved.

ssUserssAdministrator»ping 192 .168.1.3

inging 192.168.1.3 with 32 bhytes of data:
Reply from 192.168.1.3: bytes=32 time<ims TTL=128

Reply from 192.168.1.3: bytes=32 time<ims TTL=128
Reply from 192.168.1.3: bytes=32 time<ims TTL=128
Reply from 192.168.1.3: bytes=32 time<ims TTL=128

Ping statistics for 172.168.1.3:
Packets: Sent = 4, Heceived = 4, Lost = B (Bx loss>.
pproximate round trip times in milli-seconds:

Minimum = Bmz,. Maximum = Bns,. Average = Bms

wUzerssAdministrator>

CAC BOI TAC VA THUONG HIEU DAO TAO

94



B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
. ‘ Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o bung trén mady BKAP-SRV12-01 ping sang may BKAP-DC12-01:

(511 BKAP-DC 12-01 (5} BKAP-SRV12-01

v

Recycle Bin

Administrator: CA\Windows\system32\cmd.exe

icrosoft Windows [Version 6.2.%2081
{c> 2012 Microsoft Corporation. All rights reserved.

slUserssAdninistrator>ping 192 .168_1.2

inging 192_168.1.2 with 32 bytes of data:

eply from 192_168_1.2: bytez=32 timed{imsz TTL=128
eply from 192 _168_1.2: bytes=32 time{ims TTL=128
eply from 192.168.1.2: bytes=32 timed{ims TTL=128

eply from 192.168.1.2: bytes=32 time{ims TTL=128

ing statistics for 192.168.1.2:

Packets: Sent = 4. Received = 4, Lost = 8 (Bx loss).
pproximate round trip times in milli-seconds:

Minimum = Bmz,. Maximum = Bmsz,. Average = Bms

NUserssAdninistrator?

CAC DI TAC VA THUONG HIEU DAO TAO
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

v/ Tién hanh nang cap may BKAP-SRV12-01 thanh Additional Domain
Controller.
o Trén méay BKAP-SRV12-01, tién hanh cai dit dich vu Active
Directory Domain Services.
= Vao Server Manager / chon vao Add roles and features.
= Tai cira sO Select server roles, chon vao dich vu Active
Directory Domain Services.
= Next

(551 BKAP-DC12-01 ] (5} BKAP-SRV12-01 ]

= Server Manage
Server Manager * Dashboard
I8 Dashboard WELCOME TO SERVER MANAGER
i Local Server = —
= = Add Roles and Features Wizard = o
W& All Servers

g File and Storage § DESTINATION SERVER

Select server roles BRARTer 2T

Before You Begin Select one or more roles to install on the selected server,

Installation Typs Roles Description

Server Selection

| >

. . . . Active Directory D in Servi
] Active Directory Certificate Services chive sirectory Jomain Services

S = . . _ . (AD DS) stores information about
Active Directory Domain Services| objects on the network and makes
Features [] Active Directory Federation Services this information available to users
AD DS ] Active Directory Lightweight Directory Services EI] netwm.'k I fQD bs
A . A . uses domain controllers to give
Confirmation 1 Active Directory Rights Management Services network users access to permitted

] Application Server resources anywhere on the network
] DHCP Server through a single logon process.

] DNS Server
] Fax Server

3 File And Storage Services (Installed)
O Hyper-V 1
] Network Policy and Access Services |

] Print and Document Services
[] Remote Access
[] Remote Desktop Services

< Previous | | MNext = Install

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com CAC BOI TAC VA THUONG HIEU DAO TAO Aptech % §
Tel: (04) 3755.4010/ (04) 3755.4011 =
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BACHKH A HE THONG DAO TAO CNTT QUSC TE BACHKHOA-APTECH
EENISAETW APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

= Tai cia s6 Confirm installation selections, click vao
Install dé cai dat dich vy ADDS.

EiBkap-DC12-01 X | (5} BKAP-5RV12-01 * |

Fl

Server Manac

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

i Local Server
ii All Servers
ii File and 5Storage

Confirm installation selections s

BKAP-SRV1Z-01

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [[] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

server Roles their check boxes.

Features

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD D5 and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

Website: www.bachkhoa-aptech.com . S =
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO

Tel: (04) 3755.4010/ (04) 3755.4011

97



P ) A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

BACHKH

ARSI W APTEC

= Qua trinh cai dat hoan thanh, click vao dong chir xanh
Promo this server to a domain controller dé cau hinh.

[5! BKAPDC12-01 } (5} BKAP-SRV12-01 l

= Server Manager

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

IE Dashboard

DESTINATIOM SERVER

Installation progress AP SRV 12.01

View installation progress

o Feature installation
| —
Configuration required. Installation succeeded on BKAP-SRV12-01.

Active Directory Domain Services Kad
Additional steps are required to make this machine a domain controller.
Promate this server to a domain controller
Group Policy Management
Remote Server Administration Tools
Role Administration Tools =
AD DS and AD LDS Tools
Active Directory module for Wind. Po hell
AD D5 Tools
Active Directory Administrative Center L 1 ii All
AD D5 Snap-Ins and Command-Line Tools v
® wme
You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details. Eve
Export configuration settings Ser
Per
[ <Previous | [ Next> | [ @ose || Cancel i

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO
Tel: (04) 3755.4010/ (04) 3755.4011
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= Tai ctra s6 Deployment Configuration, chon vao “Add a
domain controller to an existing domain”.

e Tai dong Specify the domain information for this
operation, nhap vao Domain: bkaptech.vn

e Tai dong Supply the credentials to ..., click vao
Change... va dién vao User va Password cua tai
khoan Administrator: User:
bkaptech.vn\administrator, password: 123456a@

e Next.

(5 BKAP-DC12-01 | (%) BKAP-SRY12-01 |

=] Server Manager

Server Manager * Dashboard

8% Dashboard WELCOME TO SERVER MANAGER

i Local Serf & [ Active Directory Domain Services Configuration Wizard == -
#ii All Server

il AD DS - . TARGET SERVER
! Deployment Configuration YT
g File and §
Deployment Configuration .
Select the deployment operation
Domain Controller Cptions . o .
B ) ® Add a domain controller to an existing domain
Additionz| Optiens ) Add a new domain to an existing forest
Paths () Add a new forest
Review Options . o . . .
Specify the domain information for this operation
Prerequisites Check
Domain: bkaptech.vn
Supply the credentials to perform this operation
BKAP-SRV12-01\administrator

f"\l—|

More about deployment configurations

Website: www.bachkhoa-aptech.com s
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO Aptech " e 7 99
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= Tai ctra s6 Domain Controller Options, nhap mat khau cua
Directory Services Restore Mode (DSRM) :123456a@
= Next.

[} BKAP-DC12-01 ] (5} BKAP-SRV12-01 ]
= Server Manager

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

Dashboard

i Local Serf [ Active Directory Domain Services Configuration Wizard = | = -
lF All Server

il AD DS : - TARGET SERVER

- Domain Controller Options Yo
WE File and 9

Deployment Configuration

Specify domain controller capabilities and site information
Domain Controller Options .
Domain Name System (DN5) server

DS Cprions Global Catalog (GC)
Additional Options [] Read only domain controller (RODC)
Paths Site name: [ Default-First-Site-Name [+]
Review Options

. Type the Directory Services Restore Mode (DSRM) password
Prerequisites Chack
Password: ssssssss

Confirm password: ssssneed

r'_\l-||

More about domain controller options

| < Previous | | Next > | Install

! || ||
= Tiép tuc click vao Next tai cac ctra SODNS Options, cira 6
Additional Options, ctra s6 Paths, va ctra so Review Options.

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= Tai ctra s6 Prerequisites Check, click vao Install ¢¢ may bit
dau nang cap 1én Additional Domain Controller.

(51 BKAPDC12-01 | (5 BRAP-SRV12-01 |
= Server Manager

Server Manager * Dashboard

Dashboard WELCOME TO SERVER MANAGER

il Localsen EEL Active Directory Domain Services Configuration Wizard = | =
i All Servey
& AD DS L TARGET SERVER
- Prerequisites Check BKAP-SRV12-01
g File and §

| & All prerequisite checks passed successfully. Click ‘Install' to begin installation. Show more x

Deployment Configuration . . . . S )
Prer tes need to be validated before Active Directory Domain Services is installed on this

Domain Controller Cptions computer

DS Options Rerun prerequisites check
Additional Options
Paths A View results

1. Windows Server 2012 domain controllers have a default for the security setting named |
"Allow cryptography algorithms compatible with Windows NT 4.0° that prevents weaker
cryptography algerithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (httpy/f
ge.microsoft.com/fwlink/7Linkld=104751).

! Adelegation for this DMS server cannot be created because the autheritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating

-
with an existing DNS infrastructure, you should manually create a delegation to this 1 ll
DNS server in the parent zone to ensure reliable name resolution from outside the e —
domain “bkaptechwn”, Otherwise, no action is required. W @

1, If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
=D oI, Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NOi

o Sau khi nang cip xong, may chi BKAP-SRV12-01 bat dau restart
lai, nhan t6 hop phim “Ctrl+Alt+Insert” dé logon vao may

(51 BKAP-DC12-01 (51 BKAP-SRV12-01

Press Ctrl-+Alt+Delete to sign in.
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Kiém tra dong bo tai khoan gita may BKAP-DC12-01 va may
BKAP-SRV12-01.
= Vao Server Manager / Tools / vao dich vu Active Directory
User and Computer.

(51 BRAP-DC12-01 | (5} BKAP-SRV12-01 |
& Server Manager

Server Manager * Dashboard

m E Active Directory Users and Computers [= [o ]

File Action View Help

Ly LI ERER EEEN EEY Y R
!E alien ] Active Directery Users and Com|| Mame Type Description -
Igl AD DS b [ Saved Queries ,5 Administrator  User Built-in account for ad...
ﬁ% DNS 4 53 lt!(aptech.vn %Allowed RO.. Security Group... Members in this group c..
ii - 3 J Builtin H2, Cert Publish... Security Group.. Members of this group ...
b ] Computers $2, Cloneable D... Security Group... Members of this group t...

I 2 Domain Controllers & cuongnt User

4 J FareignSecurityPrincipal F&Denied ROD... Security Group... Members in this group c...

4= ':'.ANQI %Dn;ﬁ\dmms Security Group... DNS Administrators Gro...

E E Earketmg 52, DnsUpdateP... Security Group.. DNS clients who are per...

b 5 Sale 2, Domain Ad... Security Group... Designated administrato..,

» ] Managed Service Accour 2, Domain Co..  Security Group... All workstations and ser...

P&Domain Con... Security Group...  All domain controllers i...
F&Domain Gue... Security Group...  All domain guests

%Domaln Users  Security Group...  All domain users
$2, Enterprise A...  Security Group.. Designated administrato...
2, Enterprise R...  Security Group.. Members of this group ...

P&Group Polic... Security Group... Mermbers in this group c..

!_. Guest User Built-in account for gue... N

ptorage -
,5 hungng User — 1 § Log
3) nghialv User

E)quanch User ility @ Mar
< m > ||| 84, RAS and IAS ... Security Group... Servers in this group can... w z
el
2 IEE
Performance Performance Performance Peri
BPA results BPA results BPA results BRA
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B ACHKH e A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
\ P » ‘ Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Tao thém maot s6 User va OU trén may BKAP-SRV12-01.

(51 BrAP-DC12-01 l (5} BKAP-SRV12-01 l

= Server Manager

Server Manager * Dashboard

m E Active Directory Users and Computers
File Action View Help
ey C I EEREEE T EEY 2L
BE All Serv =
] Active Directory Users and Computers ||| Mame Type Description ~
AD Ds I (7] Saved Queries 82 Cloneable D...  Security Group... Members of this group t...
& DNS 4 5 b!(aptech.vn 2 cuongnt User L
i File and [ :l Builtin 82, Denied ROD... Security Group... Members in this group c...
3 3 Computers 82, DnsAdmins  Security Group... DNS Administrators Gro...
4 E Damain Controllers Eg, DnsUpdateP.. Security Group... DNS clients who are per...
4 j ForeignSecurityPrincipals %Domain Ad... Security Group... Designated administrato...
4B H.ANGI %Domain Co..  Security Group... All workstations and ser...
b % ;arketing %Domain Con... Security Group...  All domain controllers i...
B Sale %Domain Gue.. Security Group...  All domain guests =
5] KETOAN %Domain Users  Security Group...  All domain users
(&1 HCNS % Enterprise A... Security Group... Designated administrato...
[Z] KITHUAT ﬂ@, Enterprise R...  Security Group... Members of this group ...
[E1 CHUYENMONMANG 2 Group Polic... Security Group... Members in this group c...
2] LAPTRINH 3_; Guest User Built-in account for gue...
b || Managed Service Accounts 3_) hungng User
| Users E; nghiahv User ||
2 quanch User N _
B RAS and IAS ... Security Group... Servers in this group can... btorage 1 i
2, Read-only D... Security Group... Members of this group ... —
2 Schemna Ad...  Security Group... Designated administrato... ility @
< m > ||| #, WinRMRem... Security Group... Members of this group ... v
Performance Performance Performance
DDA comlan DA cocelan DDA coclan
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dja chi: Toa nha HTC, 236B Hoéng QU6C Viét, Cau Glﬁy, Ha Nél

o Chuyén sang may BKAP-DC12-01, kiém tra dong bo tir may
BKAP-SRV12-01.

(5 BKAP-DC12-01 ] (5} BKAP-5RV12-01 ]

=] Server Manager

Server Manager » Dashboard

w ] Active Directory Users and Computers == -
- File Action View Help
B Local 54 P p— = ~ Y ,
: e zE 8 XEGR BE 2 aETah
!: ez ] Active Directory Users and Computers [BKAP-| Name Type Description ~
Isl ADDs | Saved Queries J%Denied ROD... Security Group... Members in this group c...
2 DNS # bl.(aptech‘vn 2 dienng User
= b (] Builtin B2, DnsAdmins  Security Group... DNS Administrators Gro...
& File and 3 J Computers %Dn;UpdateP... Security Group... DNS clients who are per...
4 :u Domain Controllers %Domain Ad..  Security Group.. Designated administrato..,
4 J ForeignSecurityPrincipals %Domain Co..  Security Group..  All workstations and ser...
4= I—\‘ANOI %Domain Con.. Security Group.. Al domain controllers i
i :j EE&:ENMONMANG H‘E)Dumain Gue.. Security Group.. All domain guests
» BT H‘E)Dumain Users Security Group.. Al domain users
» &1 KETOAN S)dungbt User N
» 57 KITHUAT S) duynh User =
b 5] LAPTRINH 82, Enterprise A.. Security Group... Designated administrato...
b (2] Marketing 2, Enterprise R...  Security Group.. Members of this group ...
p 2] Sale 2, Group Polic...  Security Group.. Members in this group c...
b [ Managed Service Accounts 3_. Guest User Built-in account for gue..,
| Users 2 hoangvh User
\5 hungng User B
E)huynq User 1 i Lc
\5 nghialv User L
S)quanch User @ M
< m » ||| 8, RAS and 145 ... Security Group... Servers in this group can... ~ By
Se
Performance ‘ ‘ Performance ‘ ‘ Performance Pe

2.4 Cai dat va cau hinh Child Domain.
1. Yéu cau bai lab:

+ Cai d3t va cau hinh theo md hinh lab 2.4 sao cho:

v’ Server BKAP-DC12-01 quan Iy mién bkaptech.vn
v" Server BKAP-SRV12-01 quan ly Child Domain: hcm.bkaptech.vn

2. Yéu cau chuan bi:

+ Cau hinh may BKAP-DC12-01 nang cap Ién Domain Controller quan ly mién
bkaptech.vn ( xem lai bai lab 2.1)

+ Trén may Server BKAP-SRV12-01 dat dia chi IP theo qui dinh sau:

v IP address: 192.168.1.3
v" Subnet mask: 255.255.255.0
v PreferredDNS Server:192.168.1.3
v Alternate DNS: 192.168.1.2

Tel: (04) 3755.4010/ (04) 3755.4011




BACHKH A

EDUCATION

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

3. M0 hinh lab:

HE THONG PAO TAO CNTT QUOC TE BACHKHOA - APTECH B ACHKH A
Lab 2.4 Cai ddt va cdu hinh Child Domain

BEKAP-WRKO08-01

IP address: 192.168.1.10
Default gateway: 192.168.1.1
Preferred DNS: 192.168.1.3

Join Domain: hem bkaptech-vn

So dé dia chi nhw sau:

BEKAP-SRV12-01
IP address: 192.168.1.3

Subnet Mask: 255.255.255.0
Default gateway: 192.168.1.1

BKAP-DC12-01

IP address: 192.168.1.2

Subnet Mask: 255.255.255.0
Default gateway: 192.168.1.1
Preferred DNS Server: 192.168.1.2
Domain: bkaptech.vn

Preferred DNS Server: 192.168.1.3
Alternate DNS Server: 192.168.1.2

Domain: hem.bkaptech.vn

Thong s6 BKAP-DC12-01 | BKAP-SRV12-01 | BKAP-WRK08-01
IP address 192.168.1.2 192.168.1.3 192.168.1.10
Default gateway 192.168.1.1 192.168.1.1 192.168.1.1
Subnet Mask 255.255.255.0 255.255.255.0 255.255.255.0
Preferred DNS Server | 192.168.1.2 192.168.1.3 192.168.1.3
Alternate DNS Server 192.168.1.2

Website: www.bachkhoa-aptech.com
[Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

Hwéng dan chi tiét:

v’ M& may a0 BKAP-DC12-01, snapshot “DC” @& quan tri mién
bkaptech.vn

(5 BRAP-DC12-01 (51 BKAP-SRV12-01

i System

4 |18 » Control Panel » Systern and Security » System

Control Panel Home . .. .
View basic information about your computer

I@ Device Manager Windows editien
) Remote settings Windows Server 2012 Datacenter Evaluation
r@ Advanced system settings © 2012 Microsoft Corporation. All rights reserved.
System
Processor: Intel(R) Core(TM) i7-27600M CPU @ 2.40GHz 2.40 GHz
Installed memory (RAM): 2,00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, demain, and workgroup settings
Computer name: BKAP-DC12-01
Full computer name: BKAP-DC12-01.bkaptech.vn
Computer description:

Domain: blkaptech.vn

Windows activation

Windows is activated View details in Windows Activation

Product ID: 00184-40000-00001-AA148
See also

Action Center
Windows Update

Website: www.bachkhoa-aptech.com
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o bia chi cia may BKAP-DC12-01:

(5 BKAP-DC12-01 (5] BKAP-SRV12-01

Hu Metwork and Sharing Center
g MNetwork Connections

T ‘E* » Control Panel » Metwork and Internet » Metwork Connections »

Internet Protocol Version 4 (TCP/IPv4) PI'ODEI’IjES _ename this connection  View status of this conr

General

You can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your netwark administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: | 192.168. 1 . 2 |
Subnet mask: | 255.255.255. 0 |
Default gateway: |192.168. 1 . 1 |

Obtain DMS server address automatically

(#) Use the following DNS server addresses:

Preferred DMS server: | 192 .168. 1 . 2 |

Alternate DNS server: | . . . |

[validate settings upon exit

| 0K | | Cancel |

| L | | T dITCET |

Website: www.bachkhoa-aptech.com
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

v M& may 40 BKAP-SRV12-01, snapshot “Begin” thuc hién cau hinh Child
Domain.
o bia chi cia may BKAP-SRV12-01:

(531 BKAP-DC12-01 | (5} BKAP-SRV12-01 ‘

]

Server Manager * Dashboard

RNAGER

g

] Ethernet0 Properties

Metworking

Connect using:
¥ Intel{R) 82574

|
Internet Protocol Version 4 (TCP/IPv4) Properties |L-

General ntrol Panel » Network and Internet » MNetwork (

‘You can get IP settings assigned automatically if your network supparts
this capability, Otherwise, you need to ask your network administrator
% Client for M for the appropriate IP settings.

4=l 005 Packd

This connection use: etwork device  Diagnose this connection  Rer

— ; . ork
g File and Pri l\:,l Obtain an IP address automatically abit Network C...
[ & Microsoft M (@) Use the following IP address:
<2 Link-Layer
o Link IP address: 192.188. 1 . 3

i Jntemet Prol Subnet mask: 255 .255.255. 0

i Intemet Pro

Default gateway: 192 .168., 1 . 1
Install...
Description Obtain DNS server address automatically
Transmission Cor (#) Use the following DNS server addresses:
wide area networl
across diverse int Preferred DNS server: 192,168 . 1 .

Alternate DNS server: 192 . 188 . 1 .

[validate settings upon exit

| oK || Cancel |

BPA results
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B ACHKH e A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
\ P » ‘ Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Cai dat dich vu Active Directory Domain Services:
= Server Manager / Add roles and features

[ BKAP-DC12-01 ] (5} BKAP-SRV12-01 w

= Server Manager

Server Manager * Dashboard

128 Dashboard WELCOME TO SERVER MANAGER

B Local Server

BE All Servers

ﬂ Configure this local server

ii File and Storage Services P

| QUICK START

MJ

Add roles and features

(8%

Add other servers to manage

WHAT'S NEW
4 Create a server group

LEARN MORE

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups: 1 | Servers total: 1
File and Storage - -
iy . 1 Local Server 1 § All Servers 1
- Services i Ni
@ Manageability @ Manageability @ Manageability
Events Events Events
Performance Services Services
BPA results Performance Performance
BPA results BPA results
12/1/2015 9:25 PM 12/1/2015 9:25 PM
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BACHKH A

ARSI W APTECH

HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= Tai cira s6 Select server roles, click chon vao Active
Directory Domain Services d¢ cai dat dich vu.
= Next.

[E‘,“ BKAP-DC12-01 l (5 BKAP-SRV12-01 I
=

Server Manager * Dashboard

Server Manager

ashboard

B Local Server
BE All Servers

ii File and Storage 54

WELCOME TO SERVER MANAGER

Select server roles

Befors You Begin
Installation Type

Server Selection

Features
AD DS

Confirmation

Select one or more roles to install on the selected server.

Roles

[ Active Directory Certificate Services
Active Directory Domain Services
[] Active Directory Federation Services
[ Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Application Server
[] DHCP Server
[] DNS Server
[] Fax Server
I [M] File And Storage Services (Installed)
[ Hyper-v
[] Network Policy and Access Services
[] Print and Document Services
[ Remote Access
[[] Remote Desktop Services

DESTIMATION SERVER
BICAP-SRW12-01

Description

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators. AD DS
uses domain controllers to give
network users access to permitted
resources anywhere on the network
through a single logon process.

| | Cancel

Website: www.bachkhoa-aptech.com
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B ACHKH e A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
\ P » ‘ Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= Tai ctra s6 Confirm installation selections, click vao
Install dé cai dat dich vu ADDS.

(5} BKAP-DC12-01 | (5} BKAP-SRV12-01 ‘

[ Server Manager

Server Manager *» Dashboard

W WELCOME TO SERVER MANAGER

i = Add Roles and Features Wizard | = [= [
i A
- . . . . DESTINATION SERVER
ig r{| Confirm installation selections BCAPLRVIZ.01
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [[] Restart the destination server automatically if required
Server Selection Optional features (such as administration tocls) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features

AD DS Active Directory Domain Services

Remote Server Administration Tools

Rele Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

nce
Next » Install || Cancel

Website: www.bachkhoa-aptech.com
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Sau khi may chu BKAP-SRV12-01 cai dat xong dich vu ADDS,
ckick vao dong chit xanh “Promo this server to a domain
controller” dé ciu hinh Child Domain.

[} BKAP-DC12-01 l (5} BKAP-SRV12-01 l

= Server Manager

Server Manager * Dashboard

W WELCOME TO SERVER MANAGER
i Add Roles and Features Wizard [= [ 5]

DESTINATION SERVER

Installation progress 8AP SAV12.01

L
sy s =R N el

View installation progress

o Feature installation
|
Configuration required. Installation succeeded on BKAP-5RV12-01.

|>

Active Directory Domain Services
Additional steps are required to make this machine a domain controller,

Promote this server to a domain controller

Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell

AD DS Tools —
Active Directory Administrative Center || M
. rver 1 [ ]

AD DS Snap-Ins and Command-Line Tools W
bility G

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

nce
< Previous Next > Cancel
I I
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Giady, Ha Noi

o Tai cwa s6 Deployment Configuration, dong Select the
deployment operation, chon “Add a new domain to an existing
forest” ( cau hinh Child Domain )

= Tai dong Specify the domain information... nhap vao:
e Parent domain name : bkaptech.vn
e New domain name : hcm
= Tai dong Supply the credentials to perform this operation,
nhap User va Password cua tai khoan administrator.
e Nhap vao : bkaptech.vn\administrator |,
password:123456a@
= Next.

(5} BKAP-DC12-01 I 5} BKAP-SRV12-01 l
[ Server Manager

Server Manager * Dashboard

w [ Active Directory Domain Services Configuration Wizard == -
iy=
. - . TARGET SERVER
i A Deployment Configuration e
Ba Ing
EF Deployment Configuration .
= Select the deployment operation
Domain Centreller Cptions . i o .
~ _ () Add a domain controller to an existing domain
PR EAEE ®) Add a new domain to an existing forest
Additional Cptions O Add a new forest
Paths
Specify the domain information for this operation
Review Cptions .
o Select domain type: Child Domain [-]
Prarequisites Chack
Parent domain name: bkaptech.vn
New domain name: hcm
Supply the credentials to perform this operation
bkaptech.vn\administrator
-
1 |
@
More about deployment configurations
Jits

Website: www.bachkhoa-aptech.com s =
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO Aptech 4 i CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Tai ctra s6 Domain Controller Options:
= Dong Domain functional level: Windows Server 2008 R2
( chon HPH phui hop véi hé théng mang )
= Nhap mat khau cia DSRM: 123456a@

[} BKAP-DC12-01 ] 5} BKAP-SRV12-01 ]

=] Server Manager

Server Manager * Dashboard

W WELCOME TO SERVER MANAGER

iy= Add Roles and Features Wizard == x|

!: AT Active Directory Domain Services Configuration Wizard SEIEN

& A

W r : : TARGET SERVER
Domain Controller Options BKAP_SRV12-01

Deployment Configuration

Select functional level of the new domain
Domain Controller Options

Domain functional level: Windows Server 2008 R2 | = ‘
DMNS Options
Additional Cpticns Specify domain controller capabilities and site information
Paths Domain Name System (DNS) server
Review Options Global Catalog (GC)
Prerequisites Check Read only domain controller (RODC)

Site name: Default-First-Site-Name [~]

Type the Directory Services Restore Mode (DSRM) password

Passwaord: sessssns -
rver 1 [
Confirm password: sssssnne
bility ®
More about domain controller options e
Its
| [ 1 |

o Click vao Next tai cac cura s6 DNS options, cira s6 Additional
Options , ctra so Paths , va ctra so Review Options.

Website: www.bachkhoa-aptech.com
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Tai ctra s6 Prerequisites Check, click vao Install ¢&& may tién hanh
nang cap 1én Child Domain.

(5} BKAP-DC12-01 | (5} BKAP-SRV12-01 |

= Server Manager

Server Manager * Dashboard

W WELCOME TO SERVER MANAGER
2 [=la] x|

i = Add Roles and Features Wizard
?—: : = Active Directory Domain Services Configuration Wizard =N HE1
§
5 F . TARGET SERVER
Installation BKAP-SRV12-01
Progress

Checking forest upgrade status
~ View detailed operation results

1, Windows Server 2012 domain controllers have a default for the security setting named
"Allow cryptography algorithms compatible with Windows NT 4.0" that prevents weaker
cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/ZLinkld=104751).

Installation

-
rver 1 Bi
bility G
More about installation options DES
Its
< Previous Mext > Install Cancel
[ [
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Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO . 116
Tel: (04) 3755.4010/ (04) 3755.4011




B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Sau khi nang cap xong, may chu bit dau tién hanh restart lai.

Please wait

==_Wind0ws Server2012
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B ACHKH : A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH

EDUCATION

Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Logon may chu bang tai khoan Administrator va password
123456a@, kiém tra may chu da nang cap 1én child domain c6 tén
mién 1a hem.bkaptech.vn.

(5} BKAP-DC12-01 | (51 BKAP-SRV12-01 |

Server Manager * Dashboard

System HE

I 1 |u;, v Control Panel » System and Security » System W C;| | Search Control Panel e |

Control Panel Home

'@' Device Manager
'@' Remaote settings

'@' Advanced system settings

See also
Action Center
Windows Update

View basic information about your computer

Windows edition

Windows Server 2012 Datacenter Evaluation

@ 2012 Microsoft Corporation. All rights reserved. ==WW| nd OWS Server°201 2

System
Processor: Intel(R) Core(TM) i7-27600M CPU @ 2.40GHz 2.40 GHz
Installed memory (RAM): 2,00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and werkgroup settings

Computer name: BKAP-5RV12-01 '@'Change settings
Full computer name: BKAP-5RV12-01.hem.bkaptech.vn
Computer description:

Domain: hem.bkaptechvn

Windows activation
Windows is activated  View details in Windows Activation

Product ID: 00124-40000-00001-A4742

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com
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B ACHKH d A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH Pia chi: Téa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi

o Thuc hién Join may Client vao Domain hcm.bkaptech.vn:

= Pit dia chi may Client BKAP-WRKO08-01 dat dia chi IP theo
hinh sau:

EhekapDC12-01 x| (BKAP-SRVI2-D1 ¥ | [%} BKAP-WRK08-01

I Network Connections

1

ctions

Internet Protocol Version 4 (TCP/IPv4) Properties “

name this connection View status of this
w General

— ‘fou can get IP settings assigned automatically if your network supports
Me this capability, Otherwise, you need to ask your network administrataor
for the appropriate IP settings. bwork C...

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: | 192.168. 1 . 10 |
Subnet mask: | 255.255.255. 0 |
Default gateway: | 192.168. 1 . 1 |

() Obtain DMS server address automatically
(@) Use the following DNS server addresses:

Preferred DMS server: | 192 .168 . 1 . 3 |

Alternate DNS server: | 192.168. 1 . 2 |

[validate settings upon exit

Website: www.bachkhoa-aptech.com
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B ACHKH d A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH Pia chi: Téa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi

= Tién hanh Join may Client vao Domain hcm.bkaptech.vn:

[y BKAP-DC1201 ¥ || [F1BKAP-SRVIZ-O1 ¥ | (5 BKAP-WRKOS-01 X

System Properties

L] ) System
Computer Name/Domain Changes \ate
You can change the name and the membership of this ymputer
computer. Changes might affect access to network resources.
:l ‘our ::c:-mputer

[ Computer name: n's

1| BKAP-WRKDED1 |

[} Full computer name: - “

Computer Name/Domain Changes
i BKAP-WRKDE-01 P ng
o Welcome to the hem.bkaptech.vn domain.
Member of GHz
(®) Domain:
|hm.bkap1ech.vn
() Workgroup:
WORKGROUP
p settings
‘RKDS-01
| oK || Canca |
‘RKD8-01
| ok || Ccamcel | Aeoh hOUP
Windows activation
Windows is not activated. Read the Microsoft Software License Terms
See also

Product ID: 00261-50000-00000-AA983
Action Center

Windows Update

Website: www.bachkhoa-aptech.com > F < = X
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO Microsoft CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011
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B ACHKH d A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH Pia chi: Téa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi

= May Client BKAP-WRK08-01 tién hanh restart lai, logon
bang tai khoan Administrator dé kiém tra.

(U BKAP-DCI201 | [FBKAPSRVIZ01 % | (5 BKAP-WRK08-01 *

System

4 8 » Control Panel » System and Security » System v & Search Control Panel 2

Control Panel Home . .. .
View basic information about your computer

@ Device Manager Windows edition
) Remote settings Windows 2.1 Pro

@ Systern protection © 2013 Microsoft Corporation. All rights reserved. == WI n d OWS 5 8

@ Advanced system settings

System
Processor: Intel(R) Core(TM) i7-27600M CPU @ 2.40GHz 2.40 GHz
Installed memory (RAM): 2,00 GB nts
System type: 64-bit Operating System, x64-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name: BKAP-WRK02-01 |@Change settings

Full computer name: BKAP-WRKO8-01.hem.bkaptech.vn

Computer description: e (D)
Domain: hcm.bkaptech.vn

Windows activation

Windows is not activated. Read the Microsoft Software License Terms
seeclo Product ID: DD261-50000-00000-AA3E9 Activate Windows
Action Center

Windows Update

Website: www.bachkhoa-aptech.com > F < = X
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO Microsoft CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011
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BA

H A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
W Dia chi: Toa nha HTC, 236B Hoang Quadc Viét, Cau Gidy, Ha Noi

EDUCATION

Bai 3:
CAU HINH CAC POI TUQNG TREN ACTIVE DIRECTORY.

C4c ndi dung chinh sé dwoc dé cap:

v" Tao va cu hinh tai khoan trén Domain Controller.
v' Tao OU , Group , User va c4u hinh uy quyén quan tri OU.

3.1 Tao va cau hinh tai khoan trén Domain Controller.
1. Yéu cau bai lab: Tao tai khoan nguoi ding va tai khoan nhom trén mién
bkaptech.vn:

+ Nhém giang vién: Vi Van Cuong, Nguyén Qudc Hung, Chu Hong Quan
+ Nhom giam doc: Nguyén Hoai Duy

- Thiét 1ap thudc tinh cho cac dbi trong nguoi dung va nhém nhu sau:

o Tat ca céac tai khoan nguoi dung trén la thanh vién cia nhom
Backup Operators.

o Tai khoan nguoi dung duynh va cuongw phai thay doi mat khau
(password) khi dang nhap vao hé théng lan dau tién.

o Ngudi ding quanch khéng dugc phép doi mat khau tir may tram.

o Tam khoa tai khoan hungng vi ngudoi dung ban viéc bén ngoai

o Nhan vién nhom giang vién dugc phép dang nhap vao mang tur 7h
sang dén 9h t6i hang ngay, tir thir 2 dén thir 7.

o Ngudi ding quanch hét han 1am viéc vao ngay 10/10/2015

2. Yéu cau chuan bij:

+ Trén may Server BKAP-DC12-01 da nang cap 1én Domain Controller:
bkaptech.vn (xem lai bai lab 2.1)

+ May tram BKAP-WRKO08-01 d join vao mién bkaptech.vn




BACHKH A

EDUCATION \P |

3. M0 hinh Lab:

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH

Lab 3.1: Tao va cdu hinh tai khodn trén Domain Controller

BKAP-DC12-01

Password administrator: 123456a@
IP address: 192.168.1.2

Subnet mask: 2552552550
Default gateway: 192 168.1.1
Preferred DNS server: 192.168.1.2

HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

BACHKH A

ECXTYSITTWAPTECH

member

Cioup user
GG_5_GD duyuh

i member
1_‘, 7

&0\1}) user
GG 5 GV Inmeng , cuongi,

- quanch

BKAP-WRK08-01

IP: 192.168.1.10/24
GW: 192.168.1.1
Preferred DNS: 192.168.1.2

=

aaé.n;,

BKAP-WRK08-02

IP: 192.168.1.11/24
GV 192.168.1.1
Preferred DNS: 192.168.1.2

Hinh 3.1
So' dé dia chi nhw sau:
Théng sb BKAP-DC12-01 | BKAP-WRK08-01
IP address 192.168.1.2 192.168.1.10
Subnet Mask 255.255.255.0 255.255.255.0
Default gateway 192.168.1.1 192.168.1.1
Preferred DNS Server |192.168.1.2 192.168.1.2

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011

CAC DOl TAC VA THUONG HIEU DAO TAO



B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B W APTECH Pia chi: Toa nha HTC, 236B HOi‘Ing Qu6c Viét, Cau Giéy, Ha Néi

Hwéng dan chi tiét:

v" Thuc hién trén mady BKAP-DC12-01, tao nhom va tai khoan ngudi dung.
o Mo may ao BKAP-DC12-01, snapshot “DC” d& quan ly mién
bkaptech.vn.

(5 BKAP-DC12-01 % || [5]1BKAP-WRKOS-01

1 [1® » Control Panel » System and Security » System

Control Panel Home . .. .
View basic information about your computer

@ Device Manager Windews edition
@ Remote settings Windows 3erver 2012 Datacenter Evaluation
) Advanced system settings © 2012 Microsoft Corporation. All rights reserved.
System
Processor: Intel(R) Core(TM) i7-27600M CPU @ 2.40GHz 2.40 GHz
Installed memeory (RAM): 2,00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: BKAR-DC12-01
Full computer name: BKAP-DC12-01.bkaptech.vn
Computer description:

Domain: bkaptech.wn

Windows activation

Windows is activated View details in Windows Activation
seeako Product ID: 00184-40000-00001-AA148
Action Center

Windows Update

Website: www.bachkhoa-aptech.com % 5 % = <
Email: care@bachkhoa-aptech.com CAC BOI TAC VA THUONG HIEUDAO TAO Il Aprechs: s [ WV /76 0000 & CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
, Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Vao dich vu Active Directory User and Computer dé tao OU,
Group, User.
= Vao Server Manager / Tools / Active Directory User and
Computer.

(5 BKAP-DC12-01 ] (51 BKAP-WRKDS-01 ]
= Server Manager

Server Manager * Dashboard

E E Active Directory Users and Computers |;|i-

- File Action View Help

1 - — §

5 o fE F8 XBE HE 2aETEa%

||

- ] Active Directory Users and Com || Name Type Description

Wy 19 Saved Queries 2 Administrator User Built-in account for ad...

ﬁou 4 3 bkaptechwn %Allowed RO.. Security Group... Members in this group c...

ii 4 J Builtin B2, Cert Publish... Security Group.. Members of this group ...
L Computers 82, Cloneable D... Security Group... Members of this group t.
b (Bl Domain Controllers 52, Denied ROD... Security Group.. Members in this group c...

b J ForeignSecurit._','Principals B2, DnsAdmins  Security Group... DNS Administrators Gro...
b [l Managed Service Accour &‘_,Dn;UpdateP‘.‘ Security Group... DNS clients who are per...
82, Domain Ad... Security Group.. Designated administrato...
%Domam Co... Security Group... All workstations and ser...
52, Domain Con... Security Group.. All domain controllers i...
52, Domain Gue... Security Group... All domain guests
%Domam Users Security Greup...  All domain users

52, Enterprise A... Security Group.. Designated administrato...
%Enterpnse R.. Security Group... Members of this group ...
B2, Group Polic...  Security Group.. Members in this group c...
3_. Guest User Built-in account for gue...

%RASandIAS... Security Group...  Servers in this greup can.. le and Storage -

52, Read-only D... Security Group... Members of this group ... e rvices 1 i Loc
%Schema Ad... Security Group.. Designated administrato...

52, WinRMRem... Security Group.. Members of this group ... anageability @ Man
< u > pents Ever
prvices Serv
Performance Performance Performance Perfi
BPA results BPA results BPA results BPA

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO

Tel: (04) 3755.4010/ (04) 3755.4011
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Tién hanh tao cac di twong group:
» Tai Users, chuot phai chon New / Group.
= Hoic Click vao biéu nirong tao Group trén thanh cong cu.

= Server Manager

Server Manager * Dashboard

L] Active Directory Users and Computers =] = -
File Action View Help
- = ~ A e
e rE FB|XEGR BHE 2aET7E%
] Active Directory Users and Com|| Name Type Description
I [ Saved Queries E; Administrator User Built-in account for ad...
4 3 bkaptechvn B2 Allowed RODC Password Replic... Security Group...  Members in this group c...
3 J Builtin B2, Cert Publishers Security Group... Members of this group ...
4 J Cump.uter; % Cloneable Domain Controllers Security Group... Members of this group t...
b ﬂ DDI’T‘!EIH Cont.rolle.rs . %Denied RODC Password Replica... Security Group... Members in this group c...
b J ;Trelgnf;e;untypr:apale 2 DnsAdmins Security Group... DNS Administrators Gro...
b ﬁmge ervice Accour 82 DnsUndateProxy Security Group... DNS clients who are per...
L_ 32 Delegate Control... dmins Security Group... Designated administrato...
Find... omputers Security Group...  All workstations and ser...
| New 3 T roup.. All domafn controllers i.
roup... All domain guests
All Tasks 4 Contact .
oup... All domain users
View 3 Group roup... Designated administrato...
, Refresh InetQrgPerson roup... Members of this group ...
ing- roup... Membersin this group ..
Eparie mslmaging-P5Ps P - group
MSMQ Queue Alias Built-in account for gue...
Properties . roup.. Servers in this group can... . [
Printer P dredp File and Storage )
Help - roup... Members of this group ... ) 1 1
el roup... Designated administrato... Services —]
B WinRMR Shared Folder roup... Members of this group ... Manageability G
< m >
Events
Create a new ohject...
Services
Performance Performance ‘ ‘ Performance
1%
Hoac
=] Server Manager

Server Manager * Dashboard

E Active Directory Users and Computers |;|i-

File Action View Help
e 2@ F8|XEd=HmE 1

] Active Directory Users and Com|| Name

HTE®R

_ | Create a new group in the current container.
b | Saved Queries 2, Administrator User Built-in account for ad...
4 3 bkaptechan %A\Iowed RODC Password Replic... Security Group... Members in this group c...
b [ Buittin H2, Cert Publishers Security Group... Members of this group ...
b [ Computers B Claneahle Namain Controllers Secorite Grann Members of thic arnnn t

Website: www.bachkhoa-aptech.com H
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO 126
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BACHKH A

EDUCATION

= Tai cira s6 New object — Group, nhap vao tén Group.

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

e Group scope : Global
e Group Type : Security
= OK.

Server Manager * Dashboard

- “'_I A rtinsn Diiroetome | leore ““’ﬁputers
I New Object - Group
i ] % Createin:  bkaptech.vn/Users
i
& Group name: roup..
- | GG_5_Gv| | roup...
roup...
Group name (pre-Windows 2000): roup...
| GG_5_GY | roup...
roup..
Group scope Group type roup...
) Domain local ®) Security roup...
(®) Global () Distribution roup...
) Universal roup...
roup..
roup..
oK | | Cancel | :Z:E
52 RAS and IAS Servers Security Group...
5.3, Read-cnly Domain Contrellers Security Group...
52 Schema Admins Security Group...
%WinRMRemoteWMIUsers_ Security Group...
< m »

Description
Built-in account for ad...

Members in this group c...

Members of this group ...

Members of this group t...
Members in this group c...
DNS Administrators Gro...

DMS clients who are per...

Designated administrato...

All workstations and ser...

All dermain controllers i...
All domain guests
All dermain users

Designated administrato...

Members of this group ..

Members in this group c...
Built-in account for gue...
Servers in this group can...

Members of this group ..

Designated administrato...

Members of this group ...

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011

CAC DOl TAC VA THUONG HIEU DAO TAO
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HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

BACHKH A

EEXEYSIETW APTECH

o Tién hanh tao tai khoan nguoi ding (User ) :
= Tai Users, click chudt phai chon New / User
= Hoic click vao biéu firong tao User trén thanh cong cu.
= OK.

File Action View Help
e nE F0/XEBez HE 3eETah

| Active Directory Users and Com|| Name Type
B[] Saved Queries & Administrator User
4 [ bkaptechan 52 Allowed RODC Password Replic...
b [ Builtin 82, Cert Publishers
b ] Computers 52, Cloneable Domain Controllers

b (&1 Domain Controllers %Denied RODC Password Replica...
b [ -] ForeignSecurityPrincipals %Dnsﬁkdmins

[ g f‘\u."lanaged Service Accour %DnsUpdateProxy
Delegate Control... 1 Admins

Find... n Computers

Description

Built-in account for ad...
Security Group... Members in this group c...
Security Group... Members of this group ..
Security Group... Members of this group t...
Security Group... Members in this group c...
DMS Administrators Gro..

DNS clients who are per...

Security Group...

Security Group...

Security Group... Designated administrato...

Security Group... Al workstations and ser...

All domain controllers i...

el Fmmesitr GrOUp..
Mew Computer

All Tasks

Group... All domain guests
Contact Group...

All domain users

Wiew Group Group... Designated administrato...

InetOrgPersen Group... Members of this group ...

Refresh
Export List...

mslmaging-PSPs Group...

MSMQ Queue Alias

Printer

Group... Members in this group c..

Properties Built-in account for gue...

Group... Servers in this group can..
- User Group...
85chen|  Shared Folder Group...
%WinRMRemotEWMIUsers_

Help

Members of this group ..

Designated administrato...

Security Group... Members of this group ...

File Action View Help

LI EREEIR EEEN B 2k

3 Active Directory Users and Com
p [ Saved Queries

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011

MName

- n -
. . 1
| Create a new user in the current container. |

$ Administrator

USET

somerraccount for ad...
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B SARIW APTECH Pia chi: Toa nha HTC, 236B HOéng Qu6c Viét, Cau Giéy, Ha Néi

= Pé tao User tén 1a Nguyen Quoc Hung, tai ctra s6 New
Object — User, nhap vao céac thong s sau:
e First name: Nguyen Quoc
e Last name: Hung
e Full name: Nguyen Quoc Hung
e User logon name: hungng ( @bkaptech.vn)

E Active Directory Users and Computers -

& Createin:  bkaptech vn/Users Description
Built-in account for ad...

Members in this group c...

First name: |Ngu'_.fen Guoc | Initials: I:I w Members of this group ..

Members of this group t...

Last name: |H'-'”9 Members in this group c...

DMS Adrninistrators Gro...

DNS clients who are per...

Full name: |Nguyen Quoc Hung

User logon name: . Designated administrato...

|h|_|ngr|q | | @bkaptech.vn v All workstations and ser...
All domain controllers ...

User logon name (pre-Windows 2000): v All domain guests
|EKAPTECH". | |hungr1q o All domain uzers

Designated administrate...

Members of this group ...

Mernbers in this group ..

Built-in account for gue...

% RAS and [AS Servers Security Group... Servers in this group can..

52, Read-only Domain Controllers Security Group... Members of this group ...

%Schema Admins Security Group... Designated administrato...
< m > %WinRMRemoteWMIUsers_ Security Group...  Members of this group ...

Website: www.bachkhoa-aptech.com % 5 % = <
Email: care@bachkhoa-aptech.com CAC BOI TAC VA THUONG HIEUDAO TAO Il Aprechs: s [ WV /76 0000 & CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011 —
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= Tai ctra s6 tiép theo, nhap vao mat khau ( password ) cua tai
khoan hungng: (123456a@ )
e Luuy:

o User must change password at next logon: tai
khoan phai thay doi mat khau trong lan dang
nhap tiép theo(khuyén khich bé tly chon nay).

o User cannot change password : Tai khoan
khong duoc thay d6i password ( khuyén khich
dung tuy chon nay ).

o Password never expires: Mat khau khdng bao
gio hét han ( khuyén khich dung tiy chon nay ).

o Account is disabled : Tai khoan bi khoa
( khuyén khich khéng dung tlly chon nay ).

E Active Directory Users and Computers S
s New Object - User .
(=N
: A & Create in:  bkaptech vn/Users Description
L] Built-in account for ad...
4 v Members in this group c..
Password: |uuuu | . Members of this group ...

. Members of this group t...

Confim password: |'"“"' | . Members in this group c...

. DMS Administrators Gro...
. DMS clients who are per...
User cannot change password w  Designated administrato...
[w]iFzss . All workstations and ser...

[] Account is disabled

[] User must change password at next logon

. All domain controllers i...
. All domain guests

. All domain users

. Designated administrato...

. Members of this group ...

| <Back | MNet> || Camcel | o
. Members in this group ...
Tv OUEST TSET Built-in account for gue...
E&RAS and I1AS Servers Security Group...  Servers in this group can...
%Read—only Domain Controllers Security Group... Members of this group ...
%Schema Admins Security Group... Designated administrato...
< m » || 82 WinRMRemoteWMIUsers_ Security Group... Members of this group ...

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

o Tién hanh Add User vao Group:
» Click chuét phai tai Group GG_S GV, chon Properties
= Tai cira soO GG_S GV Properties, chuyén sang tab

Members.
= Active Directory Users and Computers SR
File Action View Help
= =[5 & B
3 Active Directory Users and lm‘ Members | Member Of | Managed By | all
B 0| Saved Queries Members: t for ad...
4 ja.%(a gte_lch"m Name Active Directory Domain Services Folder is group c..
[+ uiltin IS group ..
b [ Computers is group t..
p (2] Domain Controllers is group ¢
b [ ForeignSecurityPrin atars Gro
| Managed Service Ag
= Users o0 are per
rninistrato,
s and ser
trollers i =
ests
Ers
rninistrato,
is group
is group ©
Add... | | Remove | t for gue...
group can
is group |
< m rninistrato, w

Website: www.bachkhoa-aptech.com % ; =< = 2 s
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO [l Aprech ;e NI 7 760003000 8 CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011 —
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B SARIW APTECH Pia chi: Toa nha HTC, 236B HOéng Qu6c Viét, Cau Giéy, Ha Néi

= Click vao Add..., Tai cira s6 Select Users, Contacts,

=

Computers , Service Accounts.... /| Enter the object
names to select , nhap vao User can add vao Group ( VD:
nhap vao User hungng@bkaptech.vn ) ( click vao Check
Names khi nhap tén User )

OK.

Active Directory Users and Computers = [ =] =

File Action View Help

A E N EEIR

] Active Directory Users and
B Saved Queries
A ﬁ bkaptech.vn
I | Builtin
B | Computers
I 2] Domain Controllers
I [ | ForeignSecurityPrin
[ Managed Service Ag
| Users

GG_S_GV Properties 7l X

Select this object type:
|Users. Service Accounts, Groups, or Other objects

From this location:
|bkaptec:h.vm

Enter the object names to select (zamples):

N uoc Hung (hunan laptech.vn

ministrato...

IS groug ..

IS groug Co.

Add... || Remowve | nt for gue...

group can...
| OK || Cancel || Apply | is group ... ||

ministrato... )

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com

Tel: (04) 3755.4010/ (04) 3755.4011
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH

o Add User vao Group thanh cong !!

= Active Directory Users and Computers \;li-
File Action View Help

o« 2Fm 4 B

] Active Directory Users and lﬂ‘ Members. | Member OF | Managed By | B
b [ Saved Queries Members: t for ad...
4 5 bkaptechwn Name Active Directory Domain Services Folder is group co.
b ] Builtin 2, Nguyen Quoc Hung bkaptech.vn/Users is group ...
b | Computers is group t...
b 21 Domain Controllers is group c...
b [ ForeignSecurityPrin ators Gro
b 1 Managed Service Ag o are per
1 Users ministrato.
s and ser,
trollers i =
ests
Ers
ministrato.
is group
m
I5 group c
t for gue
group can
is group ]
| < I m ministrato. z

Website: www.bachkhoa-aptech.com > F < = X
Email: care@bachkhoa-aptech.com CAC BOI TAC VA THUONG HIEU DAO TAO Microsoft CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011
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BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Quoc Viét, Cau Gidy, Ha No§i

o Quy trinh tao Group va User khac va add cac User da tao vao
Group theo bai lab, [am twong tu nhu trén.

E Active Directory Users and Computers

File Action VWiew Help

e« =m & 8|

3 Active Directory Users and IMI Member: | |
B [ Saved Queries Members: t for ad...
4 3 bkaptechn Name Active Directory Domain Services Folder is group c.
b [ Builtin ‘ MNauyen Hoai Duy bkaptech vn/Users is group ...
b [ Computers
i [=| Domain Controllers is group t
k- [ | ForeignSecurityPrin is group ¢
b [ Managed Service Ad stors Gro
] Users o are per
rministrato.
s and ser
trollers i
ests
Ers
rministrato.
is group
is group c...
t for gue...
[ <] m

Website: www.bachkhoa-aptech.com > F < = X
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO Micresoft CompTlA 134
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH

E Active Directory Users and Computers

File Action View Help

o« nE & B8

Mexrmk
3 Active Directory Users and e cmoers |k | b |
B [°] Saved Queries Members: t for ad...
4 fa bkapte.ch.vn MName Active Directory Domain Services Folder is group c..
b (- Builtin & chu Hong Quan bkaptech vn/Users is group ...
b [ Computers & Nguyen Quoc Hung bkaptech wn/Users
b 21 Domain Centrollers &, Vu Van Cuong blaptech vn/Users is group to.
b [ | ForeignSecurityPrin
: is group ¢
b Managed Service Ag
ators Gro
] Users
o are per
ministrato
s and ser
trollers i
ests
Ers
ministrato
m is group .
is group
t for gue
[<] m

Website: www.bachkhoa-aptech.com > F < = X
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
ESAEW APTECH bia chi: Toa nha HTC, 236B Hoa‘lng Qu6'c Viét, Cau Giéy, Ha Néi

o Thém tat ca nguoi dung vao nhdm Backup Operators:
= Chon (bdi den) tat ca user vira 1ap & trén. (hungng, duynh,
cuongwv, quanch )
= Click chuét phai , chon Add to a group...

File Actien View Help
AEIEEN RS YR

] Active Directory Users and Com|| Name Type Description
B[] Saved Queries 52, Denied RODC Password ...  Security Group... Members in this group c...
4 .ii bkaptech.vn % DnsAdmins Security Group... DMS Administrators Gro..,
b [ Builtin 52, DnsUpdateProxy Security Group... DMS clients who are per...

b [ Computers %Domain Admins Security Group... Designated administrate...
I (@] Domain Controllers

I || ForeignSecurityPrincipal:
» Managed Service Accour
[ Users

% Domain Computers Security Group...  All workstations and ser...

%Domain Controllers Security Group...  All domain controllers i...
%Domain Guests Security Group...  All domain guests
52, Domain Users Security Group... All domain users

52, Enterprise Admins Security Group.. Designated administrate...
% Enterprise Read-only Do...  Security Group... Members of this group ...
% GG_S_GD Security Group...

% GG_S_GV Security Group...

%Group Policy Creator Ow... Security Group.. Members in this group c..
2_._ Guest User Built-in account for gue...
s Nguyen Heai Duy

s Nguyen D_uoc Add to a group..

% RAS and IAS 5 Disable Account ervers in this group can...
%Read—only Do
%Schema Admi esignated administrato..,

Move...
v con J S

< m > %WinRMRemot Open Home Page embers of this group ...
Send Mail

Enable Account embers of this group ...

Allows you to add the selected objects to a group you se
All Tasks

Performance Cut Performance

Website: www.bachkhoa-aptech.com % ; =< = 2 _
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAOTAO [l Aprech & oo |

Tel: (04) 3755.4010/ (04) 3755.4011



B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
ESAEW APTECH bia chi: Toa nha HTC, 236B Hoa‘lng Qu6'c Viét, Cau Giéy, Ha Néi

= Tai cira s6 Select Groups, Click vao Advanced...

= Active Directory Users and Computers SR
File
&
3 4 Select this object type: iption ~
I |Gmups or Builtin securty principals bers in this group c...
4 From this location: Rdministrators Gro..
|bkaptec:h.\m lients who are per...
nated administrato... ||
Enterthe object names to select (suamples): brkstations and ser...
| main controllers i...
main guests
main users
n nated administrato...
bers of this group ...
5, GG_5_ G0 ECUr roup.
81 GiG_5_GV Security Group... -
%Group Policy Creator Ow... Security Group..  Members in this group c... -
s_,.Guest User Built-in account for gue...
& MNguyen Hoai Duy User
& MNguyen Quoc Hung User
52 RAS and |AS Servers Security Group...  Servers in this group can...
%Read—only Dornain Centr.. Security Group... Members of this group ...
%Schema Admins Security Group...  Designated administrato...
& WuVan Cuong User
< m » %WinRMRemoteWMIUsers_ Security Group...  Members of this group ... ™

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
ESAEW APTECH bia chi: Toa nha HTC, 236B Hoa‘lng Qu6'c Viét, Cau Giéy, Ha Néi

= Tai cira s6 Select Groups tiép theo, Click vao Find Now.
= Tai muc Search results, chon vao Backup Operators.

E Active Directory Users and Computers Sl EEIEE
Flle P i Llal - x
gy Select Groups :
=
b Select this object type: reup e
4 g rs Gro
|Gmups or Built-in security principals | | Ohject Types... |
re per
From this location: istrato. |
‘bkaptem.m | | Locations... | d ser
Common Gueries llers
Name: Starts with  w | |
1strato.
Description: | Starts with | | roup
[] Disabled accounts
[ Non expiring password
roup c.
Dayz zince last lagar: I:I Qjﬁ rgue
p can...
Search results: roup ..
MName Description In Folder ~ || pistrato...
%ﬂcces& Control Assistanc... bkaptech.vn/Bu...
%Accourrt Operators blkaptech wn/Bu... roup .. I
%Mministlators bkaptech.wn/Bu...
%Nlowed RODC Password... Membersinthis ... bkaptech.wn/Us...
Backup | bkaptech vn/Bu...
%Cert Publishers Members of this ...  bkaptech.wn/Us... Perfon
2 Certificate Service DCOM... bkaptech vn/Bu...
%Uoneable Domain Cortro... Members of this ...  bkaptech.wn/Us... BPA e
%Oﬂ,’mogmphic Operators bkaptech vn/Bu...
%Denied RODC Password ... Membersinthis ... bkaptech.wn/Us...
HB Nictribu tad COM |lears hleantarh wn P i

Website: www.bachkhoa-aptech.com % 5 % = 2 <
Tel: (04) 3755.4010/ (04) 3755.4011 —
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B HOéng Qu6'c Viét, Cau Giéy, Ha Néi

= Click vao OK dé hoan tat quéa trinh add tat ca User vao
nhém Backup Operators.

Active Directory Users and Computers

Select this object type: iption

|Gmup5 or Built-n security principals i bers in this group c...

From this location: Bdrministrators Gro..,

|bkapte.-d1.'m

lients whe are per...

nated administrato...
Enter the object names to select (zamples): Lrkstations and ser...

Backup Operators main cantrollers i...
main guests

main users

nated administrato...

bers of this group ..

B LG 5 G0 ECUrI roup
2 G556V Security Group...
82 Group Policy Creator Ow... Security Group... Members in this group c...
E_,_Guest User Built-in account for gue...
& Mguyen Heai Duy User
& Mguyen Quoc Hung User
82 RAS and IAS Servers Security Group...  Servers in this group can...
82 Read-only Domain Contr... Security Group... Members of this group ...
%Schema Adrnins Security Group... Designated administrato..,
& Wu Van Cucng User

m » Il B WinRMRemoteWMIUsers  Securitv Group... Members of this arouo ...

Website: www.bachkhoa-aptech.com % 5 % = 2 <
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO m CompTlA
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B W APTECH bia chi: Toa nha HTC, 236B HOéng Qué'c Viét, Cau Giéy, Ha Nél

o Tai khoan duynh va tai khoan cuongvv phai thay dbi password
trong lan dang nhap dau tién.

= Chon vao tai khoan duynh va cuongvv, Click chuét phai,
chon Properties.

= Tai cta s6 Nguyen Hoai Duy Properties va Vu Van
Cuong properties, chuyén sang Tab Account.

= Tai Account options, bo chon tai 2 tuy chon User cannot
change password va Password never expires. Chon vao tuy
chon dau tién ( User must change password at next logon )

= OK.

Member Of | Dial-n | Environment | Sessions
Remote control | Remote Desktop Services Profle | COM+
General | Addrezs | Account | Profile | Telephones I Organization

Iser logon name:

duyrih| | | @bkaptech.vn W |

IUser logon name (pre-Windows 2000):
| BKAPTECH\ | [duynh |

| LogonHours.. | | LogOnTo.. |

[ ] Unlock account

Account options:

[+] Uzer must change password at next logon
[ User cannat change password

[ ] Password never expires

[ Store password using reversible encryption

Account expires
(® Never

) End of: Wednesday, January 20, 2016

Website: www.bachkhoa-aptech.com % 5 % = <
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEUDAO TAO [l Aprech st oo [ WV /76 0000 [ & CompTlA
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B ACHKH d A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH Pia chi: Téa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi

Member Of |  Diald |  Envionment | Sessions
Remote control | Remote Deskiop Services Profle | COM«
General | Address | Account | Profle | Telephones | Organization

Iser logon name:

| | |@bkap‘ted1.'u'n v|

IUser logon name (pre-Windows 2000):
|BKAPTECH\ | |cuongvv

| logonHours.. || logOnTo.. |

[ ] Unlock accourt

Account options:

[+] Uzer must change password at next logon
[ User cannaot change password

[ ] Password never expires

[] Store password using reversible encryption

Account expires
® Never
() End of: Wednesday, January 20, 2016

Website: www.bachkhoa-aptech.com
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B W APTECH bia chi: Toa nha HTC, 236B HOéng Qué'c Viét, Cau Giéy, Ha Nél

o Tam khda tai khoan hungngq vi nguoi dung ban bén ngoai :
= Tai Ctra s6 Nguyen Quoc Hung Properties , trong
Account options, chon vao tuy chon Account is disabled
= OK.

Member Of | DiglHn | Environment | Sessions
Remote control | Remote Desktop Services Profle | COM+
General | Address | Account | Profile | Telephones I Organization

IUser logon name:

| | | @bkaptech.vn W |

lUser logan name (pre-Windows 2000):
| BKAPTECH\ | [hungng |

| LogonHours.. | | LogOnTo.. |

[ ] Unlock account

Accourt options:
|+ User cannot change password

[#] Password never expires
[ ] Store password using reversible encryption
[#] Accourt is disabled

i - S P S S S T
Account expires

(@) Never

) End of: Wednesday, January 20, 2016

o Nhom GG_S GV (hungng, cuongvv, quanch) duoc phép dang
nhap vao hé théng tir 7h dén 21h , tir thi 2 cho téi tha 7:

= Chon vao 3 tai khoan quanch, hungng, cuongvv, Click
chudt phai chon Properties.

= Tai cira s6 Properties for Multiple Items, chuyén sang tab
Account.

= Click chon vao dong chit Logon hours, sau d6 chon vao
Logon hours...

Website: www.bachkhoa-aptech.com % 5 % = <
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEUDAO TAO [l Aprech st oo [ WV /76 0000 [ & CompTlA
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= Tai ctra s6 Logon hours, chinh céc tiy chinh theo yéu cau.

= OK.
E Active Directory Users and Computers = | =] =
File Action View Help P rties for Multiole Ite a x
— roperties for Multiple ltems :
o 2@ £ X
j Active Directory Users and 'I_lGenemI Aecourt |Mdress I e IOrganization | A
I | Saved Querie
4 3 bkaptechwn Logon Hours -
i || Builtin | @
[+ _"-l c;]mpute %
- || ForeignSe
b || Managed Sunday
-] Users Monday
Ir‘"" -
Tuesday I (_) Logon Pemitted
Wednesday |_ ) Logon Denied
Thursday
Fidey L )
Saturday Innnm
Sunday through Saturday from 12:00 AM to 12:00 AM
‘ hp ...
rato...
ok || cCancel || ey |
< m - P ™

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO
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HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

BACHKH

EDUCATION J\zaNS

v' Chuyén qua may tram , thuc hién Join may Client vao Domain, kiém tra
dang nhap tai khoan.
o Join may Client vao Domain, dang nhap bang User administrator
va Password 123456a@ dé kiém tra Join Domain .

= System - o

T 18 » Control Panel » System and Security » System v & Search Control Panel 2

Control Panel Home . . .
View basic information about your computer

@ Device Manager
@ Remote settings

Windows edition

Windows 8.1 Pro

@' System protection © 2013 Microseft Corporation, All rights reserved, == WI n d OWS 8

@ Advanced system settings

System
Processor Intel(R) Core(TM] i7-27600M CPU @ 2.40GHz 2.40 GHz
Installed memory (RAM): 2,00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: Ma Pen or Touch Input is available for this Display

Computer name, domain, and werkgroup settings
Computer name: BICAP-WRKO02-01 @'Change settings
Full computer name: BKAP-WRKD2-01.bkaptech.vn
Computer description:

Domain: bkaptech.wn

Windows activation

Windows is not activated. Read the Microsoft Seftware License Terms
seeske Product ID: 00261-50000-00000-AA289 Activate Windows
Action Center

Windows Update

Website: www.bachkhoa-aptech.com . o
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO

Tel: (04) 3755.4010/ (04) 3755.4011
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Ding nhap tai khoan duynh va cuongvv dé kiém tra. ( User phai
thay d6i mat khau trong lan dang nhap dau tién )
= Kiém tra user duynh:

Other user

bkaptech.vn\duynh

Sign in to: bkaptech.vn

Other user

The user's password must be changed before
signing in.

CAC DI TAC VA THUONG HIEU DAO TAO

145



B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
. ‘ Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

Other user

bkaptech.vn\duynh

Mew password

Confirm passwaord

5ign in to: bkaptech.vn

CAC BOI TAC VA THUONG HIEU DAO TAO 146




B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
’ Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

= Kiém tra user cuongvv:

Other user

bkaptech.vn\cuongvv

Sign in to: bkaptech.vn

Other user

The user's password must be changed before
signing in.

CAC DI TAC VA THUONG HIEU DAO TAO
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
’ Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

Other user

bkaptech.vn\cuongwv

Sign in to: bkaptech.vn

CAC BOI TAC VA THUONG HIEU DAO TAO 148




B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o User hungng bi khéa tai khoan do ban viéc bén ngoai :

Other user

bkaptech.vn\hungng

Sign in to: bkaptech.vn

Other user

Your account has been disabled. Please see your
system administrator.

3.2 Tao OU, Group, User va cau hinh iy quyén quan tri OU
1. Yéu cau bai Lab:

+ Tao OU, nhdm, va tai khoan nguoi dung theo mo hinh Lab 3.2.

v' Cong ty dat & Ha Noi cé cac phong ban :Technical, Sale, Marketing.

v Phong ban Technical : Nguyén Qudc Hung (hungng) , Chu Hong Quan
(quanch) thuoc nhom GG_S_Technicals.

v Phong ban Sale : Luu Van Trudng (truonglv) , Luu Van Nghia (nghialv)
thuoc nhdm GG_S_Sales.

CAC DI TAC VA THUONG HIEU DAO TAO
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Giady, Ha Noi

v' Phong ban Marketing : Nguyén Tién Cuong (cuongnt) thudc nhom
GG_S Marketings.

+ Thiét 1ap quyén han cho cac dbi twong ngudi dung nhu sau:
v/ Cap cho tai khoan hungng dugc phép quan ly phong ban Technical.

+ Két hop véi Deploy quan tri trén Window 8, Kiém tra quyén han cua cac ddi
tuong OU Admin:

v" Tur may Client Windows 8, st dung Remote Server Administration
Tools dé ding nhap tai khoan quan tri hungng, tao tai khoan Vi Vin
Cuong (cuongvv) ¢ phong ban Technical.

2. Yéu cau chuin bj:

+ Chuan bi may Server BKAP-DC12-01 di nang c4p 1én Domain Controller quan
ly mién bkaptech.vn.

+ Méy tram BKAP-WRKO08-01 d join vao mién bkaptech.vn.

Website: www.bachkhoa-aptech.com 5
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO Aptech 4 i CompTlA
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BACHKH <A

EDUCATION \P

3. M0 hinh Lab:

HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Lab 3.2 Tao OU, Group, User va céu hinh iy quyén qudn tri OU

BKAP-DC12-01

IP address: 192.168.1.2

Subnet mask: 255.255.255.0
Default gateway: 192.168.1.1
Preferred DNS server: 192.168.1.2

HANOIL

HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

BACHKH ~A

o

Technical
GG 5 Techmca]s h“ﬂg'ﬂ‘b quanch

R

GG S Sales tmongl‘ nghialv

= D

Marketing
GG_S \Iarketmgs

cuongnt

BKAP-WRK08-01

IP: 192.168.1.10/24
GW: 192.168.1.1
Preferred DNS: 192.168.1.2

i

Cmmeeteneen

So dé dia chi nhw sau:

Bz

Hinh 3.2

‘ BKAP-WRK08-02

IP: 192.168.1.11:24
GW: 192.168.1.1
Preferred DNS: 192.168.1.2

emmrmImmaul T

Thong s6 BKAP-DC12-01 | BKAP-WRK08-01
IP address 192.168.1.2 192.168.1.10
Subnet Mask 255.255.255.0 255.255.255.0
Default gateway 192.168.1.1 192.168.1.1
Preferrred DNS Server |192.168.1.2 192.168.1.2

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com
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BACHKH A

EEXEYSIETW APTECH

Hwéng dan chi tiét:
v Thuyc hién trén may BKAP-DC12-01, tao OU, Group, User:

HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha N§i

o Vao Server Manager / Tools.

o M@ dich vu Active Directory User and Computer dé tao cc thuoc

File Action Wiew Help

e | 8 Bz Ha2aSTE%

p | Saved Queries
4 iﬂ bkaptech.vn

r [ Builtin
b [ Computers

[ Users

] Active Directory Users and Com

r [21 Domain Controllers
b [ ForeignSecurityPrincipal:
B [ Managed Service Accour

MName

s Administrator
52 Allowed RO..,
82, Cert Publish...
%CIoneable O...
82, Denied ROD...
%Dnsﬁ.dmins
%DnsUpdateP...
%Domain Ad...
%Domain Co...
%Domain Con...
%Domain Gue...
%Domain Users
%Enterprise A

%Enterprise R...

%Group Polic...

&_Guest

2 RAS and 145 ...
52 Read-only D...
%Schema Ad...

2 WinRMRem...

Type
User

Security Group..,
Security Group...
Security Group..,
Security Group...
Security Group..,
Security Group...
Security Group..,
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...
Security Group...

Uszer

Security Group...
Security Group...
Security Group...
Security Group...

Description
Built-in account for ad...

Members in this group ..

Members of this group ...

Members of this group t.
Members in this group c...
DNS Administratars Gro..,
DNS clients who are per...
Designated administrato,..
All workstations and ser...

All domain controllers i...
All demnain guests
All domain users

Designated administrato...

Members of this group ...

Members in this group c...
Built-in account for gue...

Servers in this group can..

Members of this group ...

Designated administrato...

Members of this group ...

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com
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BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha N§i

o Dé tao OU HANOI:
= Click chuét phai tai tén mién bkaptech.vn, chon New /
Organizational Unit

File Action View Help

' TIEIENEIR EEEN R Y SR &R

] Active Directory Users and Com|| Name Type Description
b 7] Saved Queries $ Administrator  User Built-in account for ad...
Fl bkaptech wn @2 sn a4 N c

curity Group... Members in this group c..

> & SEETELITITL curity Group... Members of this group ..

b & Find... curity Group... Members of this group t...
b & Change Domain... curity Group...  Members in this group c..
b & Change Domain Controller... curity Group...  DMS Administrators Gro...

Raise domain functional level curity Group...  DNS clients who are per...

curity Group... Designated administrato...

Operations Masters... ) )
Furitu (Aronn Al wenrletatinne ang ser,,,
Mew » Computer Ersi..
All Tasks k Contact
Refresh Group
strato...
T InetOrgPerson .
mslmaging-PSPs
Help v o oUp Co
¥, Guest U SRR gue,
B2 RAS and IAS ... S Organizational Unit p can...
2 Read-only D... S Printer oup ..
% Schema Ad... & Uzer strato...
%WinRMRem... S Shared Folder oup .
£ m »

Create a new object...

Website: www.bachkhoa-aptech.com > F < = X
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

= Tai ctra s6 New Object — Organizational Unit , nhap tén
HANOI.

l  Geden:  boptechw/
_-:f,:) e in ptech.vn .

count for ad...

Name: in this group c...

|HﬂNOI of this group ...
of this group t...

[#] Protect container from accidental deletion s
in this group c...

inistrators Gro...
s who are per...

d administrato...
ations and ser...

controllers i...

guests

users

d administrato...

of this group ...

in this group c...

— = . —rcount for gue...
%RAS and [AS ... Security Group...  Servers in this group can...
52 Read-only D... Security Group... Members of this group ...
%Schema Ad... Security Group... Designated administrato...

%WinRMRem... Security Group... Members of this group ...

Website: www.bachkhoa-aptech.com % F < = X s
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO [l Aprech ;e NI 7 760003000 8 CompTlA 154
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoa‘mg QUGC Viét, Cau Giéy, Ha Néi

o Tao OU Technical trong OU HANOI:
= Click chudt phai tai OU HANOI, New / Organizational
Unit.

File  Action View Help

e sFE 48| XEBoz Bm PaETE%

3 Active Directory Users and Com|| Mame Type Description
p 7] Saved Queries
4 3 bkaptechan
-] Builtin
p [ Computers
I (2] Domain Controllers
b ] ForeignSecurityPrincipal:
| Managed Service Accour

There are no items to show in this view.

[ Users
2] HANQ!
Delegate Control...
Move...
Find...
MNew b Computer
All Tasks 2 Contact
View » Group
Cut Inet0rgPerson
Delete mslmaging-PSPs
MEMOC Queue Alias
Rename
Refresh Organizaticnal Unit
m T Printer
Create a new obje . User
Properties . L

Website: www.bachkhoa-aptech.com > F < = X
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH

= Tai cira s6 New Object — Organizational Unit , nhap vao
tén Technical

:ujﬁ. Createin:  bkaptech vn/HANOI

s to show in this view.
MName:

|Ted1r1ical|

[+] Protect cortainer from accidental deletion

Website: www.bachkhoa-aptech.com > F < = X
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi

o Tao cac OU Sale va OU Marketing tuong tw OU Technical.
= Ta duoc két qua sau:

File Action View Help
LI EEEEE R YR #55

3 Active Directory Users and Com|| Mame Type Description
B [ Saved Queries
4 'iﬂ bkaptech.vn
p | Builtin
p Computers
p 2] Domain Controllers
b [~ ForeignSecurityPrincipal:
b [ Managed Service Accour
[ Users
4 [Z] HANOI
[ Technical
3 Sale
2] Marketing

There are no items to show in this view.

Website: www.bachkhoa-aptech.com , S < = X
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoa‘mg QUGC Viét, Cau Giéy, Ha Néi

o Tao cac Group, User trong cac OU tuong tng vai hinh 3.2:
= Trong OU Technical, tao Group GG_S_Technicals , User
hungng , User quanch.

File Action View Help

I EEIEEEER R YR &

] Active Directory Users and Com|| Name Type Description
B | Saved Queries & Chu Hong Quan User
4 F3 bkaptech.vn 82 GG_S_Technicals Security Group - Global

b (] Builtin & MNguyen Quoc Hung  User

b [ Computers
i [2] Demain Controllers
I- -] ForeignSecurityPrincipalt
B Managed Service Accour
[ Users
4 (3] HANOI
2 Technical
@] sale
[Z] Marketing

rq B

Website: www.bachkhoa-aptech.com > F < = X
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B ACHKH d A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH Pia chi: Téa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi

= Add 2 User hungng va guanch vao Group
GG_S Technicals
= OK.

General | Members | Member Of | Managed By |

Members:
MName Active Directony Domain Services Folder
& Chu Hong Quan blkaptech vn/HANO| Technical

& Mguyen Guoc Hung  blaptech wn/HANOI/ Technical

< [ E

| Add... || FRemove |

Website: www.bachkhoa-aptech.com > F < = X
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO Microsoft CompTlA 159
Tel: (04) 3755.4010/ (04) 3755.4011




B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi

= Trong OU Sale, tao Group GG_S_Sales, User truonglv,
User nghialv.

File Action View Help
el nE EH Bz Bm P aETah

] Active Directory Users and Com|| Mame Type Description
b [ Saved Queries 2, G3_S_Sales Security Group - Global
4 35 bkaptechwn 2, Luu Van Trueng User

b [ Builtin 2, Luu Van Nghia User
b [ Computers

i |21 Domain Controllers
b [ ForeignSecurityPrincipals
| Managed Service Accour
[ Users
4 21 HANOI
2] Technical
@] sale
(] Marketing

(<] m [7]
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoa‘mg QUGC Viét, Cau Giéy, Ha Néi

= Add 2 User truonglv va nghialv vao Group GG_S_Sales.
= OK.

General | Members | Member Of | Managed By |

Members:
MName Active Directory Domain Services Folder
& Luu Van Mghia blaptech vn/HAND|/Sale

& Luu Van Truong bleaptech vn/HAMNOI Sale

<l [ INEY

Website: www.bachkhoa-aptech.com > F < = X
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi

= Trong OU Marketing, tao Group GG_S Marketings, va
User cuongnt.

File Acticn View Help

e pEa Bz Bm dataTah

] Active Directory Users and Com|| Name | Type Description
b (] Saved Queries ﬂ GG_5_Marketings Security Group - Global
4 3 bkaptech.vn & Mguyen Tien Cuong  User
i [ | Builtin
b Cormputers
- 2] Domain Controllers
b [ ForeignSecurityPrincipal:
p Managed Service Accour
[ Users
4 [Z] HANGI
2 Technical
3 Sale
(2] Marketing

(<] m [>]

Website: www.bachkhoa-aptech.com , S < = X
Email: care@bachkhoa-aptech.com CAC D0l TAC VA THUONG HIEU BAO TAO Microsoft CompTlA
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi

= Add User cuongnt vao Group GG_S_Marketings.
= OK.

General | Members | Member Of | Managed By |

Members:

MName Active Directory Domain Services Folder
& Mguyen Tien Cuong blaptech vn/HAMNO | Mareting

Website: www.bachkhoa-aptech.com , S < = X
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BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha N§i

o Cau hinh ay quyén cho tai khoan hungng dugc phép tao tai khoan.
» Tai OU Technical, Click chuot phai, chon Delegate
Control...

File Action View Help

o« rE B XEG= BHE daETa%

] Active Directory Users and Com|| Name Type Description
b ] Saved Queries 2, GG_5_Technicals Security Group - Global
4 3 bkaptechan 2 Mguyen Quoc Hung User
b [ Builtin 2 Chu Hong Quan User

b [ Computers

p (2] Domain Controllers

b [ ForeignSecurityPrincipal:
b [ Managed Service Accour

] Users
4 [Z] HANOI
|5 Technicar
3] Sale | Delegate Control...
[ Marketin Move...
Find...
Mew »
All Tasks »
Wiew »
Cut
Delete
Renarme
< m Refresh
Delegates control of obj Export List...

Website: www.bachkhoa-aptech.com > F < = X
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi

= Tai ctra s6 Delegation of Control Wizard, chon vao Add...

Users or Groups
Select one or more users or groups to whom you want to delegate control.

Selected users and groups:

Add.. | | Remowve

Website: www.bachkhoa-aptech.com , S < = X
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BACHKH A

EEXEYSIETW APTECH

HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha N§i

= Tai ctra s6 Select Users, Computers, or Groups / muc
Enter the object names to select, nhap tén user hungng
( Click vao Check Names dé may chu kiém tra tén User )

= OK.

corc n

A Carnnaators

Select this ohject type:

|Users. Groups, or Builtin security principals

From this location:

|bkaptech.m

Enter the object names to select (e@mples):

Mauyen Guoc Hung thunana@bkaptech.vn|

Ecription

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi

= Sau khi add xong User, tai ctra s6 User or Groups, click
vao Next.

Users or Groups
Select one ar mare users ar groups to whom you want to delegate control.

Selected users and groups:
& MNguyen Guoc Hung (hungng@bkaptech vn)

Website: www.bachkhoa-aptech.com , S < = X
Email: care@bachkhoa-aptech.com CAC D0l TAC VA THUONG HIEU BAO TAO Microsoft CompTlA
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B ACHKH d A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH Pia chi: Téa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi

= Tai cira 6 Tasks to Delegate, chon vao quyén han dau tién
:Create, delete, and manage user accounts.

Tasks to Delegate
You can select common tasks or customize your own,
(®) Delegate the folowing common tasks:
[+ Create, delete, and manage user accounis A
[] Reset user passwords and force password change at nesd logon
[] Read all user information E

[[] Create, delete and manage groups -
[] Modify the membership of a group
[] Manage Group Policy inks

DlﬁﬁmeMnrtSaﬂqu'{Hrﬂmj ot
£ 1] ¥
() Create a custom task to delegate
| <Back | Net> [] | Cancel | | Hen |
=  Finish.
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Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO Microsoft CompTlA 168
Tel: (04) 3755.4010/ (04) 3755.4011



B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoa‘lng QU6C Viét, Cau Giéy, Ha Néi

v' Chuyén qua may tram BKAP-WRK08-01, tién hanh Join may Client vao
Domain, dang nhap bang tai khoan Administrator dé kiém tra Join da
thanh cong chua.

[FIBKAPDC1201 % | [ BKAP-WRK08-01 *

System

1 1™ » Control Panel » System and Security » System v O Search Control Panel 2

Control Panel Home . .. . i
View basic information about your computer his P

& Device Manager Windows edition
@ Remote settings Windows 8.1 Pro -- .
) System protection © 2013 Microsoft Corporation. Al rights WI n d OWS’ 8
@ Advanced system settings reserved. ..“_,
System

Processor: Intel(R) Core(TM) i7-27600M CPU @ 2.40GHz 240 GHz

Installed memory (RAM):  2.00 GB

System type: B84-bit Operating System, x64-based processor

Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name: BKAP-WRKO0E-01 @Change settings
Full computer name: BKAP-WRK02-01.bkaptech.vn

Computer description:

Domain: bkaptech.vn

Windows activation

Windows is not activated. Read the Microsoft Software License Terms

See also

X Product 1D: 00261-50000-00000-A4989 Activate Windows
Action Center

Windows Update

o Cai dat tool : Remote Server Administration Tools Window 8

Website: www.bachkhoa-aptech.com , S < = X
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HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

BACHKH A

EEXEYSATW APTECH

Home Share View

(© v 1 i > ThisPC » Local Disk (C)

¥ Favorites Name Date modified Type Size
B Desktop || PerfLogs 8/22/2013 8:22 AM  File folder
|18 Downloads L. Program Files 12/2/201512:24 AM  File folder

4 Recent places | Program Files (x86) 8/22/2013 8:36 AM  File folder

)l Users 12/2/201512:15AM  File folder
18 This PC j Windows 12/21/201511:56 ...  File folder

[ Windowsa.1 RSAT x64 12/15/20157:05PM _ Microsoft Update ..  69,212KB
& Network

| bitems 1item selected 67.5MB

o Chay file Window 8.1 RSAT x64.

E AN Local Disk (C:)
Home Share View
(€ v 1t i ThisPC » Local Disk (C) » v ¢ Search
. Name
S? Favorites
B Desktop |l Perflogs
m Downloads ,H Pregram Files

Recent places
B p
18 This PC

f! Metwork

.H Program Files (x86)

H Users
,H Windows
{5 Windows2.1 RSAT

achkhoa-aptech.com

-aptech.com

‘. The updates are being installed

Initializing installation. .. done!
Instaling Update for Windows (KB2633643) (update 1of 1)...

4) 3755.4011

GARBUEZAC VATHUCRG s BAO TS0 E m
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Vao Start, tim Administrative Tools dé md chuong trinh RSAT
Vura cai dat.

Search
Everywhere

e e Tools

% Administrative Tools
% Administrative Tools

Change User Account Control
settings

Give administrative nghts to a
domain user

CAC DOI TAC VA THUONG HIEU DAO TAO 171




B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
. ‘ Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Giao dién cua chuong trinh RSAT:

el = | Administrative Tools - =
“ Home Share View 9
T L3 v Control Panel » System and Security » Administrative Teols v & Search Administrative Tools 0
X Favorites Name . Date modified Type Size X
B Desktop | Remote Desktop Services 2 201511:59...  File folder
4 Downloads (& Active Directory Administrative Center 8/ 0134:350PM  Shertcut 2KB
7| Recent places @ Active Directory Domains and Trusts 311:55PM  Shortcut 2 KB
(@4 Active Directory Module for Windows Pa.., 311:55PM Shortcut 2KB
M This PC Ep; Active Directory Sites and Services 311:55PM  Shortecut 2 KB
ﬂ Active Directory Users and Computers 311:55PM  Shorteut 2 KB
€ Network & ADSI Edit 311:55PM  Shertcut 2KB
ERJ Certification Authority 311:56 PM  Shortecut 2 KB
E‘ Cluster-Aware Updating 31144 PM - Shorteut 2 KB
[‘;{- Compenent Services 311:57PM  Shortcut 2 KB
(A Computer Management 311:54 PM  Shortecut 2 KB
[alt Defragment and Optimize Drives 311:47PM Shortcut 2KB
E‘.ﬁ DFS Management 311:53PM  Shortecut 2 KB
{3 DHCP 311:45PM  Shortcut 2KB
[#E, Disk Cleanup 311:57TPM Shortcut 2KE
2k DNS 311:55PM  Shortcut 2KB
@ Event Viewer 311:55PM  Shorteut 2 KB
|=_zi:[{, Failover Cluster Manager 31144 PM  Shorteut 2 KB
E‘H‘,. File Server Resource Manager 311:52 PM  Shortecut 2 KB
[ Group Policy Management 311:56 PM Shortcut 2KB
ut 2KB

faly iSCSI Initiater

311:57PM  Shorteu

44 itemns T - o _LI

o Chuyén qua tai khoan hungng dé kiém tra.

Other user

bkaptech.vn\hungng

(2211221}

Sign in to: bkaptech.vn
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BACHKH A

EEXEYSATW APTECH

HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Vao chuong trinh RSAT vira

Directory User and Computer.

* | [ BKAP-WRKO08-01

BEE TatEvER

cai dat, vao dich vu Active

] Active Directory Users and Com|| Name Type Description
4 lﬁ Saved Queries IE Marketing Organizational...
4 ﬁ hkapi%cl_\.vn (=] Sale Organizational...
> [ Builin [2] Technical Organizational...
1 [] Computers hdified Ty
1> [2] Domain Controllers
1> [2] ForeignSecurityPrincipal: D15 1159 File
4 3 4:50 PM She
1 [E] Marketing 311:55PM She
b % :aleh - 311:55PM  She
echnical
[ Ijli Managed Service Accour JIp S
b [ Users 311:55PM  She
311:55PM She
311:56 PM She
31144 PM She
311:57PM She
311:54PM She
31147 PM She
311:53PM - She
311:45PM She
31157 PM She
311:55PM She
311:55PM She

8/21/2013 11: 44 PM - She
8/21/2013 11:52 PM She
8/21/201311:56 PM - She
8/21/201311:57 PM - She

E Failover Cluster Manager

ED File Server Resource Manager
[ Group Policy Management
fok. i5CS! Initiator

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com
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BACHKH A

EEXEYSATW APTECH

HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Tao tai khoan Vi Van Cuong (cuongvv)

First name:

Last name: |Cuong

Full name: |\|"L| Wan Cuong

User logon name:

|cucngw | |@|kq:led1un

User logon name {pre-Windows 2000):

|EKAPTEEH\ | |cu0r|gw

adified

01511
13 450
13115
13115
13115
13 11:5
13115
13115
1311:4
1311:5
1311:5
1311:4
1311:5
1311:4
1311:5

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011
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BACHKH A HE THONG DAO TAO CNTT QUGC TE BACHKHOA-APTECH
APTECH Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Tao thanh cdng User cuongvv

File Action View Help

L 2!

E Active Directory Users and Com Description

& Chu Hong Q..
H2,GG_S_Techn... Security Group...
& Mguyen Qu... User

& VuVan Cuong User

& [ Saved Cueries
4 ﬁ bkaptech.wn
b [ Builtin
1 [] Computers
» [2] Demain Controllers
1+ [ ] ForeignSecurityPrincipal:
a [3] HANOI
i+ (2] Marketing
1 [&] Sale
| Technical
p Managed Service Accour
B [ Users

4 Failover Cluster Mananer 272172013 11

i yachkhoa-aptech.com z 1 8 = 2
: achkhoa-aptech.com CAC POl TAC VA THUONG HIEU DAO TAO Micresoft CompTlA 175
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
ESAEW APTECH bia chi: Toa nha HTC, 236B Hoa‘lng Qu6'c Viét, Cau Giéy, Ha Néi

v Chuyén qua server BKAP-DC12-01 dé kiém tra.
o User cuongvv da duge dong bo sang DC

(5 BKAP-DC12-01 % Hﬁlwma{n b3 ‘
&

File Action View Help

e 2D F 8 XEC BE/ 3 TE%

] Active Directory Users and Com || Mame Type | Description
B [ Saved Queries 2 ChuHong Quan User

4 4 bkaptechwn 2, GG_S_Technicals Security Group - Global

b -] Builtin $ Nguyen Quoc Hung User

b [ Computers k.1 Van Cuong User
i 2] Domain Controllers

b ] ForeignSecurityPrincipal:
| Managed Service Accour
[ Users
4 (31 HANOI
21 Technical
3] Sale
(2] Marketing

File ai

Servic

Manac

vents vents Events
Services Services Servic
Performance Perfermance Perfon

Website: www.bachkhoa-aptech.com % 5 % = 2 <
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO [l Aprech ;e NI 7 760003000 8 CompTlA 176
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

Bai 4:
LAM VIEC CUNG POWERSHELL

Céc ndi dung chinh sé duge dé cap:

v Tao OU, tai khoan nguoi dung va nhom théng qua PowerShell.
v St dung PowerShell Script dé tao tai khoan ngudi dung véi sé lugng 16n.

4.1 Tao OU, tai khoan ngwoi dung va nhém théng qua PowerShell,
1. Y&u cau bai lab:

+ Tao OU, tai khoan ngudi dung va nhém trén mién bkaptech.vn s dung tap lénh
trén PowerShell:

v Cong ty dat & Ha Noi c6 cac phong ban: Technical, Sale, Marketing

v' Phong ban Technical: User Nguyén Quéc Hung (hungng), Chu Hong
Quén (quanch) thuéc nhém Technicals.

v Phong ban Sale :User Luu Van Truong (truonglv) , Luu Van Nghia
(nghialv) thuoc nhom Sales.

v' Phong ban Marketing: User Nguyén Tién Cuong (cuongnt) thugc nhom
Marketings.

2. Yéu cau chuan bj:

+ Chuan bi 1 may Server BKAP-DC12-01 d nang cap lén Domain Controller quan
ly mién bkaptech.vn.

+ Chuan bi may tram BKAP-WRK08-01 d3 Join vao mién bkaptech.vn.

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO
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BACHKH A

EDUCATION \P |

3. M0 hinh lab:

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Lab 4.1 Tao OU, nhom, tai khodn nguwoi ditng thong qua PowerShell

BKAP-DC12-01

IP address: 192.168.1.2

Subnet mask: 255.255.255.0
Default gateway: 192.168.1.1
Preferred DNS server: 192.168.1.2

HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

D=L

Technical Group
GG_S_Technicals

& %;“WWQ

Sale
GG_S_Sales

user
hungnq, quanch

user
truonglv, nghialv

™

]
A

BKAP-WRKO08-01

IP: 192.168.1.10/24 ‘
GW:192.168.1.1
Preferred DNS: 192.168.1.2 _

|
[—

So' dé dia chi nhw sau:

e

Hinh 4.1

BKAP-WRKO08-02

IP: 192.168.1.11/24
GW: 192.168.1.1
Preferred DNS: 192.168.1.2

Théng sb BKAP-DC12-01 | BKAP-WRKO08-01
IP Address 192.168.1.2 192.168.1.10
Subnet Mask 255.255.255.0 255.255.255.0
Default gateway 192.168.1.1 192.168.1.1
Prefferred DNS Server | 192.168.1.2 192.168.1.2

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011

CAC DOl TAC VA THUONG HIEU DAO TAO
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
. : Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

Huwoéng ddn chi tiét:

v Thyc hién trén may BKAP-DC12-01:
o Mo cong cu PowerShell trén thanh Taskbar.

] Administrator: Windows PowerShell

CAC DI TAC VA THUONG HIEU DAO TAO
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
EDUCATION Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

v Thuc hién cac cau Iénh tao OU:
o Di chuyén vao trong 6 C:
= Cd c\
o Tao OU HANOI:
» New-ADOrganizationalUnit HANOI
o Tao OU Technical thuoc OU HANOI.
* Dsadd ou “ou=Technical,ou=HANOI,dc=bkaptech,dc=vn”
o Tao OU Sale thuoc OU HANOI.
= Dsadd ou “ou=Sale,ou=HANOI,dc=bkaptech,dc=vn”
o Tao OU Marketing thuoc OU HANOI.
» Dsadd ou ‘“ou=Marketing,ou=HANOI,dc=bkaptech,dc=vn”

= | O IIIIII

[ Administrator: Windows PowerShell

ANOT ,dc=bkaptech,dc=vn™
0I,dc=bkaptech,dc=vn
t1ng,ou=HANDI ,dc=bkaptech,dc=vn™
ucceeded:ou=Marketing,ou=HANOI,dc=bkaptech,dc=vn

[al-Yal-Nal-Nalalalal
ST - O TR TR

o=t
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B ACHKH e A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH

= Ta duoc két qua dudi day:

File Action View Help
e 2E s 0 XEGR B 3 aaTEa%

] Active Directory Users and Com|| Mame Type Description
b [ ] Saved Queries [Z] Marketing Organizational...
4 ﬁ bkaptech.an (3] sale Organizaticnal...
b [ Builtin [Z] Technical Organizational...
L Computers
p 2] Domain Controllers
b ] ForeignSecurityPrincipal:
4 30 raNol
b 21 Marketing
p [2] Sale
p [2] Technical
L Managed Service Accour

p | Users

Website: www.bachkhoa-aptech.com , = = < ~ S
Emall g R on S Lo GACBIETAC VA THUCKG HRL BAHAO E m 181
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
™D U C A 5 Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

v Thuc hién cac cau Iénh tao user:
o Di chuyén vao trong 6 C:
= Cdc:\
o Tao User hungng, quanch trong OU Technical:
= New-ADUser -Name hungng -DisplayName “Nguyen
Quoc Hung” -GivenName “Nguyen Quoc™ -Surname
“Hung” -Path
“ou=Technical,ou=HANOI,dc=bkaptech,dc=vn”

= New-ADUser -Name quanch -DisplayName “Chu Hong

Quan” -GivenName “Chu Hong” -Surname “Quan” -Path
“ou=Technical,ou=HANOI,dc=bkaptech,dc=vn”

X Administrator: Windows PowerShell =[O [

= -Name hungng -DisplayName "Mguyen Quoc Hung"” -GiwenMName “Nguyen Quoc” -Surname "Hung"” -Path "ou=Techn
bkaptech,dc=vn™

r -Name guanch -DisplayMame "Chu Hong Quan™ -GivenName "Chu Hong" -Surname "Quan™ -Path “ou=Technical,o
=bkaptech,dc=vn™

o Cac user con lai dung cau lénh trén tao tuong tu.
v' Thuc hién cau Iénh @it mat khau cho tai khoan ngudi ding:
o Dat mat khau cho tai khoan hungnag.
= Set-ADAccountPassword hungng

ey Administrator: Windows PowerShell

Set-ADAccountPass hungng
enter the current password for 'CN=hungng,0U=Technical,0OU=HANOI D =bkaptech,Dl=vn"

word for "CN=hungng,0U=Technical,0U=HANOI, DC=bkaptech,DC=vn"

= Lam tuong tu d6i voi c4c tai khoan khac.

CAC BOI TAC VA THUONG HIEU DAO TAO
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
-y < Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

v" Thuc hién cau Iénh Enable tai khoian ngwoi dung:
o Enable tai khoan hungng:
= Enable-ADAccount hungnqg
= Lam tuong tu ddi véi cac tai khoan khac.

e Administrator: Windows PowerShell =1 .

Enable-ADAccount hungng
able-ADAccount quanch

v Thuc hién cau Iénh tao Group:
o Tao Group Technicals trong OU Technical:
= New-ADgroup Technicals -Path
“ou=Technical,ou=HANOI,dc=bkaptech,dc=vn” Global -
GroupCategory Security
= Lam tuong tu d6i vai cac Group con lai.

e Administrator: Windows PowerShell =1 .

-ADGroup Technicals -Path "ou=Technical,ou=HANOI,dc=bkaptech,dc=vn" Global -GroupCategory Security

v" Thuc hién cau Iénh gan tai khoan nguwoi dung vao nhém twong wng:
o Gan tai khoan hungng vao nhém Technicals:
=  Add-ADGroupMember Technicals -Members hungnqg
= Lam tuong tu d6i voi c4c tai khoan va nhom khéc.
%] Administrator: Windows PowerShell [= - =

ccount hungng
wunt quanch
Technicals -Path "ou=Technical,ou=HANOI ,dc=bkaptech,dc=vn™ Global -GroupCategory Security

p
pMember Technicals -Members hungng

183
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
-y < Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

v' Thuec hién cau Iénh kiém tra thdng tin nhom tai khoan:
o Kiém tra thdng tin nhém Technicals:
= Get-ADGroup Technicals

ey Administrator: Windows PowerShell [= O

Get-ADGroup Technicals

v' Chuyén sang may Client BKAP-WRKO08-01:
o Tién hanh Join may Client vao Domain.
o Kiém tra dang nhap tai khoan.

4.2 Sir dung Powershell Script dé tao tai khoan nguoi ding véi s6
Iwgng lén.
1. Yéu cau bai Lab:

+ Cho san file Excel c6 san véi ndi dung nhu bang sau :

First Name Last Name Logon Username MName Container

Nguyen Quoc Hung hungng Nguyen Quoc Hung  bkaptech.vn/HANOI/Technical
Chu Hong Quan quanch Chu Hong Quan bkaptech.vn/HANOI/Technical
Luu Van Truong truonglv Luu Van Truong bkaptech.vn/HANOI/Sale

Luu Van Nghia nghialv Luu Van Nghia bkaptech.vn/HANOI/Sale

Vu Van Cuong cuongvv Vu Van Cuong bkaptech.vn/HANOI/Technical
Nguyen Tien Cuong cuongnt Nguyen Tien Cuong  bkaptech.vn/HANOI/Marketing

+ Str dung PowerShell Script dé tao tai khoan nguoi dung véi s6 lugng lon.
2. Yéu cau chuan bi :

+ Trén may Server BKAP-DC12-01 di nang cap Ién Domain Controller quan ly
mién bkaptech.vn. May DC di cai dat Microsoft Excel 2010 hoac Microsoft Excel
2013.

+ May tram BKAP-WRKO08-01 d join vao mién bkaptech.vn.
+ Chuan bj tools : ActiveRolesManagement_x64 1.6.0

+ Poan ma : PowerShell Script.

CAC DI TAC VA THUONG HIEU DAO TAO
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B ACHKH D A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
\ P = 1 Pia chi: Téa nha HTC, 236B Hoa‘mg QU6C Viét, Cau Giﬁy, Ha N6I

3. M0 hinh Lab :

HE THONG A0 TA0 cNTT QUOC TE BAcHKHOA-APTECH  BACHKH A

Lab 4.2 Sii- dung PowerShell Scripts dé tao tai khodn vdi sé lwong lon A ISIEEWAPTECH

I member of @
Technical u sser
GG_S_Technicals hungng, quanch
BKAP-DC12-01 member of
IP address: 192.168.1.2 @ @
Subnet mask: 255.255.255.0 Sale Group e
Default gateway: 192.168.1.1 GG_S_Sales truonglv, nghialv
Preferred DNS server: 192.168.1.2 I member of @
Marketing Group user
GG_S_Marketings cuongnt

A Y
|
v

BKAP-WRK08-01 | BKAP-WRK08-02

IP: 192.168.1.10/24 IP: 192.168.1.11/24
GW: 192.168.1.1 GW: 192.168.1.1
_ Preferred DNS: 192.168.1.2
o
—

Preferred DNS: 192.168.1.2

i Tm el )
Hinh 4.2
So dé dia chi nhw sau :

Théng sd BKAP-DC12-01 BKAP-WRKO08-01
IP address 192.168.1.2 192.168.1.10
Subnet Mask 255.255.255.0 255.255.255.0
Gateway 192.168.1.1 192.168.1.1
DNS Server 192.168.1.2 192.168.1.2

‘Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO

Tel: (04) 3755.4010/ (04) 3755.4011



BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

Hwéng dan chi tiét :

e Thuc hién trén may BKAP-DC12-01, thuc hién tao san cac OU, Group nhu
mo hinh.

5 pc1z-01 1 (5 WRKDS-01 ]

Server Manager * Dashboard
] Active Directory Users and Computers =[O

p— T File Action View Help
58 Da = e
¥ Lo AR EIEEEEIN RS S AR
- ] Active Directory Users and Com || Name Type Description
BE Al 9 Saved Queries 82, GG_S_Technicals  Security Group...
I—i'i ADP| 4 'j'j bkaptechwvn
B | Builtin
E% DN | Computers
ii Fild |2 Domain Controllers
I || ForeignSecurityPrincipaly
[ [ ] Managed Service Accour
B Users
4 2] HANOI
2 Technical
2] Sale
[ Marketing
and St
ces
< il ’ geabili
s
o Soan 1 file Excel véi néi dung sau :
First Name Last Name Logon Username Name Container | |
Nguyen Quoc Hung hungnqg Nguyen Quoc Hung  bkaptech.vn/HANOI/Technical
Chu Hong Quan quanch Chu Hong Quan bkaptech.vn/HANOI/Technical
Luu Van Truong truonglv Luu Van Truong bkaptech.vn/HANOI/Sale
Luu Van Nghia nghialv Luu Van Nghia bkaptech.vn/HANOI/Sale
Vu Van Cuong cuongvv Vu Van Cuong bkaptech.vn/HANOI/Technical
Nguyen Tien Cuong cuongnt Nguyen Tien Cuong  bkaptech.vn/HANOI/Marketing

o Luu file ¢ dang dudi mo rong la CSV ( Comma Delimited) (*.csv)
= DPait tén file la NewUsers.csv

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO
Tel: (04) 3755.4010/ (04) 3755.4011




B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B W APTECH bia chi: Toa nha HTC, 236B HOéng Qué'c Viét, Cau Giéy, Ha Nél

o Mo doan Code PowerShell Script va sira cho phtt hop vai hé thong.

G oczr -

File Edit View Tools Debug Add-ons Help

el 90 a8 «» 8 500 &0

MNewUsers.ps1 X |

1 #www. bkaptech.vn
#Add User to Group - PowerShell Script

= Import-Csv "Newlsers,csv" ForEach-0Object {

2

3

4

5 fuserPrinc = %_."Logon Username” = "@bkaptech.wn™
6 New-QADUser -Mame 5_.Name ; °

7 -ParentContainer %_."Container”

8 -SaméccountMame %_. "Logon Username"

9 -UserPassword "123456a@"

10 -FirstName %_."Fist MName"

11 -LastName 5_."Last Name”

12 -UserPrincipalMame SuserPrinc °

13 -Displaydame %_. "Name" ;

14 Set-QADUser -identity %_."Logon Username” ;
15 -UserMustChangePassword Strue °

16 [}

o Cai dat .Net Framework 3.5 :

[ pcaz-01 || [ wakosor |

= Server Manager

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

Dashboard

Local Server
#i All Servers
i§l ADDS

£ DNS

ii File and Storag

DESTIMATION SERVER

Se|ect fe atures BKAP-DC12-01.bkaptechvn

Select one or more features to install on the selected server.

Before You Begin

Installation Type Features Description
Server Szlection 5
4 |NET Framework 2.5 Features ~ NET Framework 3.5 combines the
server Roles power of the .NET Framework 2.0
.MET Framework 3.5 (includes .NET 2.0 and 3.0] APls with new technologies for
[] HTTP Activation B building applications that offer
Confirmation ] Meon-HTTP Activation appealing user interfaces, protect
your customers' personal identity
b [m] .NET Framework 4.5 Features (Installed) information, enable seamless and
b [ Background Intelligent Transfer Service (BITS) secure communication, and provide

the ability to model a range of

[] BitLocker Drive Encryption _
business processes.

[ BitLocker Network Unlock
[] BranchCache
[ Client for NFS

| I PO PR TR

Website: www.bachkhoa-aptech.com % 5 % = <
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEUDAOTAO [l Aprech i ooz | ComgTIA 187
Tel: (04) 3755.4010/ (04) 3755.4011




BACHKH ~+A

5 pC12-01

o

Recycle Bin

1

Mewllsers

Mewllsers

=
I

ActiveRoles...

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Cai dat tool : ActiveRoleManagementShell x64 1.6.0

(53] WRKDB-01

% Quest One ActiveRoles Management Shell for Active Di...

User Information

Provide information that will be used to personalize your installation.

Full name:

|hungnq

Organization: [Bachkhoa-aptech|

o Vao PowerShell, gb 1énh Set-ExecutionPolicy Unrestricted.

(51 wRKD8-01

+ Corporation. A

Administrator: Windows PowerShell

+t-ExecutionPolicy Unrestri

rotect you from scri
i Tt

cribed in the
inkID=
Help (d

Changing the execution policy might expos
on_Po opic at
ant to change the execution policy?

CAC DOI TAC VA THUONG HIEU DAO TAO
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
. Dia chi: Toa nha HTC, 236B Hoang Quadc Viét, Cau Gidy, Ha Noi

o Tiép theo gb IénhAdd-PSSnapin quest.activeroles.admanagement

(5 pc12-01 (57 WRKD8-D1

Select Administrator: Windows PowerShell

ft Corporation. A1l rights reserved.

Set-ExecutionPolicy Unrestricted

o Va0 6 C, tao thu muc “bin”.

51 pc1z-01 {1 WRK08-01
=N Local Disk (C)
“ Home Share View
-23-_,' - 1t i b Computer » Local Disk () »
‘¢ Favorites MName Date modified Type Size
B Desktop . Microsoft Office ProPlus 2013 SP1 VL x64 ... F2016 &:18 PM File folder

212:44 AM  File folder
15l Recent places J Program Files 1/18/2016 8:53 PM  File folder

6 &:42 PM File folder

4. Downloads J Perflogs 7/

. Program Files (x26)
4 Libraries ) Users File folder
3 Decuments . Windows 1/18/2016 8:22 PM File folder
J’- Music . bin 1/18/2016 11:43 PM  File folder
k= Pictures

B Videos

1M Computer

i‘y Metwork

CAC DOI TAC VA THUONG HIEU DAO TAO
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
-y < Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

b

o Copy file Excel va file PowerShell vao thu muc “bin” .

Hpc1z-01 {77 WRKD8-01

L EN = bin
“ Home Share View

(-l * 4 | . v Computer » Local Disk (C:) » bin
S
'r Favorites MNarne Date modified Type Size
B Desktop -] NewUsers Microsoft Excel C... 1 KB
4 Downloads & NewlUsers Windows PowerS... | KB

=\ Recent places

7l Libraries
3 Documents
J Music
= Pictures

B Videos

/8 Computer
*?I_i Metwork

o Vao PowerShell, g& lénh di chuyén dén 6 C
= Cd c:\
= G0 lénh dir dé liét ké cac thu muc trong 6 C.

(5] WRKDB-01

Administrator; Windows PowerShell

e
012 Microsoft Corporation. All rights reserved.
Administrators> Set-ExecutionPolicy Unrestricted
that you do not trus Changing the execution policy might e
_Policies help topic at i
o change the execution policy?

. admanagement

ft office ProPlus 2013 SP1 V 64 en-Us

CAC BOI TAC VA THUONG HIEU DAO TAO 190




B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
-y Y Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

= G6 Iénh cd bin dé di chuyén vao thu muc bin
= Lénh dir dé liét ké cac file trong thu muc bin.

1] WRK0S-01

Administrator: Windows PowerShell

e
2012 Microsoft Corporation. A1l rights reserved.

Administrato Set-ExecutionPolicy Unrestricted

Length Name

ProPTus 2013 5P1 VL

Length Name

CAC DI TAC VA THUONG HIEU DAO TAO
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BACHKH /A

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o G&lénh \NewUsers.psl dé chay file Powershell trong thu muc bin.

= Két qua nhu sau:

cd bin
bin> dir

Directory: \bin

Mode LastWwriteTime

Length Name
487 New-Use

576 New-Users
29184 New-User

ew-Users. psl

or more headers were not specified. Default names starting with "H"

DN

have been used in place of any miss

Nguyen Quoc Hung
Nguyen Quoc Hung
“hu Hong Quan
Hong Quan
Van Truong
Van Truong
Van Nghia
Van Nghia
Vu Van Cuong
/u Van Cuong
Nguyen Tien Cuong
Nguyen Tien Cuong

CN=Nguyen Quoc Hung,OU=Technical,OU=HANOI,DC=bkaptech,DC=vn
CN=Nguyen Quoc Hung,0U=Technical,OU=HANOI ,DC=bkaptech =vn
CN=Chu Hong Quan,0U=Technical,0U=HANOI,DC=bkaptech,DC=vn
CN=Chu Hong Quan, echnical,OU=HANOI,DC=bkaptech,DC=vn
CN=Luu Van Truong,0U=Sale,0U=HANOI,DC=bkaptech,DC=vn

CN=Luu Van Truong,0U=Sale,OU=HANOI ,DC=bkaptech,DC=vn

CN=Luu ale,0U=HANOI ,DC=bkaptech,DC=vn

CN=Luu ale,0U=HANOI ,DC=bkaptech,DC=vn

CN=Vu Van Cuong,OU=Technical,OU=HANOI,DC=bkaptech,DC=vn
CN=Vu Van Cuong,0U=Technical,0U=HANOI,DC=bkaptech,DC=vn
CN=Nguyen Tien Cuong,0OU=Marketing,0U=HANOI ,DC=bkaptech,DC=vn
CN=Nguyen Tien Cuong,0OU=Marketing,0U=HANOI,DC=bkaptech,DC=vn

PS C:\bin>

o Vao Active Directory User and Computer dé kiém tra.
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

Bai 5:
NETWORK MONITOR

Céc ndi dung chinh sé duge dé cap:

v" Str dung Network Monitor 3.4 va giam sat Iuu lwong mang.

5.1 Cai dat Tool Network Monitor 3.4 & Giam sat luu lwgng mang.
1. Yéu cau bai lab:

+ Cai dat Tool Network Monitor 3.4 trén may Server BKAP-SRV12-01.,

e Chup luu lwong mang bang Network Monitor.
e Phan tich luu lwvong mang ma ching ta vira bat.
e Loc Iuu luong mang.

2. Yéu cau chuin bj:

+ Trén may Server BKAP-DC12-01 d3 nang cap lén Domain Controller:
bkaptech.vn.

+ May Server BKAP-SRV12-01 di Join vao mién bkaptech.vn.
+ May tram BKAP-WRKO08-01 di Join vao mién bkaptech.vn.

Website: www.bachkhoa-aptech.com 5
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO Aptech 4 s CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011 _
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HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

BACHKH A

EDUCATION \P |

3. M0 hinh Lab:

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH

BACHKH 7A
EEX TSI TWAPTECH
Lab 5.1 Str dung Network Monitor 3.4 va giam sdt lwu lirong mang |

BKAP-DC12-01

IP address: 192.168.1.2

Subnet mask: 255.255.255.0
Default gateway: 192.168.1.1
Preferred DNS server: 192.168.1.2
BKAP-SRV12-01 Domain: bkaptech.vn
IP address: 192.168.1.3

Subnet mask: 255.255.255.0
Default gateway: 192.168.1.1
Preferred DNS server: 192.168.1.2
Domain: bkaptech.vn

«

BKAP-WRKO08-01

IP: 192.168.1.10/24 I

GW:192.168.1.1

Preferred DNS: 192.168.1.2 o |
=

‘memmstwesAemEm, T

‘\
'\ l
‘ BKAP-WRKO08-02
IP: 192.168.1.11/24
_ GW:192.168.1.1
o Preferred DNS: 192.168.1.2
|

Hinh 5.1
So' dé dia chi nhw sau:
Théng s6 BKAP-DC12-01 | BKAP-SRV12-01 | BKAP-WRKO08-01
IP address 192.168.1.2 192.168.1.3 192.168.1.10
Subnet Mask 255.255.255.0 255.255.255.0 255.255.255.0
Default gateway 192.168.1.1 192.168.1.1 192.168.1.1
Preferred DNS Server | 192.168.1.2 192.168.1.2 192.168.1.2

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com

CAC DOl TAC VA THUONG HIEU DAO TAO

Tel: (04) 3755.4010/ (04) 3755.4011




B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH Pia chi: Téa nha HTC, 236B Hoéng QU6C Viét, Cau Giéi'y, Ha Néi

Hwéng dan chi tiét:

e Thuc hién trén mady BKAP-DC12-01:
o Tao OU IT, trong OU IT tao User hungng.

File Action Wiew Help
e 2E 0| XECE B L aaTEw

] Active Directory Users and Com|| Name Type Description
B [ Saved Queries & Mguyen Quoc Hung User
4 3 bkaptechwn
p [ | Builtin
b | Computers
- [ Domain Controllers
b [ ForeignSecurityPrincipall
| Managed Service Accour
] Users

(<] m [>]

e Chuyén sang may Client BKAP-WRKO08-01, thuc hién Join vao Domain,
dang nhap bang tai khoan hungng.

Website: www.bachkhoa-aptech.com > F < = X
Email: care@bachkhoa-aptech.com CAC BOI TAC VA THUONG HIEU DAO TAO Microsoft CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

Other user

bkaptech\hungng

Sign in to: bkaptech

1= System
1t 1B » Control Panel » System and Security » System v & Search Control Panel »
[ 2]
Control Panel Home . - .
View basic information about your computer
f Device Manager Windows edition
% Remote settings Windews 2.1 Pro
f¥ System protection © 2013 Microsoft Corperation. All rights
B Advanced system settings reserved.
Systermn
Processon Intel(R) Core(TM) i7-27600M CPU @ 2.40GHz 2.40 GHz
Installed memery (RAM):  2.00 GB
Systern type: 64-bit Operating Systern, x64-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name: BEAP-WRED2-01

B Change settings

Full computer name: BEAP-WRKD2-01.bkaptech.vn

Computer description:

Domain: bkaptech.vn

Windows activation

Windows is not activated. Read the Microsoft Software License Terms

Product ID: 00261-30000-00000-AA989

Action Center

Windows Update

CAC DI TAC VA THUONG HIEU DAO TAO

Activate Windows
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
. : Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

e Chuyén sang may BKAP-SRV12-01, tién hanh Join may Server vao Domain,
dang nhap bang tai khoan Administrator.

Other user

bkaptech\administrator

SESBBBEN

Sign in to: bkaptech

CAC DI TAC VA THUONG HIEU DAO TAO
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BACHKH A HE THONG PAO TAO CNTT QUGC TE BACHKHOA-APTECH

EENTSAETW APTECH Pia chi: Téa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi
il
T |n¥| » Control Panel » System and Security » System v & | | Search Control Panel o |

Contrel Panel Home

@ Device Manager
@ Remote settings
@ Advanced system settings

See also
Action Center
Windows Update

View basic information about your computer

Windows edition

Windows Server 2012 Datacenter Evaluation

@ 2012 Microsoft Corporation. All rights reserved. ==WWindOWS Server°2012

System
Processon Intel(R) Core(TM) i7-27600M CPU @ 2.40GHz 2.40 GHz
Installed memory (RAM):  2.00 GB
Systern type: B4-bit Operating System, x64-based processor
Pen and Touch: No Pen or Teuch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name: BKAP-5RV12-01 |@Change settings
Full computer name: BKAP-SRV12-01.bkaptech.vn
Computer description:

Damain: bkaptech.wvn

Windows activation

Windows is activated View details in Windows Activation

Product ID: 00124-40000-00001-AA142

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
- e Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

EDUCATION

o Thuc hién trén may BKAP-SRV12-01, cai dat cong cu Network
Monitor 3.4
= Click vao Finish dé hoan tat qua trinh cai dat.

(5 BrAP-DC12-01 (51 BKAP-SRV12-01 (51 BRAP-WRK0S-01

i Microsoft Network Monitor 3.4 Setup - 2.4.2350.0

Completing the Setup Wizard E\/J_)

‘fou have successfully completed the Microsoft Metwork Monitor 3.4 Setup
Wizard,

Click the Finish button to exit the Setup Wizard.
If this is your first time installing Microsoft Network Monitor on Windows Vista or

Windows Server 2008 and above, you must log off and log back on to capture
traffic.

CAC DOl TAC VA THUONG HIEU DAO TAO




BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Mo céng cu Network Monitor 3.4 , Click chon vao New capture tab
dé mo tab mai.

1#5] Microsoft Network Monitor 3.4 - | o[
File View Tools Help
| New Capture ¥ Open Capture {2 Parser Profiles v [:] Options @) How Dol v
Recent Captures X ||Getting Started with Microsoft Network Monitor 3.4 X
Create:  Mew capture tab Welcome to ~
Open:  Capluretie.. Microsoft Network Monitor 3.4

Microsoft Network Monitor is a tool for viewing the contents of network packets that are =
being sent and received over a live network connection or from a previously captured data
file. It provides filtering options for complex analysis of network data.

What's New
+ User Interface Refresh: The Network Monitor Ul has evolved. New features have
been added and previously hard-to-find features have been made more readily

available.
Select Networks X + Parser Configuration Management: Parsers are now installed with profiles that
%0 Properties | 74 P-Mode allow you to easily switch between parser configurations with the Parser Profiles
Friendly Mame Descrig toolbar button. These configurations are also cached, removing the need to
Ethernetd Intel(R] recompile when you switch between them.
isatap. {13647 58€-DDB3-48AA-8D49-9BD0D022DB33} Micros + Column Management: Network Monitor will automatically choose a column
[] ND1SWANBH VAN M

layout based on the type of file being opened. This column layout is applied to
the Frame Summary Window. This layout can be modified and saved for future
use. In addition, two extra layouts for HTTP and TCP diagnostics are included.

+ Color Rules: Network Monitor can now save sets of Color Rules to files for easy
sharing. You can also right-click in the Frame Summary and Frame Details
windows to add a new Color Rule.

< m > +  Window Layout Dropdown: The new window layout dropdown provides v

[ Reusable ISATAP Interface {BEDF506E-85FC-4325-B6AD-B7D3COSFF24C} Micros

Version 3.4.2350.0

o Click chon vao Start( hoic an F5) dé cong cu bit dau qua trinh 1am

Viéc.
Microsoft Network Monitor 3.4
tdit  View Frames Capture Filter Experts Tools Help
1 Capture ¥ Open Capture E Save As | i Capture Settings I Pause @ Stop 54! Layout v 2 Parser Profiles » 2] Opti
turel Start P AP e r—
|@ = -age | =2 arsers_| = Start Capture F5
wrk Conversations < | |Display Filter
Press "Start” button tobegin g | 7 _ apply & Remove | & History + 7 Load Filter g SaveF
Frame Summary
% Find + 4 4 3 Autoscroll f& Color Rules ,‘;‘P, Aliase
Frame Mumber Time Date Local Adjusted = Time Offset  Process Mame = Source Destination Protocol Name  Description
<] [
|Frame Details X ||Hex Details
I LI [ [

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO

Tel: (04) 3755.4010/ (04) 3755.4011




B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Quadc Viét, Cau Gidy, Ha Noi

e Chuyén sang may Client BKAP-WRK08-01, thuyc hién ping sang may
BKAP-SRV12-01 va BKAP-DC12-01.
o Ping dén may BKAP-SRV12-01.

=N CAWindows\system32\cmd.exe - ping 192.168.1.3 -t

icrosoft Windows [Uersion 6.3.76001
Cc) 2813 Microsoft Corporation. All rights reserved.

sUsersshungngXping 192 . 168.1.3 -t

inging 192.168.1.3 with 32 butes of data:

eply from 192_168.1.3: bytes=32 time{ims TTL=128
eply from 192_168.1.3: bytes=32 time{ims TTL=128
eply from 192_168.1.3: bytes=32 time{ims TTL=128
Reply from 172.168.1.3: bytez=32 time<imsz TTL=128

o Ping dén may BKAP-DC12-01.

o1 CAWindows\system32\cmd.exe - ping 192.168.1.2 -t

icrosoft Windows [Uersion 6.3.76001
c) 2013 Microsoft Corporation. All rights reserved.

sUsersshungng>ping 192 .168.1.2 —t

inging 192_.168.1.2 with 32 bytes of data:
192.168.1.2: bytes=32 time<ims TTL=128
192.168.1.2: bytes=32 time<ims TTL=128
192.168.1.2: bytes=32 time<ims TIL=128
192.168.1.2: bytes=32 time<ims TIL=128

‘ JILLIE ‘ ComgTlA

cisco

. Microsoft |

_ |
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B ACH KH e A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

e Trén may BKAP-SRV12-01, bit duoc gai tin khi may tram thuc hién ping
dén may DC.

File Edit View Frames Capture Filter Experts Tools Help

|| Mew Capture ,_,_" Open Capture gSaveAs | &a; Capture Settings P “tart 1 Pause Stop EF Layout = &3 Parser Profiles = 2] Options @) How Dol ~
(@ Cortre? [ St Page [ G2 Pamess|
Network Conversations X ||Display Filter X
Eﬁ All Traffic W Apply & Remove ‘ 0 History ~ 7, Load Filter = “\j Save Filter (7 Clear Text
B g My Traffic

A

] <Unknown>
=) g Other Traffic

e | mesmm x

% Find ‘ f EAu'toscroH 32 Color Rules ﬁ Aligses « Columns =
Frame Number = Time Date Local Adjusted  Time Offset  Process Name  Source Destination Protocol Mame  Description -~
170 8:40:20 PM 12/23/2015  249.7573723 192.168.1.3 BKAP-WRKD8-01 ICMP ICMP:Echo Reply Message, From 192,168.1
171 21PM 12/23/2015  250.7729471 BKAP-WRKO3-01 192.168.1.3 ICMP ICMP:Echo Request Message, From 192. 16§
172 21PM 12/23/2015  250.7730399 192.168.1.3 BKAP-WRKD3-01 ICMP ICMP:Echo Reply Message, From 192,168, 1
173 22 PM 12/23/2015 2517837870 BKAP-WRKO3-01 192.168.1.3 ICMP ICMP:Echo Request Message, From 192. 16§
174 122 PM 12/23/2015 2517839376 192.168.1.3 BKAP-WRKD3-01 ICMP ICMP:Echo Reply Message, From 192,168, 1
175 8:40:23 PM 12/23/2015  252.8050072 BKAP-WRKO3-01 192.168.1.3 ICMP ICMP:Echo Request Message, From 192. 16§
176 8:40:23 PM 12/23/2015  252,8052514 192.168.1.3 BKAP-WRKD3-01 ICMP ICMP:Echo Reply Message, From 192,163
177 24 PM 12/23/2015  253.53210618 BKAP-WRKO3-01 192.168.1.3 ICMP ICMP:Echo Request Message, From 192,
178 24PM 12/23/2015  253.8212453 192,168.1.3 BKAP-WRKD3-01 ICMP ICMP:Echo Reply Message, From 192,168, 1
179 25PM 12/23/2015  254.8508567 BKAP-WRKO3-01 192.168.1.3 ICMP ICMP:Echo Request Message, From 192, 16§
180 25PM 12/23/2015  254.8510817 192,168.1.3 BKAP-WRKO8-01 ICMP ICMP:Echo Reply Message, From 192,168, 1
181 26 PM 12/23/2015  255.8695370 BKAP-WRKDB-01 192.168.1.3 ICMP ICMP:Echo Request Message, From 192, 15¢
182 26 PM 12/23/2015  255.8698116 192,168.1.3 BKAP-WRKO8-01 ICMP ICMP:Echo Reply Message, From 192,168, 1 -
1 |q -AN.77OM 1702209015956 B qu::“ BKADANDKNAA 107 162 13 |n~un TOMD:Echa Danuact Mareans Eram 107 1):;

<

Frame Details X ||Hex Details X

-Frame: Number = 23, Captured Frame Length = 74, Me \'::2 Decode As | Width '|Prot0fﬁ0(0)d]]) Frame Off: 0 (0x00)
-Ethernet: Etype = Internet IP (IPFv4),Destinationid 0000 00 OC 29 B2 A2 06 00 OC

-Ipv4: S5rc = 1%92.,168.1.10, Dest = 192.168.1.3, Next 0o0s 28 2E SF 44 08 00 45 00
-Icmp: Echo Request Message, From 192.168.1.10 To 1||ggio 00 3C 57 C5 00 00 280 01
0018 S5F 9E CO &S 01 0A CO RS
0020 01 03 08 00 4D S5A 00 01 .... .
< m ‘ > [|0028 00 01 61 &2 63 64 65 €6 ..abcdef ™

~

Version 3.4.2350.0 % Displayed: 303 Dropped: 0 Captured: 303 Pending: 0 Focused: 23 Selected: 1

File Edit View Frames Capture Filter Experts Tools Help

|| New Capture ¥ Open Capture ESaveAs | fF Capture Settings B Start 0 Pause Stop ! Layout + & Parser Profiles = 2] Options @ HowDol ~
@ Capturel |© Start Page I [y Parsers |
Metwork Conversations X || Display Filter x
B E Al Traffic W_ Apply & Remove | o History = 7, Load Filter + i Save Filter 2 Clear Text
El- 5 My Traffic
+- ] <Unknownz :
] system (4)
g | S x
- <Unknown > X .
T <unknown % Find > 4 % EAu‘toscroll 7 Color Rules M Aliases ~ Columns =
Frame Mumber ~ Time Date Local Adjusted  Time Offset Process Mame  Source Degtingtion Protocol Name  Description ES
317 8:43:12PM 12/23/2015  421.3024299 System BKAP-DC12-01  192.168.1.3 SMBE2 SME2:R SESSION SETUP (Dx1), SessionFlal
318 8:43:12PM 12/23/2015 4213032847 System 192,168.1.3 BKAP-DC12-01  SMB2 SME2:C TREE COMNECT (0x3), Path=\\BK}
319 8:43:12PM 12/23/2015  421.3037743 System BKAP-DC12-01  192.168.1.3 SME2 SMB2:R TREE COMNECT (0x3), TID=0x1
320 8:43:12PM 12/23/2015 4213039005 System 192,168.1.3 BKAP-DC12-01  SMB2 SME2:C IOCTL (Oxb), FID=0xFFFFFFFFFFI
321 8 12 PM 12/23/2015  421.3043517 System BKAP-DC12-01  192.168.1.3 SME2 SMB2:R IOCTL (Oxb)
322 8 12PM 12/23/2015  421,3045176 System 192,168.1.3 BKAP-DC12-01  SMB2 SME2:C IOCTL (Oxb), FID=0xFFFFFFFFFFI
323 8 12 PM 12/23/2015  421.3048020 System 192.168.1.3 BKAP-DC12-01  DFSC DFSC:Get DFS Referral Request, FileName:
324 8 12PM 12/23/2015  421,3049525 System BKAP-DC12-01  192.168.1.3 SMB2 SMEZ:R IOCTL (Oxb)
325 8 12 PM 12/23/2015  421.3056872 System BKAP-DC12-01  192.168.1.3 DFSC DFSC:Get DFS Referral Response, Numberd
326 8 12PM 12/23/2015  421,3057838 System 192,168.1.3 BKAP-DC12-01 TCP TCP:Flags=...A...., SrcPort=51460, DstPor
327 8 14PM 12/23/2015  423.9527804 System 192.168.1.3 BKAP-DC12-01  5MB2 SMB2:C IOCTL (Oxb), FID=0xFFFFFFFFFF
328 8 14PM 12/23/2015  423.9534420 System BKARP-DC12-01  192.158.1.3 SMB2 SMEZ:R IOCTL (Oxb)
329 8 14PM 12/23/2015  423.9677018 System 192.168.1.3 BKAP-DC12-01 TCP TCP:Flags=...A...., SrcPort=61460, DstPor v
2 CMRT CMR2: TOFE MTSCORMMECT Mwvd) TTR—y
< n >
Frame Details X ||Hex Details X
-Frame: Number = 23, Captured Frame Length = 74, Me l:? Decode As | Width = Prot Off: 0 (0x00) Frame Off: 0 (0x00)
-Ethernet: Etype = Internet IP (IPv4),Destinationid) hooo 0o oc 29 B2 A2 06 00 OC N
Ipv4: S5rc = 192.168.1.10, Dest = 192.168.1.3, Next DooE 29 2E 9F 4A OB 00 45 00
-Icmp: Echo Reqguest Message, From 192.168.1.10 To 1(|jgpioc 00 3C 57 C5 00 00 80 01 |E|
00ls SF 9E CO A8 01 OA CO ARS8
0020 01 03 08 00 4D 5A 00 01 .... -
< m | >|[0028 00 01 &1 62 €3 64 65 66 ..abcdef v
Version 3.4.2350.0 @ Displayed: 336 Dropped: 0 Captured: 336 Pending: 0 Focused: 23 Selected: 1 K |

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
EDUCATION Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

Bai 6:
CAI PAT VA CAU HINH DICH VU DHCP

Cé&c ndi dung chinh sé dwgc dé cap:

v/ Cai dat va cdu hinh quan Iy DHCP Server két hop véi AD.
v/ Cai dat va cau hinh DHCP Relay Agent.
v" Sao luu va khoi phuc DHCP Server.

6.1 Cai @it va cau hinh quan ly DHCP Server két hop véi AD
1. Yéu cau bai lab:

+ Cai dat va cau hinh dich vu DHCP Server trén may Server BKAP-SRV12-01 sao
cho:

- Tao mot Scope c0 tén la [192.168.1.0] DHCP — LANA.

- Trir ra cac dia chi danh cho Gateway va cac may Server, Printla :
192.168.1.1 — 192.168.1.20.

- Cho phép cac may tram nhan dia chi tir : 192.168.1.21 — 192.168.1.254

- Domain :bkaptech.vn.

- Router :192.168.1.1.

- DNS Server :192.168.1.2.

- Thiét lap dia chi IP ¢6 dinh cho may tram c6 tén 1a BKAP-WRK08-02.

2. Yéu cau chuan bj:

+ Chuan bi may Server BKAP-DC12-01 d& nang cap 1én Domain Controller dé
quan ly mién bkaptech.vn.

+ Chuan bi may Server BKAP-SRV12-01 d4 Join vao Domain bkaptech.vn.
+ May tram BKAP-WRK08-01 , BKAP-WRK08-02 di Join vao mién bkaptech.vn.

mail: care@bach ptech. CAC DOI TAC VA THUONG HIEU DAO TAO

Tel: (04) 37554010/ (04) 3755.4011



BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
, Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

3. M0 hinh Lab:

HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH B ACHKH A

[EDUCATION Ju C
Lab 6.1 Céiu hinh va quan ly DHCP tich hop véi AD AFPTECH
BKAP-DC12.01 BKAP-SRV12-01 Scope [192.168.1.0] bkaptech.vn
- h 1P: 192.168.1.3/24
IP: 192.168.1.2/24 GW: 192.168.1.1 Start IP address End IP address Descpription
GW: 192.168.1.1 Preferred DNS: 192.168.1.2 Address Pool 192.168.1.1 192.168.1.20 IP Address Exclusion
DXS Server: 192.168.1.2 DHCP Server: 192.168.1.3 192.168.1.1 192.168.1.254 Address range
7S- Join D in: bka; h.v: =
Preferred DNS: 192.168.1.2 o Dot ptech.m Client IP address Name Tvpe
Domain controller: bkaptech.vn Address
192.168.1.15 BEAP WRKDS-01 DHCP
Leases
- 192.168.1.16 BEAP-WREDS-02 DHCP
—_— Reservations Reservation Name IP address MAC address
¥ BEAP WRKDS 02 | 192.168.L50 00-0C-29-7D-63-B2
Option Name Value
Scope Options 003 Router 192.168.1.1
006 DNS Server 192.168.1.2
015 DNS Domain Name bkaptech.an

U
| | BKAP-WRK08-02

1IP: 192.168.1.50/24
BKAP-WRK(08-01 GW- 102.168.1.1
DHCP Client N . Preferred DNS: 192.168.1.2
| ! £ - |—_-—_°— DHCP Client
="

sSmcmemeswe ™ Mac address: 00-0C-29-7D-63-B2

Hinh 6.1

So' dé dia chi nhw sau:

Théng sb BKAP-DC12-01 | BKAP-SRV12-01 | BKAP-WRK08-01
IP address 192.168.1.2 192.168.1.3 DHCP Client
Subnet Mask 255.255.255.0 255.255.255.0 255.255.255.0
Default gateway 192.168.1.1 192.168.1.1 192.168.1.1
Preferred DNS Server 192.168.1.2 192.168.1.2 192.168.1.2

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO

Tel: (04) 3755.4010/ (04) 3755.4011



BACHKH A HE THONG DAO TAO CNTT QUGC TE BACHKHOA-APTECH
EETSATTW AP TE CH Dia chi: Toéa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

Huwoéng ddn chi tiét:

e Thuc hién trén may server BKAP-SRV12-01:
o Cai dat dich vu DHCP Server.
» Mo Server Manager / Add roles and features.

[FlBKAP-DC1201 | (51 BKAP-SRV12-01 * | [5]1BKAP-WRKOB-01

Manage

Server Manager * Dashboard @ F

WELCOME TO SERVER MAMAGER

Dashboard

=
B Local Server

ii All Servers.

0 Configure this local server

&g File and Storage Services P

QUICK START

2 Add roles and features

3 Add other servers to manage
WEATE AW 4 Create a server group
LEARN MORE

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO
Tel: (04) 3755.4010/ (04) 3755.4011




B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoa‘mg QUGC Viét, Cau Giéy, Ha Néi

= Tai cira s6 Select server roles , click chon vao dich vu DHCP
Server. Sau d6 nhan vao Next.

DESTINATIOMN SERVER
Select server roles BKAP.SRV12.01
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
serversecton [[] Active Directory Certificate Services ke Efon;:';i (':;:Is{t: E)o;:E:rraetrig;Ies 5
[] Active Directory Domain Services to centrally configure, manage, and
Features [[] Active Directory Federation Services provide temporary IP addresses and
DHCP Server [] Active Directory Lightweight Directory Services ;‘:}';‘;:b:':"“a“"" for client
Cornfirmation [] Active Directory Rights Management Services
[] Application Server
DHCP Serve: =
[] DNS Server
[] Fax Server
b [®] File And Storage Services (Installed)
[] Hyper-v
[] Metwork Policy and Access Services L |
[] Print and Document Services
[] Remote Access
[[] Remote Desktop Services 5]
< Previous | | Next > | | Install | | Cancel

Website: www.bachkhoa-aptech.com > F < = X
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO Microsoft CompTlA 206
Tel: (04) 3755.4010/ (04) 3755.4011




B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoa‘mg QUGC Viét, Cau Giéy, Ha Néi

= Tai cira s6 Confirm installation selections, click vao Install dé
Server bat dau cai dat dich vu DHCP.

. . . DESTINATION SERVER
Confirm installation selections BAP-SR12-07
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Typs [] Restart the destination server automatically if required
Server Selection Opticnal features (such as administraticn tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features

DHCP Servar DHCP Server

Remote Server Administration Tools

Confirm

Role Administration Tools
CHCP Server Tools

Export configuration settings
Specify an alternate source path

<Previous | Next> | | nstall || Cancel

Website: www.bachkhoa-aptech.com > F < = X
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO Microsoft CompTlA 207
Tel: (04) 3755.4010/ (04) 3755.4011




B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B SARIW APTECH Pia chi: Toa nha HTC, 236B HOéng Qu6c Viét, Cau Giéy, Ha Néi

= Sau khi may chu cai dat xong, click vao Close dé két thic qua

trinh cai dat.

Installation progress

View installation progress

o Feature installation

DHCP Server
Launch the DHCP post-install wizard
Complete DHCP configuration

Remote Server Administration Tools

Role Administration Tools
DHCP Server Tools

Export configuration settings

Configuration required. Installation succeeded on BKAP-SRV12-01,

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

DESTINATION SERVER
BKAP-SRV2-01

| < Previous | | Mext > | | Close

| | Cancel

o Thuc hién ciu hinh dich vu DHCP Server:
= Vao Server Manager / Tools ,chon vao DHCP.

« Dashboard

| FA Manage

Tools

View Help

® Dashboard WELCOME TO SERVER MANAGER

Component Services

Computer Management

Defragment and Optimize Drives

B Local Server
BE All Servers

T o a Configure this lo

&g File and Storage Services B QUICK START
2 Add roles and fea

3 Add other servers

WILIAT'S MICIAD

DHCP

Event Viewer

iSCSI Initiator

Local Security Policy

QDBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor

Resource Monitor

ite: www.bachkhoa-aptech.com % F < = s
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO m CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011 —
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BACHKH A

EEXEYSIETW APTECH

HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

= Trong cira s6 DHCP, chudt phai tai IPv4, chon New Scope...

File Action View Help
&= #[f @
@ DHCP Actions
4 [ BKAP-SRV12-01 @ Adda
4[5 Pual Scope fol e ———
Display Statistics... Mare Actions 3
= e nge of [P
& New Scope.. gned to
&
4 - questing a
b i 1Py Mew Multicast Scope... dress. You must

Configure Failover...

Replicate Failover Scopes...

Define User Classes...
Define Vendor Classes...

Reconcile All Scopes...

Set Predefined Options...

Yiew

Refresh

Properties

Help

nfigure a scope
ic IP addresses
ed.

scope, on the

rmaticn about
HCP =erver, see

click New Scope.

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011




BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Quoc Viét, Cau Gidy, Ha No§i

= Tai cira 6 Scope Name, nhap tén caa scope: DHCP — LANA,
sau do6 click vao Next.

Scope Name o
You have to provide an identifying scope name. You also have the option of providing
a description.

Type a name and description for this scope. This information helps you quickhy identify
how the scope is to be used on your netwark.

Mame: IDHCF‘ - LANA

Description: I

Website: www.bachkhoa-aptech.com > F < = X
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B ACHKH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

= Tai ctra s6 IP Address Range / Start IP address va End IP
address, nhap dai dia chi IP DHCP server cap phat cho toan
mang. (192.168.1.1 — 192.168.1.254)

IP Address Range e
fou define the scope address range by identifying a set of consecutive IP addresses.

— Configuration settings for DHCF Server

Enter the range of addresses that the scope distributes.

Start IP address: |152.168. 1.1

End IP address: |152.163. 1 . 254

— Configuration settings that propagate to DHCF Client

Length: 24 _I

Subnet mask: |255255255 0

Website: www.bachkhoa-aptech.com = 5 % = 2
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
ESAEW APTECH bia chi: Toa nha HTC, 236B Hoa‘lng Qu6'c Viét, Cau Giéy, Ha Néi

= Tai ctra s6 Add Exclusions and Delay / Start IP address va
End IP address nhap dai dia chi DHCP server trir ra khdng cap
phat cho cdc may Client. (192.168.1.1 — 192.168.1.20 ), sau d6
click vao Add.

Add Exclusions and Delay o
Exclusions are addresses or a range of addresses that are not distibuted by the
server. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.

Type the |IF address range that you want to exclude. F you want to exclude a single
address, type an address in Start IF address only.

Start IP address: End IP address:

Excluded address range:

&dd
192.168.1.1to0 192.168.1.20 |

Subnet delay in milli second:

Website: www.bachkhoa-aptech.com % 5 % = 2 <
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

= Tai cira s6 Lease Duration, day 1a thoi gian hiéu luc cua 1 dia
chi IP do DHCP server cip phéat xudng may Client.

Lease Duration ——
The lease duration specifies how long a client can use an |P address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical netwark. For mobile netwarks that consist mainby of
portable computers or dialup clients, shorter lease durations can be useful.
Likkewise, for a stable network that consists mainly of deskiop computers at fixed
lozations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.
Limited to:
Days: Hours: Minutes:

[ [ o= [ o
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
ESAEW APTECH bia chi: Toa nha HTC, 236B Hoa‘lng Qu6'c Viét, Cau Giéy, Ha Néi

= Tai cta s6 Configure DHCP Options, chon Yes, | want to
configure these options now.

Configure DHCP Options e
fou have to configure the most comman DHCP options before clierts can use the

scope.

When clients abtain an address, they are given DHCP options such as the [P

addresses of routers {default gateways), DNS servers, and WINS settings for that
SCOpE.

The settings you select here are for this scope and ovemide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

¥ Yes, | want to corfigure these options now:

" No, | will corfigure these options later

<Back || Net> | | Cancel

Website: www.bachkhoa-aptech.com % F < = X s
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO [l Aprech ;e NI 7 760003000 8 CompTlA 214
Tel: (04) 3755.4010/ (04) 3755.4011 =



B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH

= Tai ctra s6 Router (Default Gateway) / IP address, nhap dia
chi 192.168.1.1, sau d6 click vao Add.

Rowuter (Default Gateway)
fou can specify the routers, or default gateways, to be distibuted by this scope.

To add an IP address for a router used by clients, enter the address below.

IP address:
||. . Add

152.168.1.1 Femove

Up
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B ACHKH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

= Tiép tuc click vao Next tai cac cira s6 Domain Name and DNS
Servers va cira so WINS Servers.
= Tai cira s6 Activate Scope, chon Yes, | want to activate this

SCOope now.

Activate Scope

Clients can obtain address leases only if a scope is activated.

Do you want to activate this scope now?

¥ Yes, | want to activate this scope now!

™ No, | will activate this scope |ater

<Back || Net> | | Cancel
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
. ‘ Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

= Tai cira s tiép theo, click vao Finish dé két thic qué trinh cau
hinh dich vu DHCP Server.

New Scope Wizard

Completing the New Scope
Wizard

You have successfully completed the New Scope wizard.

To provide high availability for this scope, corfigurs failover for
the newly added scope by right clicking on the scope and
clicking on configure failover.

To close this wizard, click Finish.

< Back ” Finizh | | Cancel
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B W APTECH Pia chi: Toa nha HTC, 236B HOi‘Ing Qu6c Viét, Cau Giéy, Ha Néi

e Chuyén qua may tram BKAP-WRKO08-01, cau hinh ché 6 nhan IP dong.
o Vao card mang caa may BKAP-WRKO08-01, chinh card mang ¢ ché do
Obtain an IP address automatically.

Internet Protocol Version 4 (TCP/IPv4) Properties

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@) Obtain an IP address automatically
(") Use the following IP address:

IP address: | . . . |

Subnet mask: | . . . |

Default gateway: | . . . |

(@) Obtain DNS server address automatically
(") Use the following DNS server addresses:

Preferred DRS server: | . . . |

Alkernakte DMNS server; | . . . |

Validate settings upon exit

| 0K || Cancel |
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
™D U C A 5 Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Mo cmd, gb lénh ipconfig /all dé kiém tra DHCP Server cap dia chi
IP dong.

(551 BKAP-DC12-01 (55 BKAP-SRV12-01 (5} BKAP-WRK08-01
»
9.
S
c ] C:\Windows\system32\cmd.exe Networl
[Ethernet adapter Ethernet@: |
Connection—specific DNS Suffix : bhkaptech.un I .
Description . . . . . . . . : Intel(R> 82574L Gigahit Network Connectio -onnections »
Physical Address. . . . ) : @8-BC-29-2E-9F-4A Eth

DHCP Enabled. . . . . . .
Autoconf iguration Enabled

Yes

: Yes

: feB8@::cd6B:9822:65h4:558f %23 (Preferredd

: 192.168.1.22(Preferredd r i

S SEe L oEec Lonnection De
: Thursday. December 24, 2015 2:09:18 AM

: Friday,. January 1, 2016 2:09:18 AM

Link-local IPuv6 Address
IPv4 Address. . . . . .
Subnet Mask . .
Lease Obtained.
Lease Expires .

Default Gateway . . . : 192.168.1.1 -
DHCP Server . . . . . : 192.168.1.3 Value
DHCPv6 IAID . . . . . : 58334761
DHCPv6 Client DUID. . : 80-01-88-01-1D-F1-32-1F-88-8C-29-2E-9F-4A bkaptech.vn
DNS © 192 .168.1.2 Intel(R) 82574L Gig
EPVERS . . . . . . . - : - S B
NetBIOS over Tcpip. . . . . : Enabled $D'DC’29'2E-9F"4A
\res
unnel adapter isatap.bkaptech.un: 192.168.1.22
Media State . . . . . . < . . . : Media disconnected 255.255.255.0
Connection—specific DNS Suffix . : bkaptech.un Thursday, Decemb:
Lease bxpires Friday, January 1,2
|Pv4 Default Gateway 192.168.1.1
IPv4 DHCP Server 192.168.1.3
IPv4 DNS Server 192.168.1.2

IPv4 WINS Server

NetBIOS over Tepip En...  Yes

Linkdocal IPv6 Address fe80::cd60:9822:6¢
IPv6 Default Gateway

IPv6 DNS Server

<

CAC BOI TAC VA THUONG HIEU DAO TAO
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BACHKH A HE THONG PAO TAO CNTT QUGC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Quoc Viét, Cau Gidy, Ha No§i

e Chuyén vé may BKAP-SRV12-01, thiét lap dia chi c6 dinh cho may tram
BKAP-WRK08-02.
o M¢ dich vu DHCP, tai Reservations, click chudt phai chon New
Reservation.
o Trong ctra s6 New Reservation, nhap vao cac théng s sau:
= Reservation name : BKAP-WRK08-02
= |P address : 192.168.1.50
= MAC address : ( nhap dia chi Physical Address cia may BKAP-
WRKO08-02 )

[7)! BRAP-DC1Z-U1 [Ty BRAP-5RV1Z-U1 | [7) BRAP-WRKUS-U1 7| [7) BKAP-WRKUB-02 =

Value

bkaptech.vn
Intel(R) 82574L Gigabit Network Connect
Physical Address 00-0C-25CD-DB-D8
DHCP Enabled Yes
|Pv4 Address 192.168.1.23
|Pv4 Subnet Mask 255.255.255.0
Lease Obtained Thursday, December 24, 2015 5:51:11 P|
Lease Expires Friday, January 1, 2016 5:51:11 PM
IPv4 Default Gateway 192.168.1.1
|Pv4 DHCP Server 192.168.1.3
IPv4 DNS Server 192.168.1.2
IPv4 WINS Server
NetBIOS over Tepip En...  Yes
Link4ocal IPv6 Address ~ fe80::a%6:2095:3b72:78cf %3
IPv6 Default Gateway
IPv6 DNS Server

( <

bia chi MAC cua may WRK08-02
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BACHKH A

EEX XS TWAPTECH

HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

e Chuyén sang may Client BKAP-WRK08-02 kiém tra:

(EekapDC1201 || [FiBKAP-SRV12-01 ¢ || (5} BKAP-WRK08-01

| (5 BKAP-WRKO08-02 *

Network Connection Details:

Property

Connection-specific DN...

Description
Physical Address
DHCP Enabled
IPv4 Address

IPv4 Subnet Mask
Lease Obtained
Lease Expires
|Pv4 Default Gateway
|IPv4 DHCP Server
IPv4 DNS Server
IPv4 WINS Server

NetBIOS over Tepip En...

Link4ocal IPv6 Address
|Pv6 Default Gateway
IPv6 DNS Server

<

Value

bkaptech.vn

Intel(R) 82574L Gigabit Network Connect,
00-0C-25CD-DB-D8

Yes

192.168.1.50

255.255.255.0

Thursday, December 24, 2015 5:56:20 P|
Friday, January 1, 2016 5:56:22 PM
192.168.1.1

192.168.1.3

192.168.1.2

Yes
fe80::a%6:2095:3072:78cf %3

Connectior

L

ion ——
Connectivi
Connectivi
ja State:
tion:

6.2 Cai @it va cau hinh DHCP Relay Agent.

1. Yéu cau bai lab:

+ Trén may BKAP-DC12-01 thuc hién cac cong viéc sau:

e Tao Scope 1[192.168.1.0] DHCP - LAN A
Va Scope 2 [ 131.107.1.0] DHCP - LAN B
e Surdung DNS Server : bkaptech.vn, IP la 192.168.1.2

+ Trén may Server BKAP-SRV12-01 thuc hién cac céng viéc sau:

e Thiét lap tinh ning Routing and Remote Access Server dé ndi thong 2 dai

mang.

e Thiét 1ap DHCP Relay Agent nhan dia chi IP tir dai: 131.107.1.0/24

2. Yéu cau chuan bj:

+ Chuén bj 1 may Server BKAP-DC12-01 d3 nang cap 1én Domain Controller dé

quan ly mién bkaptech.vn

Website: www.bachkhoa-aptech.com
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

+ May Server BKAP-SRV12-01 géin 2 card mang ( VMnet2 va VMnet3)

+ May tram BKAP-WRKO08-01 trong dai mang VMnet2 nhan IP dong tu dai
192.168.1.0/24

+ May tram BKAP-WRK08-02 trong dai mang VMnet3 nhan IP déng tr DHCP
Relay Agent véi dai 131.107.1.0/24

3. M0 hinh lab:

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH BACHKH 7 A

c [EDUCATION J
Lab 6.2 Cau hinh DHCP Relay Agent
y ‘\F;“S\N
& = ,

BKAP-WRK08-02

<
BKAP-DC12-01 /
IP: 192.168.1.2/24
GW:192.168.1.1
Preferred DNS: 192.168.1.2
DNS Server
DHCP Server

Domain controller: bkaptech.vn
- BKAP-SRV12-01
» -
1. Router
C 2. DHCP Relay Agent
— "

IP: 192.168.1.1/24
Preferred DNS: 192.168.1.2

IP: 131.107.1.124
Preferred DNS: 192.168.1.2

S

S
D b
Ly
Hinh 6.2
So dé dia chi nhw sau:
Théng sb BKAP-DC12-01 | BKAP-SRV12-01 BKAP-WRK08-02
IP address 192.168.1.2 VMnet 2: 192.168.1.1 | DHCP Client
VMnet 3: 131.107.1.1

Subnet Mask 255.255.255.0 255.255.255.0 255.255.255.0
Default gateway 192.168.1.1 131.107.1.1
Preferred DNS Server | 192.168.1.2 192.168.1.2

Website: www.bachkhoa-aptech.com
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B ACHKH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

Huwoéng ddn chi tiét:

e Thuc hién trén may BKAP-DC12-01, cai dit va cau hinh dich vu DHCP
Server. (bailab 6.1)
o Mo dich vu DHCP Server, tao 2 scope:
= Scope 1: DHCP - LANA [192.168.1.0/24]
= Scope 2 : DHCP - LANB [131.107.1.0/24]

File Action View Help

Y EEERIEE

@ DHeP Actions
4 i bkap-dc12-01.bkaptech.wvn @ Authorize the DHCP Server
4[5 Pvd] R
I 3 Scope[131.107.1.0] DHCP - LAMBE Mare Actions

A DHCP server must be authorized in the

b [ Scope[192.162.1.0] DHCP - LANA Active Directory before it can assign P

L_E Server Options addresses. Authorization is a security
(4] Policies precaution that ensures that only
p [ Filters authorized DHCP servers run on your
b % IPvE network.

To authorize this DHCP server, navigate to
the server node and on the Action menu,
click Authorize, You will need to login as a
domain user with requisite privileges to
authorize the server,

Authorization may take a few moments to
complete, For a status update, either press
F3, ar on the Action menu, click Refresh.

For more information about setting up a
DHCP server, see online Help.
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BACHKH A HE THONG PAO TAO CNTT QUGC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Quoc Viét, Cau Gidy, Ha No§i

e Chuyén sang may Client BKAP-WRK08-01 kiém tra cap phat IP dong tir
may DHCP Server.

(551 BRAP-DC12-01

‘e
=

% | [51BKAP-SRV12-02 % | [} BKAP-WRK08-01 *

RECycIEBIn

Network Connection Details:

Property Value

Connection-specific DN... bkaptech.vn

Description Intel(R) 82574L Gigabit Network Connect

Physical Address 00-0C-29-2E-5F-4A 4l » Network and Internet
DHCP Enabled Yes

iPv4 Addrées 192.169.1.22 | device Diagnose this ¢
IPv4 Subnet Mask 255.255.255.0

Lease Obtained Thursday, December 24, 2015 7:01:22 PI| | };op =  Ethernt
Lease Expires Friday, January 1, 2016 7:01:22 PM & bkapte
IPv4 Default Gateway ~ 192.168.1.1 MArea .. @ Intel(R)
IPv4 DHCP Server 192.168.1.2

IPv4 DNS Server 192.168.1.2

IPv4 WINS Server

NetBIOS over Tepip En...  Yes

Linkdocal IPv6 Address  fe80::cd60:5822:65b4:558 %3
|Pv6 Default Gateway

IPv6 DNS Server

<
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B W APTECH bia chi: Toa nha HTC, 236B HOéng Qu6'c Viét, Cau Giéy, Ha N@l

e Chuyén sang may BKAP-SRV12-02,c4u hinh DHCP Relay Agent:
o Kiém tra card mang cua may BKAP-SRV12-02 (c6 2 card mang
VMnet2 va VMnet3 )

[l BKAP-DC12-01 % | (5] BKAP-SRV12-02 » | (5 BKAP-WRK0S-01

T+ |-—@ » Control Panel » MNetwork and Internet » MNetwork Connections »

Organize ~
~| | VMnet2 ~|/ VMnet3
i Unidentified network i Unidentified network
@ Intel(R) 82574L Gigabit Network C... @ |ntel(R) 82574L Gigabit Network C...
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Quadc Viét, Cau Gidy, Ha Noi

o Kiém tra dat IP address cho card VMnet2 va VMnet3.

[} BKAP-DC12-01 [%}! BKAP-SRV12-02 [4 BKAP-WRK08-01

g Network Connections
T ,_lL- ¢ Control Panel » Metwork and Internet » MNetwork Connections
e T in [ [=a 5]
EN Administrator: C:\Windows\system32\cmd.exe -
I: Primary Dns Suffix ~
— 'hﬂ Mode Tuype . . . Hybrid
T Inte IP Routing Enabled. Ho
WINE Proxy Enabled. Mo
Ethernet adapter UMnet3:
Connection—specific DHNS Suffix H _
gescriptiun e e e e e e e e e . : Inteld(R> 82574L Gigabit Metwork Connectiolg
Physical Address. . . . . : B8-BC-29-B6—-8D-78
DHCP Enabled. . . . : Mo
Autoconf iguration Enahled = Yes
Link-local IPuv6e Address . : feB@A:zePc?:2ff3:h411:9512:21 (Preferred)
IPv4 Address. . . . . . . : 131.187.1.1(Preferred>
Subnet Mask . . . . . . . = 255.255.255.8
Default Gateway . . . . . H
DHCPve IRAID . . . . . . . : 352324649
DHCPv6 Client DUID. . . . : B9-81-A8-81-1D-F1-82-D4-B8-BC-29-82-F3-77
DHS Servers . . . . . . . it
fecB:8: B FEFF==3ul
MetBIOS over Tcpip. Enabled
Ethernet adapter UMnet2:
Connection—specific DNS H
Description . . . . . . . . . . : Inteld{R>» 82574L Gigabit Metwork Connectio
Phyzical Address. . . . . : B8-BC-29-8B2-F3-77
DHCP Enabled. . . . : Mo
Autoconf iguration Enahled : Yes
Link-local IPve Address . : feBBA::981c:ccde:f8bf:cfch12(Preferred)
IPv4 Address. . . . . . . : 172.168.1.1(Preferred>
Subnet Mask . . . . . . . = 255.255.2%5.8
Default Gateway . . . . . H
DHCPFve IAID . . - e . : 251661353
2 items DHCPué Client DUID. . . . : B9-81-88-81-1D-F1-82-D4-B8-BC-29-82-F3-77
DHS Serwvers . . . . . . . fecB:@A:@:Ffff::1x1 —
fecB:B:@:FfFFf::2x
fecB:B:@:FFFF::=3x1
MetBIOS over Tcpip. Enabled
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= |P address cua card VMnet 2:

(5} BKAP-DC12-01 ()] BKAP-SRV12-02 (53] BKAP-WRK08-01

I Metwork Connections

T |E' » Control Panel » MNetwork and Internet » Metwork Connections

raanize =  Dicahls thic nebunrk derica  Dianaocs Hhic cnenactin Renarme thic connection  View status of this cc

1] VMnet2 Properties X

Metworking | Sharing network

cond Internet Protocol Version 4 (TCP/IPv4) Properties _

‘.'.." General

You can get IP settings assigned automatically if your network supports
this capahility. Otherwise, you need to ask your netwark administrator
for the appropriate IP settings.

rk C...

Thi

(") Obtain an IP address automatically
(®) Use the following IP address:

IP address: |192.168. 1 . 1 |
Subnet mask: | 255 .255.255. 0 |
Default gateway: | . . . |

CObtain DMS server address automatically

(#®) Use the following DNS server addresses:

Preferred DNS server: | . . . |

wzo 7| | KRR RO R R

Alternate DNS server: | . . . |

[validate settings upon exit

2 items | oK | | Cancel |
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
, Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= |P address cua card VMnet3:

(5} BKAP-DC12-01 [} BKAP-SRV12-02 (5] BKAP-WRK08-01

@ Metwork Connections

T |E' » Control Panel » Metwork and Internet » Network Connections

rnaniza w  Nicahla thic aehuned dadics  Dizanacs thic connactin Rename thic connection  View status of thic connectior

g VMnet3 Properties 24

Networking | Sharing network

| L Gigabit Metwork C...
g

Internet Protocol Version 4 (TCP/1Pv4) Properties _

General

You can get IP settings assioned automatically if your network supports
| this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(#) Use the following IP address:

IP address: [131.107. 1 . 1 |
Subnet mask: | 255.255.255. 0 |
i Default gateway: | . . . |

Obtain DMS server address automatically

(#) Use the following DNS server addresses:

Preferred DNS server: | . . . |

Alternate DNS server: | . . . |

[validate settings upon exit

| oK || Cancel |

2 itemy
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Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

BACHKH A

EEXEYSIETW APTECH

o Thuc hién cai dat dich vu Routing and Remote Access Services Ién
may BKAP-SRV12-01.
= Vao Server Manager / Add roles and features.
= Tai cra s6 Select server roles, click chon vao Remote Access.

Select server roles

Before You Begin

Installation Type

Server Selection

Select one or more roles to install on the selected server.

Roles

DESTINATION SERVER
BKAP-SRV12-02

Description

. - . . ~ Remote Access provides Seamless
[[] Active Directory Certificate Services — T T T e
[[] Active Directory Domain Services Managed experience based on
Fealures [] Active Directory Federation Services DirectAccess. RAS provides
Femote Access Active Directory Lightweight Directory Servi traditicnal VPN services including
U !ve fre o |_g =8 ey EI'_\."ICES site-to-site ((branch-office or cloud)
Role Services [] Active Directory Rights Management Services connectivity. Routing provides
Web Servar Role (1I5) [] Application Server _ jcraditi{:mal routing capabilities
) DHCP Server = including MAT, and other
Rale Services - connectivity options.
i [] DNS Server
Confirmation
[] Fax Server
[|] File And Storage Services (Installed)
[] Hyper-v
[[] Metwork Policy and Access Services L |
[] Print and Document Services
Remote Acces
[[] Remote Desktop Services
h
<Previous | | Net> | | instal || Cancel
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= Tai cira s6 Select role services, click chon vao Rouing.

Select role services

Before You Begin Select the role services to install for Remote Access

Installation Typs Role services

Server Selection
Directiccess and VPN (RAS)

Server Roles .

Features

Remote Access

Web Server Role (1I5)
Role Services

Confirmation

DESTINATION SERVER
BKAP-5RV12-02

Description

Routing provides support for NAT
Routers, LAN Routers running RIP,
and multicast capable routers (IGMP
Proxy).

<Previous | | Next> | | nstal || cancel
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HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

= Click vao Next, tai cira s6 Confirm installation selections,
click vao Install dé Server tién hanh cai dat dich vu.

Before You Begin
Installation Type
Server Selection
Server Roles
Features
Remote Accass

Role Services
Web Server Role (IIS)

Role Services

Confirmatio

Confirm installation selections

DESTINATION SERVER
BKAP-SRV12-02

To install the following roles, role services, or features on selected server, click Install.

[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically, If you do net want to install these optional features, click Previous to clear

their check boxes.

Group Policy Management il

RAS Connection Manager Administration Kit {CMAK)

Remote Access L
DirectAccess and VPN (RAS) | |
Routing

Remote Server Administration Toocls
Rele Administration Tools

Remote Access Management Tools
Remote Access GUI and Command-Line Tools
Remote Access module for Windows PowerShell -
W
Export configuration settings
Specify an alternate source path
<Previous | | Nes | [ nstal || Cancel
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= Click vao Close dé két thac tién trinh cai dat.

DESTINATION SERVER

Installation progress BKAP SRV12.02

View installation progress

o Feature installation
I —
Configuration required. Installation succeeded on BKAP-SRV12-02.

Remote Access

DirectAccess and VPN (RAS)
Configure the role

Open the Getting Started Wizard
Routing
Group Policy Management
RAS Connection Manager Administration Kit (CMAK)
Remote Server Administration Tools
Role Administration Tools

Remote Access Management Tools
Remote Access GUI and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Mext = | | Close | | Cancel
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o C4u hinh dich vu RRAS:
= Mo Server Manager / Tools.
= Chon vao dich vu Routing and Remote Access

File Action View Help

&= = H
" Foutingsnd Remote Acces|

% Server Status
b &) BKAP-SRV12-02 (local) Welcome to Routing and Remote Access ~

Routing and Remote Access provides secure remote access to
private networks.

Use Routing and remote access to configure the following:

* A zecure connection between two private networks.
+ A Virtual Private Network (WPN) gateway.

* A Dhal-up remote access server.

* Network address translation (NAT).

* LAN routing.

* A baszic firewall.

To add a Routing and Remote Access server, on the Action menu,
click Add Server.

For more information about setting up Routing and Remote Access
server, deployment scenarios, and troubleshooting, see Help.
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= Click chudt phai tai BKAP-SRV12-01 (local), chon Configure
and Enable Routing and Remote Access.

File Action View Help
e« #1E|XE | H

% Senver Status

BKAP-SRY12~——n! A
Configure and Enable Routing and Rernote Access te Access

Disable Routi d Remote A . .
isable Routing and Remote Access e Action menu, click

All Tasks WCCEES.

i ting and Remote
View nooting, see Routing

Delete
Refresh

Properties

Help

Displays Help for the current selection.
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= Tai ctra s6 Configuration, click chon vao Custom
configuration.

Configuration
You can enable any of the following combinations of services, or you can
customize this server.

™ Remote access {dialup or VEN)

Allow remote clierts to connect to this server through either a dial-up connection or a
secure virtual private networs (VPN) Intemet connection.

™ Metwork address translation (NAT)
Allow intemal clierts to connect to the Intemet using one public IP address.

ichk:

™ Virtual private network (VPN) access and MAT 114

Allow remote clierts to connect to this server through the Intemet and local clients to
connect to the Intemet using a single public IP address.

™ Secure connection between two private networks
Connect this netwaork to a remaote networlc, such as a branch office.

i* Custom corfiguration
Select any combination of the features available in Routing and Remote Access.

For more information
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= Tai ctra s6 Custom Configuration, click chon vao LAN
routing.

Custom Configuration
When this wizard closes, you can configure the selected services in the Routing
and Remote Access console.

Select the services that you want to enable on this server. A~
™ VPN access

[T Diglup access ick

[T Demand-dial connections | used for branch office routing )

[T NAT ing

[V LAN routing

For more information
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
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= Tai cira s6 tiép theo, click vao Finish, chon vao Start service
dé may chi két thic tién trinh cai dat va Enable dich vu.

= Routing and Remote Access Server Setup Wizard
File A

& $| Completing the Routing and Remote Access

_ Server Setup Wizard

X L
% g fou have successfully completed the Routing and Remaote

Access Server Setup wizard.

mE

Routing and Remote Access

- ichk

Start the service

The Routing and Remote Access service is ready to use. ing

b
Start service I Cancel

vices

To close this wizard, click Finish.

<Back || Fnsh | | Cancel
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HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Tai ctra s6 Routing and Remote Access, click chudt phai tai

General, chon New Routing Protocol...

|ﬁ1mmpﬂc1zm X | (5} BKAP-SRV12-02 % ||Epm<npwmmam x |

=

File  Action View

Help

Y E EEENR

E Routing and Remote Access
- % Server Status Interface -
HE All Server|| . [3) BKAP-SRV12-02 (local) B3\ Minet3
ii File and E Metwork Interfaces 'E?VMnet?_
- 3 Remote Access Logging
s 4 E Pyd E\SLoopback
E-l-l Remote l—:‘ﬂ General Eﬁlnternal
E Static R Mew Interface...
El E IPvhy Mew Routing Protocaol...
E General
% enlera Show TCPAIP Information...
B StaticR

< m

Add a new routing pro

Show Multicast Forwarding Table...
Show Multicast Statistics...

View
Refresh
Export List...
Properties

Help

Type
Dedicated
Dedicated
Loopback
Internal

IP Address
131.107.1.1
192.168.1.1
127.0.0.1

Mot available
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BACHKH A

EEXEYSIETW APTECH

= Tai cira s6 New Routing Protocol, click chon vao DHCP
Relay Agent. OK.

= Routing and Remote Access =B8] x |
File Action Vie
&=

Click the routing protocol that you want to add, then click QK.

& Rout
E, Routing and Re Routing protocals:
% Server Status P Add
4 3 BKap-spyiz) | ¥ ERSEGECEECL —
T Network|| | ¥ /GMP Routerand Prosy 131.107.1.1
&5 R TNAT 182.168.1.1
‘N Remote A 15=RIP Version 2 for Intemet Protocol
127.0.0.1
A _ﬂ |Pd o
E Gene Mot available
E Static
4 B Py
E Gene
E Static
< m >
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH

o Tai cira s6 Routing and Remote Access, click chudt phai tai DHCP
Relay Agent chon New Interface...

File Action View Help
e 1E XEo= H=
B Routing and Remote Access DHCP Relay Agent I
E Server status Interface v Relay mode Regquests received
4 ﬂ) BKAP-5RV12-02 (local)
E Metwork Interfaces There are no items to show in this view.,
% Remote Access Logging
4 B |Pyd
B General
E Static Routes
'E} DHCP Relay Agent!
4 B [Py | Mew Interface...
g General View "
B Static Routes
Delete
Refresh
Export List...
Properties
<] | i 5]

—_—— e

Add a new DHCP Relay Agent Interface

Website: www.bachkhoa-aptech.com > F < = X
Email: care@bachkhoa-aptech.com CAC BOI TAC VA THUONG HIEU DAO TAO Microsoft CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011

240



B ACHKH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

= Tai cira s6 New Interface for DHCP Relay Agent, chon card
bén ngoai cua hé théng mang (VMnet3), OK.

B Routing and Remote Access |=[O] x |
File Action

&= 7@

This routing protocol nuns on the interface that you select below.

22 Intemal Requests received
23 VMnet2
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BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
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o Tai ctra s6 Routing and Remote Access, click chudt phai tai DHCP
Relay Agent, chon Properties.

File Action View Help
o« HE XE Q= HFE

% Server Status
4 @, BEAP-5RV12-02 {local)
B Metwork Interfaces
{23 Remote Access Logging
4 B |Pvd
B General
B Static Routes
'El DHCP Relay Agent!
4 B |Pvé Mew Interface...
B General
E Static Routes

Interface Relay mode Requests received

22 VMnet3 Enabled 0

View

Delete
Refresh
Export List...

Properties

<] i [ Help

Opens the properties dialog box for the current selection.
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EENISAETW APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Tai ctra s6 DCHP Relay Agent Properties, nhap IP address cua
DHCP Server.
= Server address : 192.168.1.2
= Click vao Add.
= OK.

IE‘,‘I BKAP-DC12-01 xl (5} BKAP-SRV12-02 Hf;lsmpwnmsm xl

=]

General

Dashboar Sl %E? Dynamic Host Configuration Protocol (DHCF) Global

Local Seny

Requests received
All Server - The DHCP relay agent sends messages to the server addresses listed

i

i

- . below. 0
BE Fileand §

- Server address:

2l

| B ; Il' d

1Py o d |
Remote = 182.168.12 |

For more information
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B W APTECH bia chi: Toa nha HTC, 236B HOéng Qué'c Viét, Cau Giéy, Ha Nél

o Tai ctra s6 Routing and Remote Access, click chudt phai tai BKAP-
SRV12-01 (local) / All Tasks / Restart dé khai dong lai dich vu

IE;.‘BKAP—DC:LZ—M x\ (5} BKAP-SRV12-02 x”f‘pwmw1 xl
]

File Action View Help
e n[E XE 6=

E Routing and Remote Access
% Server Status

i' All S Interface Relav mode Requests received

L ervery « __B_KAP_SRWE_DE Configure and Enable Routing and Remote Access 0

F - MNetwork Int

NE File and % Rernote Acc Disable Routing and Remote Access

e s 4 H Ipva Enable DirectAccess...

&=l Remote A £ General All Tasks v Start
) Static Ro
E DHCP Re Delete Stop

4 B IPvE Refresh Pause
% General Pt Resume
) Static Ro Restart
Help

<| m | > <] m >

Restarts Routing and Remote Access for the selected server
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BACHKH A HE THONG PAO TAO CNTT QUGC TE BACHKHOA-APTECH
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e Chuyén sang may Client BKAP-WRK08-02, cau hinh DHCP Client.
o bat card mang cia mady BKAP-WRKO08-02 la VMnet3
o Pat ché do IP dong.

[51BKAP-DC12-01  * | [BKAPSRV12-02  * | [5IBKAP-WRK08-01  * | [ BKAP-WRK08-02 *

‘aey
~

RECYCIEBIN

General I Alternate Configuration I

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@) Obtain an IP address automatically
(O) Use the following IP address:

1P address: I

Subnet mask: |

Default gateway; |

(®) Obtain DNS server address automatically
(O Use the following DNS server addresses:

Preferred DNS server; I

Alternate DNS server: |

[ ] validate settings upon exit
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Kiém tra may Client nhan dia chi tir DHCP Relay Agent.

(5 BKAP-DC12-01 (5 BKAP-5RYV12-02 (53 BKAP-WRKD8-01 ()1 BKAP-WRKO8-02

——

| =X Ch\Windows\system32\cmd.exe = B

Autoconfiguration Enabled

Ethernet adapter EthernetB:

Connection—specific DNS Suffix . : hkaptech.un

Description : InteldR> B2574L Gigabit Metwork Connectio

Phyzical Address. . . - . . . . . : 88-8BC-Z29-CD-DB-D8

DHCP Enabled :

Autoconfiguration Enabled : Yes

Link-local IPvt Address . . . . . & feBB::a?h6:2095:3h72:78cfx3(Preferredd

IPv4 fiddvess. . . . . . . - . . . & 131.187.1.23(Preferredd

Subnet Hask : 255.255.255.8

Leasze Obtained : Thursday. December 24, 2815 7:45:5%1 PH nd Internet

Leaze Expires : Friday, January 1, 2816 7:-45:52 FPH

Default Gateway :131.187.1.1

DHCP Server : 192.168.1.2

DHCPut IAID : 5A334761

DHCPv6 Client DUID : B8-81-88-81-1D-F1-37-48-88-8C-29—-CD-DBE-D8 Ethernel
.

DNS Servers : 192.168.1.2 P bkaptec

MetBIOS over Tcocpip : Enabhled BT |ntel(R)

unnel adapter isatap.bkaptech.vn:

6.3 Sao luu va khoi phuc DHCP Server.
1. Yéu cau bai lab:

+ CAu hinh sao luu may chit DHCP dé khic phuc su ¢6 hoic di chuyén DHCP.

e Sao lwu DHCP Database
e Khoi phuc DHCP Server

2. Yéu cau chuan bj:

+ Chuan bi may Server BKAP-DC12-01 di nang cap Ién Domain Controller quan
ly mién bkaptech.com, cai dat va ciu hinh DHCP Server.

+ May tram BKAP-WRKO08-01 nhan IP dong tur DHCP Server véi dai
192.168.1.0/24.
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
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3. M0 hinh lab:

HE THONG PAO TAO CNTT QuOC TE BACHKHOA-APTECH  BACHKH A
Lab 6.3 Sao liru va khoi phuc DHCP Server XS WAPTECH

BKAP-DC12-01

IP address: 192.168.1.2

Subnet mask: 255.255.255.0
Default gateway: 192.168.1.1
Preferred DNS server: 192.168.1.2
Domain: bkaptech.com

DHCP Server

( 0]

-

—smEmMIIma

BKAP-WRK08-01
DHCP Client

BKAP-WRKO08-02
DHCP Client

Hinh 6.3
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B W APTECH bia chi: Toa nha HTC, 236B HOéng Qué'c Viét, Cau Giéy, Ha Nél

Hwéng dan chi tiét :
e Trén may BKAP-DC12-01, cai dit va cau hinh dich vu DHCP Server.

(5} BKAP-DC12-01 x} (51 BRAP-WRKDS-D1 ¥

[

Server Manager * Dashboard

File Action View Help

- e zE E .z HE 2=

= ? DHCP Contents of DHCP Server Statu:

BE AUS 5 bkap-dc12-01.bkaptechun [ Scope [131.107.1.0] DHCP - LAN B At

Inl [ 5 IPvd] [ Scope [192.168.1.0] DHCP - LAN A * Acl :

1 4 [ Scope [131.107.1.0] DHCP - LAN B [ 2 Server Options More Actions
.ﬁ Address Pool (4] Policies

£ DNY [ @ Address Leases [ Filters

ii Fila [ .%l‘ Reser\ratiohs
|} Scope Options
] Policies

4 [ Scope[192.168.1.0] DHCP - LAN A
,:ﬁ Address Pool
@ Address Leases
[> [#] Reservations
[, Scope Options
(4] Policies
(3 Server Options
(4] Policies
p [# Filters
4 3 IPvB

:‘E Server Options

Contains more actions that can be performed.

hdananashilifhv hAananaahilitv hdzanamaahilibw
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e Chuyén sang may Client BKAP-WRK08-01 kiém tra nhan IP dong tir DHCP
Server.

(5} BKAP-DC12-01 (5 BKAP-WRKO08-01

| CAWindows\system32\cmd.exe

WINS Proxy Enabled. . . . Mo
DHS Suffix Search List. bhkaptech.vn

Ethernet adapter EthernetB:

hkaptech.vn
Intel{R} 82574L Gigahit MHetwork Connectio

AB-BC-29-2E-9F—4A

Yes

Yes
felB:icdbB:7822:65b4:558f 23 (Preferred)
192.168.1.22(Preferred)

255.255.255.08

Friday, December 25, 2015 6:28:19 PM
Saturday. Januwary 2. 20816 6:28:19 PH
192.168.1.1

192.168.1.2

50334761
#0-81-88-81-1D-F1-32-1F-88-8C-29-2E-9F-4n

192.168.1.2
Enabled

Connection—specific DNS Suffix
Description . - . . . . . . .

Physical Address. . . . .
DHCPF Enabled. . . . . . .
Autoconfiguration Enabled
Link—local IPv6 Address

IPv4 Address. . .
Subnet Mask . . .
Lease Obtained. .
Lease Expires . .
Default Gateway .
DHCF Server . . .
DHCPwG IAID . . .
DHCPwG Client DUID

DHS Servers . . . . . . .
MetBIOS over Tcpip. . . .

unnel adapter izatap.bkaptech.vn:
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

e Chuyén qua may BKAP-DC12-01, trién khai sao luu va khéi phuc dich vu
DHCP Server.
o Trong 6 C, tao 1 thu muc tén 1a “Backup DHCP”.
o Trong ctra s6 DHCP, tao ban sao luu cac Scope cua dich vy DHCP.
» Click chuot phai tai bkap-dcl2-01.bkaptech.vn , chon
Backup...

%} BKAP-DC12-01 l (51 BKAP-WRKDS-01 l

Server Manager * Dashboard

7 DHCP = |o]

E File Action View Help
mm L3S — —
e EEELEEEL L I
0CH
s AlS ¥ DHCP MName Actions
L 4| 7| bkap-dc12-01 bkapte=b-e= Slans
g AD a 3 P Add/Remove Bindings... bkap-dc12-01.bkaptechvn =«
- a [ Scope[131.10 Unauthorize More Actions 4
11 DH( o
i} Address P
o = | Backup... |
em DNY [im Address Le
ii File I Reservatio Restore...
[, 5cope Opt All Tasks »
(| Policies o R
4 [ Scope[192.16¢ e
[t Address P Delete
[y Address Lg Refresh
[ Reservatio) Export List...
[ Scope Opt
(4] Policies Properties i
_;3 Server Option Help
| Policies
I [# Filters
4 T IPvE
[3 Server Options I
Backup the configuration and database for this server
T FaN [ T U T T FaN wa_ i 1 T Fay A A Ea

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO
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B ACHKH e A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
’ Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

= Tai cira 6 Browse For Folder, chon dén thu muc Backup
DHCP.
= OK.
(5 BKAP-DC12-01 l (51 BKAP-WRK08-01 ‘

Server Manager * Dashboard

L DHCP =lo] x |

File Action View Help

I8 Dasl — —
T L e 2E XE oz HE 2=
ocd
i' AllS ‘? DHCP Name Actions
L] 4 5 bkap-dc12-01.bkaptech.n .
. § bl u e R '2-01okaptechin
iml AD a Gy IPvd % Browse For Folder .
i DHC 4 [ Scope [131.107.1.0] DHCP - LAN B Actions 4
L] :ﬁ Addresz Pool Select the folder where the DHCP server should place the
& DNS [ Address Leases backed up files.
= . i| Reservations
g Fil > &
e [, Scope Options 1% Computer ~
(4] Palicies 432, Local Disk (C:) O
4[] Scope [192.168.1.0] DHCP - LAN A . Backup DHCP
:@ Address Pool || Perflogs
[ Address Leases )
I ) Program Files

b Reservations

: Scope Options I ) Program Files (x26)

4] Policies Bl Users
(.3 Server Options 4 Windows
(4] Policies b | ADWS -
b [#] Filters
4 G IP6 Make Mew Folder | | oK || Cancel

|23 Server Options

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO - o 251
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
EoucaTion J Dia chi: Téa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NJi

-

o Vao lai dich vu DHCP, tién hanh x6a 2 Scope “DHCP - LAN A” va
“DHCP LAN - B”.
e Chuyén sang may Client BKAP-WRK08-01, kiém tra cap phat IP dong tur
may DHCP Server. ( mat IP do DHCP cép ).

Network and Sharing Center

Network Connections

T @ v Control Panel » Network and Internet » Metwork Connections w
) . ) ) . ) EthernetD Status ) )
Organize « Disable this network device Diagnose this cc fion Change settings of this con
= Network Connection Details “J
! I | EthernetD
Unidentified HEt\’_"'Drk_ MNetwork Connection Details:
=4 Intel(R) 82574L Gigabit Metwork C...
Property Value
Connection-specific ON...
e Description Intel(R) 82574L Gigabit Network Connect

Physical Address 00-0C-23-2E-5F-4A
DHCF Enabled Yes
Autoconfiguration 1Pv4 .. 169.254.85.143
IPv4 Subnet Mask 255.255.0.0
IPv4 Default Gateway
IPv4 DNS Server
IPv4 WINS Server

NetBIOS over Tepip En...  Yes
Link4ocal IPvE Address fe80::cd60:9822:650 45553

IPvE Default Gateway
IPwE DNS Servers fecO:0:0ff::1%1
fec0:0:04fff::2%1
fec0:0:04fff::3%1
< >

Titen 1 item selected

‘Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO - 252
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B SARIW APTECH Pia chi: Toa nha HTC, 236B HOéng Qu6c Viét, Cau Giéy, Ha Néi

e Chuyén sang may BKAP-DC12-01, tién hanh khdi phuc lai scope da bi x0a.
o Tai cira s6 DHCP, click chuét phai tai bkap-dc12-01.bkaptech.vn,
chon Restore...

(%)) BKAP-DC12-01 x} (5 BRAP-WRKDE-01

Server Manager * Dashboard

File Action VWiew Help

2 Dasl — —
= o o« #E XE G = Hep
= /% pHee | Narne Actions
W& ALS L[5 bkap-del2-gimimnencin] IPv4 ~
W ADY| 4 B Add/Remove Bindings... v | bkap-dc12-01bkaptechvn =
= (23 Serve Unauthorize More Actions »
T2 DH( :
] Polici
o S Backup...
em DNY [- [#] Filter
ii - P i IP_l.rE: | Restore...
(25 Serve All Tasks »
View 3
Delete
Refresh
Export List...
Properties
Help

Restore the configuration and database for this server

Website: www.bachkhoa-aptech.com % 5 % = <
Email: care@bachkhoa-aptech.com CAC BOI TAC VA THUONG HIEUDAO TAO Il Aprechs: s [ WV /76 0000 & CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011 —
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BACHKH A

EDUCATION i\ “H

HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= Tai ctra 56 Browsw For Forlder, chon dén thu muc “Backup

DHCP”.
= OK.

[} BKAP-DC12-01 | 15} BKAP-WRKDS-01 |

‘Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com

Dasl
Locs
All §
AD

DH(
DNS
File

Server Manager * Dashboard

File Action View Help

o 2m XE 6= HE

& DHcp
4 ﬂ bkap-dc12-01.bkaptech.vn
4 T IPvd
(.5 Server Options
] Policies
[- [# Filters

4 T IPvE

= Server Options
p

DHCP

g E|

Browse For Folder

Select the folder where the DHCP server can find the

backed up

files.

[

Ll Computer
4 i, Local Disk (C3)

4 | Backup DHCP

new
PerfLogs

. Program Files
. Program Files (x86)
, Users

; Windows

Make New Folder | |

ok || cancel

12-01.bkaptech.vn
\ctions

-

»

Tel: (04) 3755.4010/ (04) 3755.4011
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH Pia chi: Téa nha HTC, 236B Hoa‘lng QU6C Viét, Cau Giéy, Ha Néi

= Tai cira s6 tiép theo, chon Yes.

2 DHCP =10 X
File Action View Help

e nE XE = BE D

¥ DHCP Name Actions
4 o bkap-dc12-01.bkaptech.vn
4 Pl
(.3 Server Options Maore Actions »
(4] Policies
[ [#| Filters
4 F IPv6
(.3 Server Options

ﬁ In order for changes to take effect, the service must be stopped and

restarted. Would you like to do this now?

o Dich vu DHCP da dugc khoi phuc.

File Action View Help

e nEXE o= HE D E

% DHCP Fome | Actions
4| 5| bkap-dc12-01.bkaptech.m | P4
4 G IPwd BIPv6 _
r Scope [131.107.1.0] DHCP - LAN B More Actions »

I [ Scope[192,168.1.0] DHCP - LAN A
(.3 Server Options
[ Policies
I [#| Filters
b IPVE

Website: www.bachkhoa-aptech.com , S < = X
Email: care@bachkhoa-aptech.com CAC BOI TAC VA THUONG HIEU DAO TAO Microsoft CompTIA
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BACHKH A HE THONG DAO TAO CNTT QUGC TE BACHKHOA-APTECH
APTECH Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

e Chuyén sang may Client BKAP-WRKO08-01, kiém tra nhan IP d¢ong tir DHCP
Server.

etwork and Sharing Center

Metwork Connection Details:

Network Connections
Property Value
Connection-specific DN...  blaptech vn
. Description Intel{R) 82574L Gigabit Metwork Connect Ethernet( Status .
Organize » Physical Address 00-0C-29-2E-9F4A tion

DHCP Enabled Yes

Ether] | |pva Address 192.168.122
IPv4 Subnet Mask 255.255.255.0
Lease Obtained Friday, December 25, 2015 6:55:55 FM vity: Mo Internet access
Lease Expires Saturday, January 2, 2016 6:55:55 FM vity: No Internet access
IPv4 Default Gateway 152.168.1.1 Enabled
IPv4 DHCP Server 15216812 p——
IPv4 DNS Server 152.16812 T
IPv4 WINS Server 1.0Gbps
MetBIOS over Topip En...  Yes
Link4ocal IPv6 Address  feB80::cd60:9822:65b4:558%3
IPv6 Default Gateway
IPv& DNS Server

Sent — ﬂ —— Received

26,304 | 8,504

| Propertes || GDissble || Disgnose |

i nw.bachkhoa-aptech.com , R < >
re@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO Microsoft CompTlA
: (04) 3755.4010/ (04) 3755.4011
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

Bai 7:
CAI PAT VA CAU HINH DICH VU DNS

Céc ndi dung chinh sé duge dé cap:

v/ Cai d3t va cau hinh DNS Server.
v Cau hinh dich vu Backup DNS.

7.1 Cai @it va cau hinh DNS Server.
1. Y&u cau bai lab:

+ Cai dat dich vu DNS trén may BKAP-SRV12-01.
+ C4u hinh dich vu DNS:

- Céu hinh Primary Zone trong Forward Lookup Zone véi tén:
bkaptech.vn.

- Céu hinh Reverse Zone trong Reverse Lookup Zone véi dai
:192.168.1.0.

- CAu hinh céc ban ghi : A, PTR, CNAME, MX....

+ Khai bao DNS client va kiém tra:

- Kbhai bao tén may :BKAP-SRV12-01.
- Dung nslookup dé kiém tra phan giai.

2. Yéu cau chuan bi:
+ Chuan bi 1 may Server BKAP-SRV12-01 dé cai dat dich vy DNS.
+ Chuan bi 1 may Client BKAP-WRK08-01 d¢ kiém tra phan giai.

| Microsoft Sl

257



BACHKH <A

EDUCATION A

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

3. M0 hinh lab:

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH B ACHKH A
Lab 7.1 Cai ddt va céu hinh DNS Server EDUCA IO

BKAP-SRV12-03

IP: 192.168.1.8/24

GW: 192.168.1.1

Preferred DNS: 192.168.1.5
‘Web Server: bkaptech.vn

ﬂ_

BKAP-SRV12-02
IP: 192.168.1.6/24
GW:192.168.1.1
DNS: 192.168.1.5

-
-
e

—
—
<

Mail Server: bkapetch.vn

BKAP-SRV12-01
IP: 192.168.1.5/24

GW: 192.168.1.1

DNS Server: 192.168.1.5
Zone file: bkaptech.vn

Namespace: bkaptech.vn

BEKAP-SRVI12-01 192.168.1.5
Forward BEAP-SREV11-02 192.168.1.6
7o bkaptech.vn
— ne BEKAP-SRV11-03 102.168.1.8
ﬁ__ -
BEAP-WREDS-01 192.168.1.10
~ 192.168.1.5 BEAP-SEV12-01
; Reverse 1.168.192.in-
r 2 : 202
addr.arpa 192.168.1.6 BEAP-SRV11-021
“—_ Zone .
192.168.1.8 BEAP-SEV12-03
192.168.1.10 BEAP-WREDS-01

0]

BKAP-WREKO08-01 ‘

IP: 192.168.1.10/24
GW:192.168.1.1
Preferred DNS: 192.168.1.5

So dé dia chi nhw sau:

Hinh 7.1

-

§

==Y

BKAP-WRKU08-02
IP: 192.168.1.11/24
GW:192.168.1.1
Preferred DNS: 192.168.1.5

7
A

Thong so

BKAP-SRV12-01

BKAP-WRKO08-01

IP address

192.168.1.5

192.168.1.10

Subnet Mask

255.255.255.0

255.255.255.0

Default gateway

192.168.1.1

192.168.1.1

Preferred DNS Server

192.168.1.5

192.168.1.5

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

Huwoéng ddn chi tiét:

e Thuc hién trén may BKAP-SRV12-01:
o Cai dat dich vu DNS va tao cac ban ghi:
= Dia chi cia may BKAP-SRV12-01:

(5}l BKAP-SRV12-01 ()] BKAP-WRKD8-01

Recycle Bin

Internet Protocol Version 4 (TCP/IPv4) Properties n

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your netwark administrator
for the appropriate IF settings.

() Obtain an IP address automatically

(®) Use the following IP address: ntrol Panel » N
IP address: | 192.168. 1 . 5 | :
Subnet mask: | 255.255.255. 0 | rnet0 Proper
Default gateway: | 192.168. 1 . 1 |

Obtain DNS server address automatically

(@) Use the following DMS server addresses: habit Network Coni
Preferred DMS server: | 192 ,168. 1 . 5 |
Alternate DMS server: | . . . | following items:

oft Metworks

[]validate settings upon exit eduler

haring for Microsa
rc Adapter Multiple
| Ok | | Cancel | ogy Discovery Ma

ogy Discovery Re

i Intemet Protocal Version & (TCP/1F
=& [ntemet Protocal Version 4 (TCP/IF

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO
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BACHKH A

EEXEYSIETW APTECH

o Cai dat dich vu DNS:
= Vao Server Manager /Add roles and features
= Tai cra s6 Select server roles , click chon vao dich vu DNS

Select server roles

Before You Begin

Installation Typs

Server Selection

Features
D5 Server

Corfirmation

Select one or more roles to install on the selected server.

HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

DESTINATION SERVER
BKAPR-SRV12-01

Roles Description
. . . . ~ Domain Name System (DNS) Server
[] Active Directory Certificate Services — provides name resolution for TCR/AP
[] Active Directory Domain Services networks. DNS Server is easier to
[] Active Directory Federation Services manage when it is installed on the
Active Directory Lightweiaht Directory Servi same server as Active Directory
U ve Hirectery Hghtwelg rEckony seniees Domain Services, If you select the
[] Active Directory Rights Management Services Active Directory Domain Services
[] Application Server role, you can install and configure
[] DHCP Server = DNS Server and Active Directory
- Domain Services to work together.
DINS Serve
[] Fax Server
b [ File And Storage Services (Installed)
[] Hyper-v
[] Metwork Policy and Access Services | |
[] Print and Document Services
[] Remote Access
[] Remote Desktop Services —
b
<Previous | | Next> | | nstal || Cancel

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH

= Tiép tuc click vao Next, tai cra s6 Confirm installation
selections, click vao Install dé Server cai dit dich vu DNS.

. . . DESTIMATIOM SERVER
Confirm installation selections A5 2-0°
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [[] Restart the destination server automatically if required
Server Salection Optional features (such as administration tools) might be displayed on this page because they have
P g play pag ¥

been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features
DMS Server DNS Server

Remaote Server Administration Tools

Confirmatic

Role Administration Tools
DMS Server Tools

Export configuration settings
Specify an alternate source path

<Previous | | Next> | | Install || Cancel

Website: www.bachkhoa-aptech.com > F < = X
Email: care@bachkhoa-aptech.com CAC BOI TAC VA THUONG HIEU DAO TAO Microsoft CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= Tai ctra s6 Installation progress, click vao Close dé két thic
qué trinh cai dat.
o Céau hinh dich vu DNS:
= Vao Server Manager / Tools / chon vao dich vu DNS.

Server Manager

Manage Tools View

Component Services
Computer Management
‘RVER MANAGER o i
Defragment and Optimize Drives

DNS

. i Event Viewer
0 Configure this local server <051 Initintor
Local Security Policy
QDEC Data Sources (32-bit)
QDBC Data Sources (64-bit)

Add roles and features

M

Add other servers to manage Performance Menitor
Resource Monitor

(8]

= Cua sé DNS:
= DNS Manager =9 I

File Action View Help
e n@EcBm §EF
£ DNS
4 F BKAP-SRV1Z-01
b Global Logs
| Ferward Lockup Zones
|j Reverse Lookup Zones
B | Trust Points

p || Conditional Forwarders To add a new zoneg, on the Action menu, click New Zone.

The Demain Name Systern (DMS) allows a DMNS namespace to be divided into zones, Each zone
stores information about one or more contiguous DNS domains,

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi

» Click chudt phai tai Forward Lookup Zones chon New
Zone...

File Action View Help
e #nE o B §EE
£ DNS
4§ BKAP-SRVIZ-01 @ Add 2 New Z
I & Global Logs
Forward Lookup Zom—
Ig R:\.r“:rasre L::kuupz:r: | New Zone... wstem (DN3E) allows a DNS namespace to be divided into zones, Each zone
P sout cne or more contiguous DNS domains.
p | Trust Points View 1
i [ | Conditional Forward S on the Action menu, click New Zone.
res|
Help
Create a new zone. I

Website: www.bachkhoa-aptech.com , S < = X
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BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Quoc Viét, Cau Gidy, Ha No§i

= Tai ctra s6 Zone Type, chon vao Primary zone.

Zone Type
The DMS server supports various types of zones and storage.

Select the type of zone you want to create:

(®) Primary zone

to be divided int . Each
Creates a copy of a zone that can be updated directly on this server. ® 1o D divided nte zones. tach zons

mains.

() Secondary zone

Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.
() 5tub zone

Creates a copy of a zone containing only Mame Server (NS), Start of Authority
(50A), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

[ ] store the zone in Active Directory (available only if DNS server is a writeable domain
controller)

<Back | MNext> | | Cancel

Website: www.bachkhoa-aptech.com > F < = X
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

= Tai cira s6 Zone Name, nhap vao tén mién : bkaptech.vn

(5} BKAP-SRV12-01 % Hﬁiwm1 x ‘

Cyh 1 - | O x

Zone Name
What is the name of the new zone?

The zone name specifies the portion of the DMS namespace for which this server is
authoritative. It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone.microsoft.com). The zone name is

o e to be divided into zones. Each zone

mains.

Zone name:
bkaptech.vn

Website: www.bachkhoa-aptech.com % ; =< = 2 s
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO [l Aprech ;e NI 7 760003000 8 CompTlA
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
ESAEW APTECH bia chi: Toa nha HTC, 236B Hoa‘lng Qu6'c Viét, Cau Giéy, Ha Néi

= Tiép tuc click vao Next, tai cira s6 Dynamic Update, chon vao
Allow both nonsecure and secure dynamic updates.

Dynamic Update
‘You can specify that this DMNS zone accepts secure, nonsecure, or no dynamic
updates,

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DMS server whenever changes occur.

to be divided int . Each
Select the type of dynamic updates you want to allow: T‘ngin: fVIced INto Zones. Each zons

() Allow only secure dynamic updates {recommended for Active Directory)

This option iz available only for Active Directory-integrated zones.

(®) Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
& This option is a significant security vulnerability because updates can be
accepted from untrusted sources.

) Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone, You must update
these records manually.

Website: www.bachkhoa-aptech.com % 5 % = 2 <
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BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Quoc Viét, Cau Gidy, Ha No§i

= Click vao Finish dé két thiic qua trinh cai dit.

- | O x
Completing the New Zone Wizard
You have successfully completed the New Zone Wizard. You
spedified the follawing settings:
Mame:  bkaptech.vn [ e to be divided into zones, Each zone

mains.
Type: Standard Primary

Lookup type: Forward

File name: bkaptech.vn.dns z

Mote: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nsloakup.

To close this wizard and create the new zone, dick Finish,

Website: www.bachkhoa-aptech.com > F < = X
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi

= Click chuét phai tai Reverse Lookup Zones, chon vao New
Zone.

File Action WView Help

e zE cBE §EE

£ DNS
4 [ BKAP-SRV12-01 @ Add 2 New Z
b [f1] Global Logs
F d Lockup Z
<@ m‘:i; o:; Hp cones The Domain Name System (DNS) allows a DMNS namespace to be divided into zones, Each zone
@ ptech.vn stores infermation about one or more contiguous DNS domains.
|| Reverse Lookup Zor
p | Trust Points | New Zone... | on the Action menu, click Mew Zone.
[ Conditional Forwarg View 3
Refresh
Help

Create a new zone, I
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BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Quoc Viét, Cau Gidy, Ha No§i

= Tai cira s6 Zone Type, click chon vao Primary zone

Zone Type
The DMS server supports various types of zones and storage.

Select the type of zone you want to create:

(®) Primary zone

to be divided int . Each
Creates a copy of a zone that can be updated directly on this server. © o B dvided into zones. kach zane

mains.

() Secondary zone

Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides fault tolerance.
() Stub zone

Creates a copy of a zone containing only Mame Server (MS), Start of Autharity
(50A), and possibly glue Host (A) records. A server containing a stub zone is not
autharitative for that zone.,

[ ] store the zone in Active Directory (available only if DNS server is a writeable domain
controller)
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BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Quoc Viét, Cau Gidy, Ha No§i

= Tai cira s6 Reverse Lookup Zone Name, click chon vao IPv4
Reverse Lookup Zone.

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DMNS names,

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPve
addresses.

e to be divided into zones, Each zone
(®) IPv4 Reverse Lookup Zone mains.

(") IPvS Reverse Lookup Zone
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B ACHKH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

= Tai cira s6 Reverse Lookup Zone Name, nhap vao Network
ID :192.168.1.

- | O x
Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.
To identify the reverse lookup zone, type the network ID or the name of the zone,
(®) Metwork ID:
I.Iﬂz 168 1| e to be divided into zones, Each zone

mains.

The network ID is the portion of the IP addresses that belongs to this zone, Enter the
network ID in its normal (not reversed) order.

If you use a zero in the netwark ID, it will appear in the zone name. Faor example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10,0 would create
zone 0. 10.in-addr.arpa.

() Reverse lookup zone name:
1.1568.192.in-addr.arpa
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

= Tai ctira s6 Dynamic Update, chon vao Allow both nonsecure
and secure dynamic updates.

Dynamic Update
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic
updates,

Dynamic updates enable DMS dient computers to register and dynamically update their
resource records with a DMNS server whenever changes occur.,
Select the type of dynamic updates you want to allow: ::'i:: divided into zones. Bach zone

) Allow only secure dynamic updates (recommended for Active Directory)

This option is available anly for Active Directory-integrated zones.

(®) allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
ﬁ:‘. This option is a significant security vulnerability because updates can be
accepted from untrusted sources.

() Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.
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BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha N§i

= Tai cta sé tiép theo, click chon vao Finish dé két thiic qua trinh
cau hinh dich vu DNS.

- = .Y
Completing the New Zone Wizard
You have successfully completed the New Zone Wizard. You
spedified the following settings:
Mame:  1.168.192.in-addr.arpa e to be diided into zones. Each zone

mains.

Type:  Standard Primary

Lookup type: Reverse

File name: 1.168. 192.in-addr.arpa.dns |~

Mote: You should now add records to the zone or ensure
that records are updated dynamically, You can then verify
name resolution using nsloakup.

To dose this wizard and create the new zone, didk Finish.
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B W APTECH bia chi: Toa nha HTC, 236B HOéng Qué'c Viét, Cau Giéy, Ha Nél

o Cau hinh tao ban ghi cho may BKAP-SRV12-01:
= Click vao tén mién bkaptech.vn
= Click chudt phai chon New Host (A or AAAA)

File Action View Help

YR EREEN EEEEE

g:_,‘ DMNS MNarme Type Data
4 i BKAP-5RV12-01 ] (same as parent folder) Start of Authority (S0A) [1], bkap-srv12-01., hostm...
I Global Logs =] (same as parent folder) Mame Server (NS) bkap-srv12-01.

4[] Forward Lookup Zones
,_-Ej bkaptech.vn
4 [ 7| Reverse Lookup Zones

(2] 1.168.192.in-addr.arp Update Server Data File
[ [°] Trust Points Reload
B [ Conditional Forwarders New Host (A or AAAA)..

Mew Alias (CNAME)...
Mew Mail Exchanger (MX]...
Mew Domain...

Mew Delegation...

Other Mew Records...

DMNSSEC 3

All Tasks [

Refresh

Export List...

View 3
¢ | i | z Arrange lcons 2

Create a new host resource record. -
Line up lcons

Properties
Help
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B HOéng Qu6'c Viét, Cau Giéy, Ha Néi

= Tai cira sONew Host:

e Name (users parent domain name if blank):BKAP-
SRV12-01

e |P address: 192.168.1.5

e Click tai Create associated pointer (PTR) record. (dé
may tu dong tao ban ghi PTR)

2 DNS Manager = [[=] =
File Action View Help

o s EBc= Hm § 86
£ DNS
4 F BKAP-SRV1Z-01
b Global Logs
4 [ 7] Forward Lookup Zones
,_-Ec,j bkaptech.vn
4 [ 7] Reverse Lookup Zones
@ 1.168.192.in-addr.arp
B -] Trust Points
r [ Conditional Forwarders IP address:
| 192.168.15

a

bkap-srv12-01,, hostm...
Name (uses parent domain name if blank): p-srv12-01,

| BKAP-SRYV12-01

Fully qualified domain name (FQDM):
| BKAP-SRV 12-01.bkaptech. vn.

[w]iCreate assodated pointer (FTR) record:
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BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha N§i

o Tao ban ghi host A cho mady BKAP-SRV12-02:
2 DNS Manager = [[=] =
File Action View Help

e nE oz BE § 8T
2 DNS
4 I BKAP-SRV1Z-01
[ Global Logs
4[] Forward Lookup Zones
@ bkaptech.wvn
a [ 7] Reverse Lookup Zones
(2] 1.168.192in-addr.arp
B | Trust Points
p | Cenditional Forwarders IF address:
| 192.168. 14|

a

bkap-srv12-01,, hostm...
Mame {uses parent domain name if blank): p-srvl2-01,

| BKAP-SRY 12-02 168.1.5

Fully gualified domain name (FQDN):
| BKAP-SRY 12-02.bkaptech.vn.

[w] Create associated pointer (PTR) record
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B ACHKH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

o Tao ban ghi host A cho mady BKAP-SRV12-03:

&

& DNS Manager - |0 X
File Action View Help

e’ znEEBc=z HE §86
£ DNS
4 5| BKAP-SRV12-01
I Global Legs
4 [ 7] Forward Lookup Zones
|2 bkaptech.n
4 [ 7] Reverse Lookup Zones
[Z] 1.168.192in-addr.arp
i [] Trust Points
i [ Conditional Forwarders IP address:
| 192.168.1.9|

a

bkap-srv12-01., hostm,.
Mame (uses parent domain name if blank): p-srv12-01.
| BKAP-SRV12-03 168.1.5

. 168.1.6

Fully qualified demain name (FQDM):
| BKAP-SRV 12-03.bkaptech. vn,

[ Create associated pointer (FTR) record
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B ACHKH S A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha N§i

o Tao ban ghi CNAME:

& DNS Manager = | =] =X
File Action WView Help

e HE XOE
é DMS Alias (CMAME)

4 3 BKAP-SRV12-01 Alizs name (uses parent domain if left blank):
b [@]] Global Logs

| |
4 [7] Forward Lookup Zo
@ bkaptech.wn Fully qualified domain name (FQDM):
| www.bkaptech.vn

b [7] Trust Points Fully qualified domain name (FQDM) for target host:
b -] Conditional Forwarg | bkaptech.vn

| | Browse...

[ <] m
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BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha N§i

o Tao ban ghi Mail Exchanger (MX):

&

2 DNS Manager - |0 X
File Action Wiew Help

s = @
ry Mail Exchanger (MX)
&, DNS

4 | BKAP-SRV12-01 Host or child domain:
[ Global Logs |

4 [ ] Forward Lookup Zo
@ bkaptech.vn By default, DNS uses the parent domain name when creating a Mail

Exchange record. You can specfy a host or child name, but in most
4 [ Reverse Lookup Zal deployments, the above field is left blank.

[2] 1.168.192.in-add
p | TrustPoints
p | Conditional Forwarg

Fully gualified domain name (FQDM):
| bkaptech.vn.

Fully gualified domain name (FQDM) of mail server:
| BKAP-5RV12-02.bkaptech.vn | | Browse...

Mail server priority:
| 10
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BACHKH A HE THONG PAO TAO CNTT QUGC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Quoc Viét, Cau Gidy, Ha No§i

e Chuyén sang may BKAP-WRKO08-01, kiém tra phan giai IP sang tén mién.
o bia chi cia may BKAP-WRKO08-01.

(51 BKAP-SRV12-01

[},l

-
-

% | (%) BKAP-WRK08-01

RECYCIEbin

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically |+ Network and Internet

(®) Use the following IP address: Lo e s
IP address: 192.168. 1 . 10 | perties I
Subnet mask: | 255.255.255. 0 |
Default gateway: [192.168. 1 . 1 |

() Obtain DNS server address automatically
(®) Use the following DNS server addresses:
Preferred DNS server: | 192.168. 1 . 5 |

Alternate DNS server: | g 3 ; |

i

[Jvalidate settings upon exit

<1 ]

Website: www.bachkhoa-aptech.com > O < 2 <
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO Microsoft CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011

280



B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Quadc Viét, Cau Gidy, Ha Noi

o Vao cmd, go Iénh nslookup :

[} BKAP-SRV12-01 [5}! BKAP-WRKO08-01
.‘ B
Hecyclcibing
e CAWindows\system32\cmd.exe - nslookup

NUsershadminitrator?nslookup
Default Server: hkap-sruvl2-01.bkaptech.vn
Address: 172_168.1.5

bkap—srvl2-01 .bkaptech.un
192.168.1.5
bkap—srvl2-82 _bkaptech.un
192.168.1.6
bkap—srvi2-@1 .bhkaptech.

Address: 172_168.1.5
bkap—srvl2-83 . bkaptech.
192.168.1.8

bkap—srvl12-81 .hkaptech.
192.168.1.5

bkaptech.vn
= 192.168.1.8
wuy . hkaptech.vn

7.2 Cau hinh dich vu Backup DNS.
1. Yéu cau bai lab:

+ Xay dung mot hé thong mang cé tén mién bkaptech.vn.

e May BKAP-SRV12-01 lam Primary Zone quan ly mién bkaptech.vn.
+ Xay dung ché do Backup cho mién :bkaptech.vn trén may BKAP-SRV12-02.
2. Yéu cau chuan bij:

+ Chuan bi 2 may Windows Server 2012 Datacenter thuc hién cai dit theo mé hinh
so do lab 7.2.

Microsoft ML ComgTIA
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B ACHKH D A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
\ P = 1 Pia chi: Téa nha HTC, 236B Hoa‘mg QU6C Viét, Cau Giﬁy, Ha N6I

3. M0 hinh Lab:

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH B ACHKH D A
Lab 7.2 Ciu hinh backup DNS

APTECH

e 5

- R it BKAP-WRK08-01 =
— B> J_!!HMM'_" )
r

BKAP-SRV12-01
IP: 192.168.1.2/24

GW: 192.168.1.1

DNS Server: 192.168.1.2
Zone file: bkaptech.vn

BKAP-SRV12-02
1P: 192.168.1.3124

GW: 192.168.1.1

Preferred DNS: 192.168.1.2
(Backup for: bkaptech.vn)

Hinh 7.2
So db dia chi nhu sau:
Théng sb BKAP-SRV12-01 | BKAP-SRV12-02
IP address 192.168.1.2 192.168.1.3
Subnet Mask 255.255.255.0 255.255.255.0
Default gateway 192.168.1.1 192.168.1.1
Preferred DNS Server |192.168.1.2 192.168.1.2
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH

Hwéng dan chi tiét:

e Thuc hién trén may BKAP-SRV12-01, cdu hinh DNS Server va tao c4c ban
ghi (bai lab 7.1).

File Action View Help

e« nEXE ez BE § 86

£ DNS Name Type Data
A i BKAP-SRV12-01 ] (same as parent folder) Start of Authority (SO&) [7], bkap-srv12-01., hostm...
a [| Forward Lockup Zones g (sarme as parent folder) Mame Server (NS) bkap-srv12-01.
] (same as parent folder) Host (A) 182.168.1.5
4[] Reverse Lookup Zones £ (same as parent folder) Mail Exchanger (MX) [10] bkap-srv12-03.bkapt...
b 2] 1168.192in-addrar | ] pian o201 Host (A) 192.168.1.2
b [ Trust Points ] bkap-sn12-02 Host () 192.168.1.3
b [ Conditional Forwarders || =\ o <1203 Host (4) 192.168.1.4
b [ Global Logs = www Alias (CNAME) bkaptech.vn.,
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B W APTECH bia chi: Toa nha HTC, 236B HOéng Qué'c Viét, Cau Giéy, Ha Nél

e Chuyén qua may Server BKAP-SRV12-02, thyc hién ciu hinh Backup DNS
Server.
o Cai dat dich vu DNS trén may BKAP-SRV12-02.
o CAu hinh dich vu Backup DNS :
» Tai Forward Lookup Zones, click chuot phai chon New Zone.

||J_F;IBKAP5RV124:J1 X ‘ (5} BKAP-SRV12-02 X |

File Action View Help

I EEEEEE

£ DNS
4 5 BKAP-SRV12-02
I Global Logs
|.j Forward Lookup Zon
[ 7] Reverse Lookup Zone
b -] Trust Points
b [ Conditional Forwarde n the Action menu, click New Zone.

ystern (DINS) allows a DMNS namespace to be divided into zones, Each zone
out one or more contiguous DNS demains,

Create a new zone,
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B SARIW APTECH Pia chi: Toa nha HTC, 236B HOéng Qu6c Viét, Cau Giéy, Ha Néi

= Tai cira s6 Zone Type, click chon vao Secondary zone.

[ BKAP-SRV12O1 X | (5} BKAP-SRV12-02 |

Zone Type
The DMS server supports various types of zones and storage.

Select the type of zone you want to create:

() Primary zone
Creates a copy of a zone that can be updated directly on this server.

e to be divided into zones. Ei
mains.

(#®) Secondary zone
Creates & copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

() 5tub zone

Creates a copy of a zone containing only Mame Server (MN5), Start of Authority
(504), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

[ ] Store the zone in Active Directory (available only if DNS server is a writeable domain
controller)

<Back | Next> | | cancel
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B W APTECH bia chi: Toa nha HTC, 236B HOéng Qué'c Viét, Cau Giéy, Ha Nél

= Tai cira s6 Zone Name, nhap vao tén mién bkaptech.vn

Ifﬁ BKAP-SRV12-01 l (5} BKAP-SRV12-02 xw

Zone Name

What is the name of the new zone?

The zone name specifies the portion of the DNS namespace for which this server is
authoritative. It might be your organization's demain name (for example, microsoft.com)

or a portion of the domain name (for example, newzone. microsoft. com). The zone name is e to be divided into zones, Each zone
not the name of the DNS server, '

mains.

Zone name:
bkaptech.vn
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B W APTECH bia chi: Toa nha HTC, 236B HOéng Qu6'c Viét, Cau Giéy, Ha N@l

= Tai ctra 56 Master DNS Servers , nhap dia chi may BKAP-
SRV12-01.

Iﬁ'BKAP—SR'-'lz—Ol xl (5} BKAP-SRV12-02 x]

[

Master DNS Servers
The secondary zone is copied from one or more DNS servers,

Specify the DMS servers from which you want to copy the zone. Servers are
contacted in the order shown,

e to be divided into zones. Each zone

B Master Servers: mains.

IF Address Server FQDN Validated Delete
<Click here to add an IF Address or DNS Mame>
192.168.1.2 bkap-srv12-01.b... OK Up
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B W APTECH bia chi: Toa nha HTC, 236B HOéng Qué'c Viét, Cau Giéy, Ha Nél

= Click vao Next va Finish & cac ctra s6 tiép theo.

[E;‘BKAP—SR'.‘H—Ul xl (5} BKAP-SRV12-02 xw

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You
spedified the following settings:

Mame:  bkaptech.wn e to be divided into zones, Each zone

mains.
Type:  Secondary

Lookup type: Faorward

File name: bkaptech.vn.dns ~

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish,
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
ESAEW APTECH bia chi: Toa nha HTC, 236B Hoa‘lng Qu6'c Viét, Cau Giéy, Ha Néi

= Click chudt phai tai Reverse Lookup Zone, chon New Zone...

‘Slawsﬂvum X | (5} BKAP-SRV12-02 ‘

File Action View Help
e 2E o Hm 8D
& DNS
4§ BKAP-SRVIZ-02 @ Add 2 New Zone
I Global Logs
4[] Forward Lookup Zones
b [2] bkaptechwn
|.j Reverse Lookup Zongs!

b [ Trust Points MNew Zone... on the Action menu, click New Zone.
i [ | Conditional Forward

The Domain Name System (DNS) allows a DNS namespace to be divided into zones, Each zone
stores information about one or more contiguous DNS domains.

Wiew
Refresh

Help

Create a new zone,
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B SARIW APTECH Pia chi: Toa nha HTC, 236B HOéng Qu6c Viét, Cau Giéy, Ha Néi

= Tai ctra s6 Zone Type, chon vao Secondary zone.

IﬁBI(AP—SR'.'lz—Ol X ‘ (5} BKAP-SRV12-02 x]

Zone Type
The DMS server supports various types of zones and storage.

Select the type of zone you want to create:

I () Primary zone

e to be divided into zones. Each zone
Creates a copy of a zone that can be updated directly on this server.

mains.
(@) Secondary zone

Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.,

() Stub zone

Creates a copy of a zone containing only Name Server (NS), Start of Authority
(504), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone,

[ ] Stare the zane in Active Directory (available only if DNS server is a writeable domain
controller)

<Back || mext> | | cancel
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B W APTECH bia chi: Toa nha HTC, 236B HOéng Qué'c Viét, Cau Giéy, Ha Nél

= Tai cira s6 Reverse Lookup Zone Name, click chon vao IPv4
Reverse Lookup Zone.

|5‘BKAP—SR'.‘12—01 X ‘ (5}l BKAP-SRV12-02 |
]

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPvG
addresses.

e to be divided into zones. Each zone
[ (®) IPv4 Reverse Lookup Zone mains.

() IPv6 Reverse Lookup Zone
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B SARIW APTECH Pia chi: Toa nha HTC, 236B HOéng Qu6c Viét, Cau Giéy, Ha Néi

= Tai ctra s6 Reverse Lookup Zone Name, nhap vao Network
ID :192.168.1

[E)BKAP-SRVIZ-D1 X \ (5} BKAP-SRV12-02 * ‘

[

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names,

To identify the reverse lookup zone, type the network ID or the name of the zone.
(@) Network ID:

192 168 1| e to be divided into zones, Each zone
: : : rmains.

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal (not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
netwark ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0.10.in-addr.arpa.

(") Reverse lookup zone name:
1,168, 192.in-addr.arpa

<Back || MNext> | | Cancel
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= Tai ctra s6 Master DNS Servers, nhip vao dia chi caa may
BKAP-SRV12-01 (192.168.1.2)

(5 BKAP-SRVIZ-D1 X ‘ (5 BKAP-SRV12-02 * ‘

E

Master DNS Servers
The secondary zone is copied from one or more DMNS servers,

Specify the DNS servers from which you want to copy the zone. Servers are
contacted in the order shown.

e to be divided into zones, Each zone
Master Servers: mains.

Server FQDN Validated Delets
an IP 55 or DMS Mame >
bkap-srv12-01.b... OK b

Website: www.bachkhoa-aptech.com % 5 % = <
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEUDAO TAO [l Aprech st oo [ WV /76 0000 [ & CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011 —

293



B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B SARIW APTECH Pia chi: Toa nha HTC, 236B HOéng Qu6c Viét, Cau Giéy, Ha Néi

= Tai ctra 6 tiép theo, click vao Finish dé két thic qué trinh cau
hinh.,

Ifﬂ BKAP-SRV1201 \ (5} BKAP-SRV12-02 X]

Completing the New Zone Wizard

You have successfully completed the Mew Zone Wizard. You
specified the following settings:

e to be divided into zones. Each zone

! ! MName:  1.168.192.in-addr.arpa
mains,

f Type:  Secondary

Lookup type: Reverse
File name: 1.168.192.in-addr.arpa.dns |+

Mote: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resalution using nslookup.

To close this wizard and create the new zone, dick Finish,

<Back || Fish | | cancel
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Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha N§i

BACHKH A

EEXEYSIEYW APTECH

e Chuyén vé Server BKAP-SRV12-01 cau hinh backup DNS.
o Vao dich vu DNS, click chuét phai tai tn mién bkaptech.vn /
Properties.

(5} BKAP-SRV12-01 Hﬁw-swlz-oz X |

File Action View Help

YRR EEEI EEEE

£ DNS
4 [F BKAP-SRV12-01

4[] Forward Lookup Zones

MName

] (same as parent folder)

] (same as parent folder)
£

- | bkaptech.
4 || Reverse Look
b 2] 1168192
b [ Trust Points
I [ Conditional F
I» Global Logs

Update Server Data File
Reload

Mew Host (4 or AAAA]...
MNew Alias (CMAME)...

MNew Mail Exchanger (MX]...
MNew Domain...

Mew Delegation...

Other New Records...
DMSSEC

All Tasks
View
Delete

Refresh
Export List...

< m

Properties

Opens the properties dial

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011

Help

Type

Start of Authority (SOA)
MName Server (MS)

Host [A)

Mail Exchanger (MX)
Host (A)

Host (A)

Host (A)

Alias (CMAME)

Data

[7], bkap-srv12-01., hostm...
bkap-srv12-01.

182.168.1.5

[10] bkap-srv12-03.bkapt...
182.168.1.2

182.168.1.3

1582.163.1.4

bkaptech.vn,
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= Tai ctra s6 bkaptech.vn Properties , chuyén sang Tab Zone
Transfers , click chon vao Allow zone transfers / Only to the
following servers.

(5} BKAP-SRV12-01 * 1 [fpwmvuﬂz x I
e

31_,‘ DS Manane

File Action View Help

o= | t.4] X General | Start of Authority (S0A)

i | 150':1 ONS MName Servers I WINS | Zone Transfers
= A i BKAP-5RV12-01 A zone transfer sends a copy of the zone to the servers that requesta
BE / 4 [ 7] Forward Lookup Zoi copy.

E‘gl I |21 bkaptech.wn [w] Allow zame transfers:
i 4 [ | Reverse Lookup Zoi () T any server
i ; .
" b -_-E\:| 1.168.192.in-add () Only to servers listed on the Name Servers tab

p [ Trust Points
p [ Conditional Forwarg
b Global Logs IF Address Server FQDN

(® Only to the following servers

To specify secondary servers to be notified of zone
updates, dick Motify.

< m OK | | Cancel
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= Tai day, tiép tuc chon vao Edit.Tai cta s6 Allow Zone
Transfers , dién dia chi may BKAP-SRV12-02 (192.168.1.3) tai
IP addresses of the secondary servers

= Apply/OK.

(51 BKAP-SRV12-01 ¥ Hﬁws&vunz x ‘

DMS Mananer
bkaptech.vn Properti

File  Acticn

il

- | bkaptech.vn

iE /

E% [ Bl IP addresses of the secondary servers:

g ¥ - validated

b [&] Global

The server FQDN will not be available if the appropriate reverse lookup zones and entries are not
configured.

ok | | cancel
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= Click chuét phai tai 1.168.192.in-addr.arpa / Properties.

(51 BKAP-SRV12-01 * ||5|BKAP-5RV12—02 X |

&

File Action View Help

e« rE XEB ez He § 86
é DMNS MName Type Data
4 i BKAP-5RV12-01 % (same as parent folder) Start of Authority (SOA) [5], bkap-sre12-01,, hostm...
a [ Forward Lookup Zones % (same as parent folder) Mame Server (NS) bkap-srv12-01.
(2] bkaptech.vn =]192.168.1.2 Pointer (PTR) bkap-snv12-01.bkaptech.vn.
4 [0 Reverse Lookup Zones . E192.168.1.3 Pointer (PTR) bkap-srv12-02.bkaptech.vn,
- | 1.168.192.in-add) .
£ Trust Points Update Server Data File Pointer (PTR) bkap-srv12-03.bkaptech.vn,
b o Pointer (PTR) bkaptech.vn,
p [ Cenditional Ferward Reload
b (&) Glebal Logs Mew Pointer (PTR)...
Mew Alias (CNAME]...
MNew Delegation...
Other New Records...
DNSSEC 3
All Tasks »
View »
Delete
Refresh
Export List...
Properties
Help

Opens the properties dialog box Tor the COTTERT SEECTIGH,
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EENISAETW APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

= Tai ctra s6 1.168.192.in-addr-arpa Properties , chuyén sang
Tab Zone Transfers, click chon vao Allow zone transfers /
Only to the following servers.

(51 BKAP-SRV12-01 % 1 [f‘pws&vuﬂz x ‘

&

&

2

File Action View Help
@ | # X General | Start of Autharity (SOA)
Zone Transfers
) 1"5"_-‘ DNS Mame Servers I WINSR | Data
4 i BKAP-SRV12-01 A zone transfer sends a copy of the zone to the servers that request a [5], bkap-sre12-01., hostm...

L 4 || Forward Lookup Zoi copy. bkap-srv12-01.
|2 bkaptechwn [w] Allow zone transfers: blap-srv12-01.bkaptechan,
a4 || Reverse Leckup Zo () To any server bkap-srv12-02.bkaptech.vn.

[ 5 :
) [z 1168.192.in-add () Only to servers listed on the MName Servers tab bkap-srv12-03.bkaptech.vn.
I | Trust Points

b [ | Conditional Forwarg
F Global Logs IP Address Server FQDN

LR R

(@ Only to the following servers bkaptech.vn,

To specify secondary servers to be notified of zone
updates, dlick Motify,

o | [ Gl ] [ ooy
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HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

A

Tai day , tiép tuc chon vao Edit , Tai cira s6 Allow Zone
Transfers , dién vao dia chi cia may BKAP-SRV12-02
(192.168.1.3)
Apply / OK.

(51 BKAP-SRV12-01 % 1 [ﬁws&vuﬂz x ‘

DMNS Mananer

File  Action V|

s
il 2 DNS
_ 4 F BKAP-SRV1
i 4 || Forwarg
o | [Z] bka
- 4 || Reversg
NE |

b &) Global

1.168.192.in-addr.arpa Properties

DNS zone:

| 1.168.192.in-addr.arpa

P1.bkaptech.vn.
P2.bkaptech.vn,
P3.bkaptech.vn,

IP addresses of the secondary servers:

Delete

IP Address Server FQ Validated

<Click here to add an IP 5 S Mame: |
The server with this IP ...

The server FQDM wil not be available if the appropriate reverse lookup zones and entries are not
configured.

ok | | cancl
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e Chuyén sang may BKAP-SRV12-02, vao dich vu DNS.
o Click chudt phai tai tén mién bkaptech.vn . / Properties.
o Tai ctra s6 bkaptech.vn Properties ,chuyén sang tab Zone
Transfers, chon vao Allow zone transfers / Only to the following

Servers.
(551 BKAP-SRV12-01 | (5} BKAP-5RV12-02 |
S
ﬁ, DS Mananer
File Action View Help bkaptech.vn Properties
| &= | # X [E 4 General | Start of Autharity (S0A) |
@ Mame Servers I WINS | Zone Transfers
i A DNS
- 4 j BKAP-5RV12-02 A zone transfer sends a copy of the zone to the servers that request a
Hi 4 b [ Global Legs copy.
% i 4 [ !i(_:»r'u\tard Laokup Zo) ‘ﬂ?w zone transfers: L one. The transfer of
- d |4 bkaptechwn () To any server
. 4 R_everse Lookgp Zon () Only to servers listed on the Name Servers tab
- o 1'168_'192'mﬂdd (® Only to the following servers Refresh.
B | Trust Points
[ Conditional Forwar IP Address Server FQDN Help.
To specify secondary servers to be notified of zone -
updates, dick Motify.
< m | oK | | Cancel | | Apply | | Help |
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HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

)
BACHKH b A Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha No§i

ERXRYSIETW APTECH

= Tai day, tiép tuc click chon vao Edit, tai cira s6 Allow Zone
Transfers , nhap vao dia chi cuia may BKAP-SRV12-

01.(192.168.1.2)

(EIBKAPSRVI2ZOL X ‘ (5} BKAP-SRV12-02 ‘

=

Action

File

DNS zone:
| bkaptech.vn

L b [ Global

4 || Forward  IP addresses of the secondary servers:
[ bka -
. Validated
i 4 || Reversg : e = — s
@114 1681 bkap-srv12-01.bkaptec... OK

I | Conditi

The server FQDM wil not be available if the appropriate reverse lookup zones and entries are not
configured.

ok | | cancl
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B SARIW APTECH Pia chi: Toa nha HTC, 236B HOéng Qu6c Viét, Cau Giéy, Ha Néi

= Thuc hién tuong tu ddi véi “1.168.192.in-addr.arpa”.

[EJBKAP-SRVIZ-D1 X | (5} BKAP-SRV12-02 * |
&

&
h

File Action View Help
* $’| .tl x General I Start of Authority (SOA)
i | H_?b DNS Mame Servers I WINS-R | Zone Transfers
- 4 i BKAP-5RV12-02 A zone transfer sends a copy of the zone to the servers thatrequest a
iE 4 3 Global Logs copy.
E% I 4 | | Forward Lockup Zo [w] Allow zone transfers: L one. The transfer of
- |40 bkaptechvn () To any server
Ll [ Reverse Lookup Z
4 EVErse Lookup £of () Only to servers listed on the Name Servers tab

|43 1.168.192.in-add
> || TrustPeints
i [ Conditional Forwarg IP Address Server FQDN Help.

Refresh.
(® Only to the following servers res

Edit

To specify secondary servers to be notified of zone
updates, dick MNotify,
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|E;|BKAP£.R-.'12411 x | (5} BKAP-SRV12-02 * |

File Action

DINS zone:

| 1.168.192.in-addr.arpa

|
| Tl b Global
% I 4[] Forward P addresses of the secondary servers: nefer of
= bk
g " = '? § IP Address Validated
4 EVErsg

[ 1.16

0K

The server FQDN will not be available if the appropriate reverse lookup zones and enfries are not
configured.

| | cancel
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= Click chuot phai tai bkaptech.vnva 1.168.192.in-addr.arpa ,
chon vao Transfer from Master.

[ﬁws&vuﬂl xl (5} BKAP-SRV12-02 x}

=]

File Action View Help
e nEXEE HE § BE
i 2 DNS
__ || + & Brap-srviz-02 @ Zone Not Loaded by DNS Server
[+ [ obal Logs
| Global Log
[4] 1 F d Lookup Z
= “ zﬁ ones The DMS server encountered a problem while atternpting to load the zone, The transfer of
- ptech.
L 4 7| Reverse Lockd Reload
,3 1.168.192.i | Transfer from Master or on the Action menu, click Refresh,
B[] Trust Points Trews i from Mast
b (7] Conditional F R ing DNS zone problems, see Help.
All Tasks 4
View »
Delete
Refresh
Properties
Help
< m 1E
Perform zone transfer from master DNS server if there have been any changes to the zone.
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Iﬁw-s&vu—ol x\ (5 BKAP-SRV12-02 x]
=

File Action View Help

= nE XBa Bz 86
£ DNS
4 3 BKAP-SRV12-02
b Global Logs
4[] Forward Lockup Zones
[ bkaptechan
a [] Reverse Lookup Zones
3 1.168.192.in-addrar= Carract the nenklam then cither nrece ES ar anthe Action menu, click Refresh.
t [ Trust Points Reload
1 [ Conditional Ferward | Transfer from Master 15 zone problems, see Help.

@ Zone Not Loaded by DNS Server

The DNS server encountered a problem while attempting to load the zone. The transfer of
zone data from the master server failed.

Ao B -

Transfer new copy of zone from Master

All Tasks »
View »
Delete

Refresh

Properties

Help

<] n 1E

Perform zone transfer from master DMS server if there have been any changes to the zone,
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o Click vao BKAP-SRV12-02, chon Refersh.

[ BKAP-SRW12D1 | (5 BKAP-SRV12-02 * |
&

File Action View Help

I ER EEEN EEEE

S | Name
=_ “ il Configure a DNS Server...
| [ b (5] Global Lo
2 4 [ Forward L SETLETE
- [2] bkapt Set Aging/Scavenging for All Zones...
.i a ] Reversel Scavenge Stale Resource Records
1 1188, Update Server Data Files
B [7] Trust Poin ESN—
p [ Cendition Far -ache
Launch nslookup
All Tasks 3
View 3
Delete
Refresh
Export List...
Properties
Help
<| m 1E

Refreches the current selection.
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
ESAEW APTECH bia chi: Toa nha HTC, 236B Hoa‘lng Qu6'c Viét, Cau Giéy, Ha Néi

o DNS Server da dugc Backup thanh cong.

[ﬁlwsﬂvunl xl (5} BKAP-SRV12-02 xw

=]

File Action View Help
s rEEcE HBHm § 84
i é DMS MName Type Data Timestam
= 4 i BKAP-5RW12-02 % (same as parent folder) Start of Authority (SOA) [7], bkap-srv12-01., hostm...  static
L [ Global Logs % (same as parent folder) MName Server (NS) bkap-srv12-01. static
- 4 [ Forward Lookup Zones || ] (same as parent folder) Host (A) 182.168.1.5 static
ii @ bkaptech.vn % (same as parent folder) Mail Exchanger (MX) [10] bkap-srv12-03.bkapt...  static
4 [ Reverse Lookup Zones || = peap.crv12-01 Host (A) 192.168.1.2 static
- ] 1.168.192.in-addrar | o by c1.02 Host (A) 192.168.13 static
b & E’“ii_‘””tl‘F ters || El plap-sri2-03 Host (A) 192.168.1.4 static
b ondrional Forwarders %www Alias (CNAME) bkaptech.vn, static
£ m > £ m >
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

‘ﬁlwsﬂvunl X ‘ (5} BKAP-SRV12-02 * ‘

&

File Action View Help

e« zEEc:z BHm § EF
i é DMS Mame Type Data Timestam
= 4 i BKAP-3RV12-02 % (same as parent folder) Start of Authority (SOA) [5], bkap-srv12-01,, hostm...  static
L I Global Logs % (same as parent folder) Mame Server (M%) bkap-srv12-01. static
= 4 [ ] Forward Lookup Zones 19216812 Pointer (PTR) bkap-srv12-D1.bkaptech.wn.  static
g [2] bkaptechn £192.168.1.3 Pointer (PTR) bkap-srv12-02.bkaptechwvn,  static
4 [ Reverse Lookup Zones || =195 168,14 Pointer (PTR) bkap-srv12-03.bkaptechvn.  static
=1 1.168.192.in-addr.arp || =49, 168,15 Pointer (PTR) bkaptech.vn. static
B[] Trust Points
b [ Conditional Forwarders
£ m > £ m >
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
, Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

Bai 8:
CAU HINH PIA CHI IPV6

Céc ndi dung chinh sé duge dé cap:

v' Chu hinh dit dia chi IPv6.
v' CAu hinh ISATAP Router.

8.1 Trién khai mang véi IPV6.
1. Y&u cau bai lab:

+ Thiét 1ap mang IPv6 theo so d6 Lab 8.1.
+ Tat thiét lap dia chi IPv4 trén card mang.

+ Thiét 1ap tinh nang Routing and Remote Access Server dé ndi thong 2
dai mang.

2. Yéu cau chuin bj:
+ Chuan bi 3 may 4o cai HDH Windows Server 2012 Datacenter.

+ Két ndi theo m6 hinh lab 8.1.
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B ACHKH A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
P Pia chi: Téa nha HTC, 236B Hoa‘mg QU6C Viét, Cau Giﬁy, Ha N6I

3. M0 hinh lab:

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH B ACHKH g | A
Lab 8.1: Trién khai mang véi IPv6 APTECH

BKAP-SRV12-02 &
IP: 2001:db8:2::2/64
GW: 2001:db8:2::1

.~

~
S
r

BKAP-SRV12-03 IP: 2001:db8:2::1/64
IP: 2001:db8:1::2/64 N
GW: 2001:db8:1::1 /\

- BKAP-SRV12-01
— ROUTER
- ;
.
S Vmnet2:1Pv6 s

IP: 2001:db8:1::1/64

\\
3>

F
Hinh 8.1
So db dia chi IP nhu sau:
Thong sO BKAP-SRV12-01 BKAP-SRV12-02 | BKAP-SRV12-03
IP address VMnet2: 2001:db8:1::1/64 | 2001:db8:2::2/64 | 2001:db8:1::2/64
VMnet3: 2001:db8:2::1/64
Default gateway 2001:db8:2::1 2001:db8:1::1
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, Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

Hwéng dan chi tiét:

e Thuc hién trén may Server BKAP-SRV12-02
o biat card mang ché d6 “VMnet 2”.
o Tai ctra s6 VMnet2 Properties, bo dau tich tai ty chon 1Pv4.

(5} BKAP-SRV12-02 (511 BKAP-SRV12-01 (5] BKAP-5RY12-03
MNetwork and Sharing Center
MNetwork Connections
T ‘E' « Network and ... » Metwork Connections » v & | | Search Metwork Connections @ |
b VMnet2 Properties - » =~ [ @
|| [Mevorrs |
Connect using:

l_-? Intel(R) 825741 Gigabit Netwark Connection

This connection uses the following items:

"% Cliert for Microsoft Networks

4Bl 0305 Packet Scheduler

Q File and Printer Sharing for Microsoft Networks

[] -+ Microsoft Metwork Adapter Multiplexor Protocol
i Link-Layer Topology Discovery Mapper /0 Driver
b Link-Layer Topology Discovery Responder

<& |ntemet Protocol Version & (TCP/1PwE)

WS [tcmet Protocol Version 4 (TCPAIPwd)
Uninstall Properties

Description

Transmission Cortrol Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

0K || Cancel

1item 1 item selected B =
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Click vao tuy chen IPv6 , chon Properties.
o Tai ctra s6 Internet Protocol Version 6 (TCP/IPv6) Properties ,
thiét lap dia chi IPV6.
= Click chon vao Use the following IPv6 address , nhap vao cac
thong s sau:

e [Pv6 address: 2001:db8:1::2

e Subnet prefix length: 64

e Default gateway: 2001:db8:1::1

(5} BKAP-SRV12-02 (5] BIAP-SRV12-01 (5] BKAP-SRV12-03
=
Metwork and Sharing Center HE“
i Network Connections = | =]
T ‘E' « Metwork and Int... » Metwork Connections v ‘ | Search Network Connections @ |
P — Dicahlza thic netuenrl Az Mizmnoe thic remnarting 3 ;II; - E @
) VMnet2 Properties b
Metworking
{ - ) | ) ]
Internet Protocal Version & (TCP/IPvE) Properties I_-

General

T You can get IPv6 settings assigned automatically if your network supports this capahbility.
s Otherwise, you need to ask your netwark administrator for the appropriate IPva settings.

() Obtain an IPv6E address automatically
(®) Use the following IPvé address:

IPv6 address: | 2001:db&: 1::2 |
Subnet prefix length:
i Default gateway: | 2001:db&: 101 |

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: | |

Alternate DNS server: | |

[ validate settings upon exit

1 item 122 =]
| CK | | Cancel
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B ACHKH A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

Pia chi: Toa nha HTC, 236B HOéng Qu6c Viét, Cau Giﬁy, Ha Néi

e Chuyén sang may BKAP-SRV12-01, dat dia chi IPv6 cho 2 card mang

VMnet2 va VMnet3(thuc hién tit tly chon IPv4 cho 2 card VMnet2 va
VMnet3).

o bia chi card VMnet2 cia may BKAP-SRV12-01.

(5] BIRAP-SRY 12-02 (5} BKAP-SRV12-01 [} BKAP-5RV12-03

Network Connections HE“

+ | E" « MNetwork and Internet » Metwork Connections

] 0| | Search Metwork Connections @ |

Nicahla thic natuenel: de Miannoc, thic ronnectio

Vmnet2 Properties £
Metworking | Sharing network

| Il Gigabit Metwork C...
G .
Internet Protocol Version 6 (TCP/IPv6) Properties _

Rename this connection  »»

3= -0 @

General

You can get IPvé settings assigned automatically if your network supports this capability.
Otherwise, you need to ask your network administrator for the appropriate IPvE settings

() Obtain an IPv6 address automatically
(®) Use the following IPvé address:
IPv& address:

| 2008:db8: 11 |
Subnet prefix length:
[ Default gateway: |

Obtain DNS server address automatically
(®) Use the following DNS server addresses:

Preferred DNS server: |

Alternate DNS server: |

[[validate settings upon exit

2 item

==
| oK | | Cancel |
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HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH

Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o bia chi card VMnet3 cua may BKAP-SRV12-01.

(5} BKAP-SRY 12-02

(5 BRAP-SRV12-01

[} BKAP-5RV12-03

Network Connections

W 0| | Search Metwork Connections @ |

»

3= -0 @

T |E' <« Metwork and Internet » MNetwork Connections
Rename this connection

Miarmecs dhic memeestise

Dicakle thic natsnel de
x

rFramiTe W

D

Networking | Sharing

VMnet3 Properties
network
BL Gigabit Metwork C...

qg

Internet Protocaol Version 6 (TCP/IPv6) Properties

General

‘You can get IPv6 settings assigned automatically if your network supports this capability.
Otherwise, you need to ask your network administrator for the appropriate IPv6 settings.

() Obtain an IPvé6 address automatically

(®) Use the following IPv6 address:
[ 2001:db8:2::1 |

|

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

IPv6 address:

Subniet prefix length:

Default gateway:

Preferred DNS server: |
|

Alternate DMNS server: |

[

[validate settings upon exit

==

2 item

| CK | | Cancel
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e Chuyén sang may BKAP-SRV12-03, dit dia chi IP cho card mang VMnet3.

(53] BKAP-SRY12-02 (55! BKAP-SRV12-03

‘-:J
-

Recycle Bin

(53] BKAP-SRYV12-01

i VMnet3 Properties

Metwarking

]

Internet Protocol Version & (TCP/IPvb) Properties

General

You can get IPvS settings assigned automatically if your netwark supports this capability,
Otherwise, you need to ask your network administrator for the appropriate IPve settings.

() Obtain an IPv6 address automatically
(#) Use the following IPvé address:

IPv6 address: | 2001:db&:2::2 |
Subnet prefix length;
Default gateway: | 2001:db3:2::1 |

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DMNS server: | |

Alternate DMS server: | |

[Jvalidate settings upan exit

| oK || Cancel |
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

e Chuyén vé may BKAP-SRV12-01, thuc hién ping dén 2 may BKAP-SRV12-
02 va BKAP-SRV12-03.

[ BKAP-SRV1202 X | [ BKAP-5RV12-01 (5} BKAP-5RV12-03

Administrator: CAWindows\system32\cmd.exe
icrosoft Windows [Uersion 6.2.920081

ith 32 bytes of data:
D time=ins
: time<ims

statistics for 2801 :dbB:1::2:
Packets: Sent = 2, Received = 2, Lost = 8 (@x
pproximate round trip times in milli-seconds:
Hinimum = Bmsz, Maximum = 1ms, Average = Bns
Entrnl—c

sUserssAdministrator»ping 2001 :db8:2::2

ith 32 bytes of data:
2801 :dbB:2:: time<ims
2001 :db8:2::2: timedims
2001 :dh8:2 time<imz
2001 :dh8:2 time<ins

ing statistics for 2081:dh8:-2::2:
Packets: Sent = 4, Received = 4, Lost = 8 (Bx
pproximate round trip times in milli-seconds:
Minimum = Bmz. Maximum = Bms, Average = @ms

tsUserssAdministrator>
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, Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Thuc hién cai dit va cau hinh dich vu Routing and Remote Access.
= Vao Server Manager / Add roles and features.
= Tai cuira SO Select server roles, click chon vao Remote Access.

(5 BRAP-SRV12-02 \ (5 BKAP-SRV12-01 ‘ (5! BKAP-SRV12-03 I

Server Manager * Dashboard

= Add Roles and Features Wizard =|o]
iE Dashb
W local§  Select server roles e
s All Sen
& File arl Before You Bagin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection

| >

Remaote Access provides Seamless

O ACtI-VE D?rector}r Certlflf:ate Se.rwces Connectivity, Always On and Always
[] Active Directory Domain Services Managed experience based on
Features [ Active Directory Federation Services DirectAccess. RAS provides
Remate Accass . . . . . ’ traditional VPN services including
O ACtI-VE D?rector}r Ll_ghtwe ight Directory Ser.\rlces site-to-site {[branch-office or cloud)
Role Services [] Active Directory Rights Management Services connectivity, Routing provides
Web Servar Role (1S) [] Application Server traditional routing capabilities
- . ] DHCP Server = including NAT, and other
Role Services O] DNs's connectivity options.
erver
Confirmiation
[] Fax Server
b File And Storage Services (Installed)
O Hyper-V
[] Network Policy and Access Services L |

[ Print and Document Services

[[] Remote Desktop Services

< Previous | | Next = Install
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= Tai ctra s6 Select role services, click chon vao Routing.

31 BKAP-SRV12-02 | (5} BKAP-SRV12-01 | (551 BKAP-SRV12-03 |

Server Manager * Dashboard

e Add Roles and Features Wizard = [o]

-
T
L]
]
7]

[T}

=
o

DESTINATION SERVER

I local§  Select role services BKAP.SRV12.01
B Al Sef
ii File ar Before You Begin Select the role services to install for Remote Access
Installation Type Role services Description
Server Selection 3 :
DirectAccess and VPN (RAS) Routing provides supportf:or NAT
Server Boles . Routers, LAN Routers running RIP,
and multicast capable routers (IGMP
Faatures Proxy).

Remote Accass

Role Services

Web Server Role (IIS)
Role Services

Confirmation

| < Previous | | Next > | Install

= Click Install / Finish tai c4c cira sd tiép theo dé Server bét dau
cai dat va két thic tién trinh cai dat dich vu.
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o C4u hinh dich vu RRAS:
= Server Manager / Tools / chon vao Routing and Remote
Access.

(571 BKAP-SRV12-02 [} BKAP-SRV12-01 (571 BRAP-5RV12-03

Server Manager

Server Manager * Dashboard Tools
Compaonent Services

Computer Management

WELCOME TO SERVER MANAGER
Dashboard Connection Manager Administration Kit

Local Server Defragment and Optimize Drives
i All Servers o C f . | | Event Viewer
onrigure this local server :
§ File and Storage Services b - Bctplolevblanauenat
Internet Information Services (IIS) Manager
p IS QUICK START
iSCSI Initiator

Add roles and features

M

I Remote Access Local Security Policy

3 Add other servers to manage Network Policy Server
QODBEC Data Sources (32-bit)
WHAT'S NEW 4  Create a server group ODBC Data Sources (64-bit)

Performance Monitor
Remote Access Management

Resource Manitor

LEARN MORE Routing and Remote Access

Security Configuration Wizard

Services

ROLES AND SERVER GROUPS

Roles: 3 | Servergroups:1 | Servers total: 1 System Configuration
System Information
C File and Storage 1 IS 1 Task Scheduler
Services Windows Firewall with Advanced Security
@ Manageability @ Manageability Windows Memory Diagnostic
Events Events Windows PowerShell
Windows PowerShell {x86)
Performance Services

Windows PowerShell ISE
Windows PowerShell ISE (x86)

Windows Server Backup
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= Tai cira s6 Routing and Remote Access, click chudt phai tai
BKAP-SRV12-01 (local), chon vao Configure and Enable
Routing and Remote Access.

EiBkap-SRV1Z-02 % | (57 BKAP-SRV12-01 * | [51BKAP-SRV1Z03 X

Server Manager Hﬂn

File Action View Help

MNIEE EELE

Dashboard E Routing and Remote Access BKAP-SRV12-01 (local)

% Server Status |
Local Server [ BKAP-SRV12-01 ' AcCcess

Configure and Enable Routing and Remote Access |

All Servers

Disable Routing and Remote Access . )
File and Storag ction menu, click

All Tasks [ -
1S and Remote -

View ting, see Routing
Delete
Refresh

Properties

Help

Configures Routing and Remote Access for the selected server

Roles: 3 | Servergroups:1 | Servers total: 1

 erdsosr 1| s 1
@ Manageability @ Manageability
Events Events
Performance Services v
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= Tai ctra s6 Configuration , click chon vao tly chon Custom
configuration.

{53! BRAP-SRV12-02 (5} BKAP-SRV12-01 {531 BRAP-SRY12-03

Server Manager

Routing and Remote Access Server Setup Wizard
Configuration
“fou can enable any of the following combinations of services, or you can
customize this server.
Dashboard
Local Server @' B " Remote access (dial-up or VPN)
i All Servers Allow remote clients to connect to this server through either a dial-up connection or a
secure virtual private networke (VPN) Intemet connection. ick
| e
i File and Storag ™ Network address translation (NAT)
IS AMlow intemal clients to connect to the Intemet using one public |P address. =
; " Virtual private network (WVPN) access and NAT ing
| Remote Acces Allow remote clients to connect to this senver through the Intemet and local clients to
connect to the Intemet using a single public IP address.
~ Secure connection between two private networks
Connect this network to a remote networlk, such as a branch office.
* Custom configuration |
Select any combination of the features available in Routing and Remote Access.
For more information Hide
[ <Back || New> || Cancel
Roles:3 | Servergroups:1 | Servers total: 1
File and Storage =
g 9 1 s 1
Services
@ Manageability @ Manageability
Events Events
Performance Services v
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= Tai cira s6 Custom Configuration, click vao tly chon Lan
routing.

) BKAP-5RV12-01 5‘BKkP—SR'u'12—03 x

Server Manager

Custom Configuration
When this wizard closes, you can configure the selected services in the Routing
and Remote Access console. T

Local Server Select the services that you want to enable on this server.
[~ VPN access

| All Servers
| [™ Dialup access
| File and Storag

IS [~ Demand-dial connections { used for branch office routing )

: NAT
| Remote Acces| r

[+ LAN routing

For more information

Hide
Roles:3 | Servergroups:1 | Servers total: 1
= File and Storage 1 IS 1
(i
" Services ]
@ Manageability @ Manageability
Events Events
Performance Services -
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Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

= Click vao Finish / Start Services tai cac ctra s tiép theo dé két
thic qua trinh cau hinh dich vu RRAS.
e Chuyén sang may BKAP-SRV12-03 thuc hién ping sang may BKAP-SRV12-
02 va nguoc lai.
o bung trén mady BKAP-SRV12-03:

(53 BKAP-5RY 12-02 (5] BKAP-SRV12-01 (5} BKAP-SRV12-03

Administrator: C\Windows\system32\cmd.exe

=2 with 32 bytes of data:
t1::2: time=inms
H : time{ins

R : t1::2: timedinms

Reply from 2001 :dbB:1::2: time<ims

Ping statistics for 28001:4db8:1::2:

Packets: Sent = 4, Received = 4, Lost = 8 (B loss>.
Approximate round trip times in milli-=seconds:

Minimum = Bmz,. Maximum = 1msz, Average = Bms

sUzerssAdministrator>
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o bung trén mady BKAP-SRV12-02:

(5} BKAP-SRV12-02 (5 BRAP-SRV12-D1 (5 BKAP-SRV12-D3

MNetwork and Sharing Center

Network Connections

gl « Metwork and Int... » Network Connections v O Search Metwork Connections 2 |

Administrator: C:\Windows\system32\cmd.exe

icrosoft Windows [Uersion 6.2.928@1
Cc>» 2812 Microsoft Corporation. All rights reserved.

xUzepsvAdministrator>ping 2801 :db8:2::2

with
t2:

Ping statistics for 28@1:dh8:2::2:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss>,
Approximate round trip times in milli-seconds:

Hinimum = Bmsz, Maximum = ims, Average = Bms

nUserssAdministrator>

8.2 C4u hinh ISATAP Router trén Windows Server 2012.
1. Yéu cau bai lab:

+ Thiét 1ap két n6i mang IPv6 va IPv4 theo so d6 Lab 8.2.

+ Vung mang 1 sir dung VMnet3, trén Card mang thiét 1ap I1Pv4 va IPv6 theo so
d6 Lab 8.2.

+ Ving mang 2 st dung VMnet4 , trén Card mang thiét lap dia chi IPv6 va tat
thiét lap dia chi IPv4.

+ Thiét 1ap Routing and Remote Access Server dé néi théng 2 viing mang.
+ Ping trén may BKAP-SRV12-02 ping théng sang may BKAP-SRV12-03.
2. Yéu cau chuan bj:

+ Chuan bi 3 may ao chay HPH Windows Server 2012 Datacenter.

+ Sir dung may BKAP-SRV12-01 lam Router mém dé dinh tuyén 2 viing mang Vi
nhau:

CAC DI TAC VA THUONG HIEU DAO TAO
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e Gin them 2 card mang cho Router (Card mang 1 tng véi VMnet3, Card
mang 2 ung véi VMnet4).

e Thiét lap tinh ning Routing and Remote Access Server( bat tinh nang dinh
tuyén IPv6 1én).

3. M6 hinh lab:

HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH B ACH KH A
Lab8.2 Céu hinh ISATAP Router trén Windows Server 2012

BKAP-WRK(08-01

Only IPv6 Enable Py
obtain ip automatically —
| —

VMnet4: IPv6

y |
L]

R -
R
-
VMuetd
IP: 192.168.2.2/24
BKAP-DC12-01 IPv4 & IPv6 both
enable
IPv4:192.168.1.2/24 VMnetd in Dual
GW IPv4:192.168.1.1 = Stack Mode
DNS: 192.168.1.2 /
/—\ ISATAP
- ROUTER

VMnet3
IPv4: 192.168.1.1/24
Only TPv4 enable

-
Hinh 8.2
So d6 dia chi nhw sau:
Thong s6 BKAP-DC12-01 | BKAP-SRV12-01 | BKAP-WRK08-01
IP address 192.168.1.2 VMnet3:192.168.1.1 | IPv6 automatically
VMnet4: IPv4 &
IPv6 both enable.
192.168.2.2
Subnet Mask 255.255.255.0 255.255.255.0 --
Gateway 192.168.1.1 -- --
DNS Server 192.168.1.2 -- --
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EEXEYSIETW APTECH

HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

Hwéng dan chi tiét :

e Dit dia chi IP, két ndi cac may ao nhu hinh trén.

e Thuc hién trén mady BKAP-DC12-01.

o Cau hinh DNS Server , tao thém ban ghi host A cho ISATAP Router.

(5 pc12-01 x”ﬁxsampra.outer xHﬁwnmam xl

s

File Action

View Help

e’ 2EXER HBE §ES

£ DNS

4 F BKAP-DC12-01
[ Global Legs
4[] Forward Lookup Zones

b [2] _msdcs.bkaptechan
b [2] bkaptecham

4[] Reverse Lookup Zones

[2] 1.168.192in-addr.arp

B[] Trust Points
b [ ] Conditional Forwarders

Mame

[Z] _msdcs

= _sites

= _tcp

= _udp

| DomainDnsZones

[l ForestDnsZones

] (same as parent folder)
] (same as parent folder)

% (same as parent folder)
] bkap-dc12-01

Start of Authority (SOA)
Mame Server (M5)

Haost (A)

Haost (4)

[24], bkap-dc12-01.bkapte...
bkap-dcl12-01.bkaptech.vn.
152.168.1.2
182.168.1.2
192.168.1.1
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BACHKH A

EDUCATION

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH

Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Tao Rule trén Firewall cho phép ping dia chi IPv4:
= Run/ g6 vao cau lénh wf.msc

5 pe12-01 ] (551 ISATAP Router

] (551 WRKDB-01 1

Server Manager * Dashboard

Local Server
All Servers

AD DS

WELCOME TO SERVER MANAGER

i ﬂ Configure this local server
= Run x|

DNS
File and Storag

=]

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you,

H features

rvers to Mmanage

Open:

i

Y|

'@' This task will be created with administrative privileges.

er group

| OK Cancel

Browse... |

= Tai cira s6 Windows Firewall with Advanced Security , click
chuot phai tai Inbound Rule chon New Rule.

5 pciz-01 1 (53 ISATAP Router

=]

ShSn-

1 (50 WRKDB-01 }

7 Windows Firewall with Advanced Security
File Action View Help
G

Outbound |

Mew Rule...

ﬂ Windows Firewall with Advance BEUETLS R RS
Inbound Ry | Group - Profile |~

5-!.- Connection
[ 'Q Monitoring

IR AL ' ctery Domain Controller - Ec..,
Filter by State i ctery Domain Controller - LD...
Wiew v ectory Domain Controller - LD...
Refresh ctory Domain Centroller - LD...
ctery Domain Controller - Net...
(g U ctory Domain Controller - SA..,
Help ctory Domain Controller - SA..,

ctery Domain Controller - Ec..

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptec|

h.com

Tel: (04) 3755.4010/ (04) 3755.4011

& Active Directery Domain Controller - Sec...
@Active Directery Domain Controller - Sec...
@Active Directery Domain Controller - W3..,
@Active Directery Domain Controller (RPC)
@Active Directery Domain Controller (RPC..,
@Active Directery Web Services (TCP-In)

CAC DOl TAC VA THUONG HIEU DAO TAO

Actions

Inbound Rules
Active Directory Dormain Ser.. All ﬂ- Mew Rule...
Active Directory Domain Ser.. Al
Active Directory Domain Ser.. Al ¥ Filter by Profile
Active Directory Domain Ser...  All = || ¥ Filter by State
Active Directory Domain Ser..  All T Filter by Group
Active Directory Domain Ser..  All .

Wiew

Active Directory Domain Ser...  All
Active Directory Domain Ser...  All || G Refresh
Active Directory Domain Ser..  All |5+ Ewport List...
Active Directory Domain Ser..  All ﬂ Help
Active Directory Dormain Ser.. All
Active Directory Domain Ser.. Al
Active Directory Domain Ser.. Al
Active Directory Web Services  All




B ACHKH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

= Tai ctra s6 Rule Type , click chon vao Custom. / Next

5 pr1z-o1 XHﬁIISATAPRouha x”ﬁlmmam x}

Filg' Rule Type
* Select the type of firewall rule to create.
g
Steps:
Rule Type What type of rule would you like to create?

Program

Protocol and Ports ) Program
Rule that controls connections for a program.

Action ) Port
Rule that controls connections fora TCP or UDF port.

Profile
Name ) Predefined:

|Active Directory Domain Services

L
L
L
@ Scope
L
L
L

Fule that controls connections for @ YWindows experience.

® Custom
Custom rule.

= Tai ctra s6 Program , click vao Next.

(5 pC12-01 xHE;IISATAPRouter x”fﬂmm&m x\

Program
* Specify the full program path and executable name of the program that this rule matches.

4
Steps:
i Does this rule apply to all programs or a specific program?
i @ Rule Type
ii @ Program
g [
[H] @ Protocol and Ports ® All programs
oy @ Scops Rule applies to all connections on the computer that match other rule properties.
[==]
= @ Action
.i ) This program path:
@ Profile
N | | | Browse. ..
@ Mame Example: c:\path'program exe
‘%ProgramFiles 2 \browser\browser exe
Services Customize. .

Specify which services this rule applies to.

Website: www.bachkhoa-aptech.com = 5 % = 2
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B ACHKH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

= Tai ctra s6 Protocol and Ports , tai Protocol type chon
ICMPV4 / Next.

{5 pC12-01 x”ﬁISATAPRouha x”ﬁwnmam x\

Fill' Protocol and Ports
* Specify the protocols and ports to which this rule applies.

Steps:
i @ Rule Type To which ports and protocols does this ule apphy?
ii @ Program
. B
il @ Protocol and Ports Protocol type: [IcMPv4 v|
a @ Scope Protocol number: Ijl
= @ Action
g
® Profile Local pot: (Al Potts |
@ Name | |

Example: 80, 443, 5000-5010
Remote port: |AII Ports |

Example: 80, 443, 5000-5010

Intemet Control Message Protocal Customize...
(ICMP) settings:

= Tai ctra 56 Scope , click vao Next.

{5 pC12-01 xHE;IISATAPRouter x”fpwnmam x‘

Fil Scope
* Specify the local and remote P addresses to which this nule applies.
4
Steps:
| @ Rule Type
i: NN Program Which local IP addresses does this rule apply to?
I—i-i @ Protocol and Ports ® Ay IP address
g @ Scope () These IP addresses:
= @ Action "
g Add...
@ Profile =
@ MName
Remove

E I
-]
?

Customize the interface types to which this rule applies:
Which remote IP addresses does this rule apply to?
® Any IF address

() These IP addresses:

Website: www.bachkhoa-aptech.com = 5 % = 2
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B ACHKH Q A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
ESAEW APTECH Dia chi: Téa nha HTC, 236B Hoa‘lng QU6C Viét, Cau Gié'y, Ha N(".:)i

= Tai cira s6 Action , click vao Next.

5 pC12-01 xHEpISATAPRouba x”ﬁlmmam x‘

File” Action
* Specify the action to be taken when a connection matches the conditions specified in the rule.
Sieps:
i @ Rul Type What action should be taken when a connection matches the specified conditions?
ii @ Program
. L ® Allow the connection
Inl @ Protocol and Ports This includes connections that are protected with IPsec as well as those are not.
a @ Scope
e ) Allow the connection if it is secure
li L en This includes only connections that have been autherticated by using IPsec. Connections
@ Profile will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.
L

Name

) Block the connection

= Tai cira s6 Profile , click vao Next.

(5 pr1z-01 x”ﬁlISATAPRouter x”ﬁlm&o&m x}

File profile
* Specify the profiles for which this nule applies.
Steps:
i @ FRule Type When does this ule apphy?
ii @ Program
e [ _
ig! @ Protocol and Ports [v] Domain
[:+] @ Scope Applies when a computer is connected to its corporate domain.
[==]
ii @ Action [+ Private
& Profile Applies when a computer is connected to a private networlk location, such as a home
or work place.
@ Mame [¥| Public
Applies when a computer is connected to a public network location.

Website: www.bachkhoa-aptech.com = 5 % = 2
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BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha N§i

= Tai ctra s6 Name , nhap vao Name : Allow ICMPV4.

5 pC12-01 x”ﬁlsampﬁouter x”ﬁlmma—ol x\

Name

* Specify the name and description of this rule.

Steps:
- e Type
i Rule Typ
ii @ Program
—_— [
[H] @ Protocol and Ports
MName:
i3] @ Scope
== s Alow ICMPv4]
= - ian
g
@ Profile Dezcription {optional):
@ MName

= Tao thanh cong Rule.

5 pc1z-01 x”ﬁllsampmba x”ﬁ!mma—m x\

[

File Action View Help

e 2@ = 3

@ Windows Firewall with Advance IR Actions
i | & ouomara T S rroie | Inbound Rules
[ | Outbound Rules ﬁ
= c ction Security Rul MNew Rule...
| [ i onr?e .|0r1 scurity Rules @Active Directory Domain Controller - Ec...  Active Directery Domain Ser...
|| b ™ Monitoring . . . . T Filter by Profile
(] @Actwe Directory Demain Controller - Ec...  Active Directory Domain Ser.. All
o @Active Directory Domain Controller - LD...  Active Directory Domain Ser...  All = 7 Filter by State
. @Active Directory Domain Controller - LD...  Active Directory Domain Ser...  All T Filter by Group
L @Active Directory Domain Controller - LD...  Active Directory Domain Ser.. Al View

@Active Directory Domain Controller - Net...  Active Directory Domain Ser...  All

Website: www.bachkhoa-aptech.com > F < = X
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BACHKH A HE THONG PAO TAO CNTT QUGC TE BACHKHOA-APTECH
APTECH Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

e Chuyén sang may BKAP-WRKO08-01 :
o Tat IPv4.

Metworling

Connect using:

¥ Intel(R) 82574L Gigabit Network Connection

This connection uses the following items:

=1 05 Packet Scheduler

[ -+ Microsoft Metwork Adapter Multiplexor Protocal
v Microsoft LLDP Protocol Driver

- Link-Layer Topology Dizcovery Mapper 140 Driver
& Link-Layer Topology Discoveny Responder

i Intemet Protocol Version & (TCP/IPvE)

(WS |temet Protocol Version 4 (TCP/IPw4)

>

Ingtall... Uninstall Properties
Description
Transmisgion Cortrol Protocol/Intemet Protocal. The default

wide area network protocol that provides communication
across diverse interconnected networks.

Website: www.bachkhoa-aptech.com
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH Pia chi: Téa nha HTC, 236B Hoéng QU6C Viét, Cau Giéi'y, Ha Néi

o Tao Rule trén Firewall cho phép ping dia chi IPv6 (twong tu nhu trén
may BKAP-DC12-01)
= Tai ctra s6 Protocol and Ports , tai muc Protocol type , chon
ICMPV6.

ocizor ¥ | [FISATAPRouter % | [}l WRK08-01 X

ﬂ LFY A = e ] arc =

P New Inbound Rule Wizard H

Protocol and Ports
= a
‘ v Specify the protocols and ports to which this nule applies.

Steps:
@ Fule Type To which ports and protocols does this rule apply?
[ & Program
@ Protocol and Ports Protocol type: | ICMPvE v
@ Scope Protocol number:
@ Action
@ Profile Local port: All Ports v
@ Name

Example: 80, 443, 5000-5010
Remoate port: All Ports v

Example: 80, 443, 5000-5010

= Tai cira s6 Name , nhap vao tén Allow ICMPV6.

ipciz-or x| [5ISATAPRouter % | [ WRKO8-01 X

ﬂ AT Y e s 1L PE N S | A C P
| B New Inbound Rule Wizard El
ile
4= Name
‘ v Specify the name and description of this rule.

Steps:
Rule Type
Program

Protocol and Ports

Name:

Allow ICMPvE
Action
Profile Description {optional):

L
L
L
@ Scope
L
L
o

Mame

Website: www.bachkhoa-aptech.com = 5 Z = 2
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B W APTECH Pia chi: Toa nha HTC, 236B HOi‘Ing Qu6c Viét, Cau Giéy, Ha Néi

» Tao Rule thanh cdng trén may Windows 8.

% = i
¥ R

T T
aRR T ) 5
PSSR A,

[5Dpci2-01  * | [5)) ISATAP Router KLE;! WRK08-01 xl
L TR e T e S
ey A AT R R Al i &4 -
g Windows Firewall with Advanced Security

File Action View Help
«=> zaE=H

Inbound Rules

i G Profile
% Qutbound Rules ame roup rofile Inbound Rules
% Connection Security Rules || ™ Allow ICMPvE : & MNew Rule..
[ % Meonitoring .BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retr..  All T Filter by Profile

.BranchCache Hosted Cache Server (HTT...  BranchCache - Hosted Cach...  All
.BranchCache Peer Discovery (W5D-In) BranchCache - Peer Discove.. All
@ CheckPaint.vPN CheckPoint.VPN Al W Filter by Group
. . - .

7 Filter by State

e Chuyén sang may ISATAP Router ( BKAP-SRV12-01).
o Cai dat Routing and Remote Access.
o Cau hinh Lan Routing.

[Eipciz-o1 ¥ | (5 ISATAP Router x}ﬁlwmcoam x
i

Custom Configuration
Dashboar When this wizard closes, you can configure the selected services in the Routing
and Remote Access console.

i Local Sen
ii All Server Select the services that you want to enable on this server.
= VPN
g Fileand § B
& IS [ Dialup access
[ (5]
_-I R e A [~ Demand-dial connections { used for branch office routing )
=l Remote

[T NAT

v LA routing

For mare information

Website: www.bachkhoa-aptech.com % 5 % = <
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Cau hinh tao Rule trén Firewall trén may ISATAP Router cho phép
ping ca dia chi IPv4 va dia chi IPv6. ( 1am tuong tu nhu trén ).

5ipc1z-01 (5}l ISATAP Router (5} WRKD8-01
F

o Windows Firewall with Advanced Security
File Action View Help

e 2= = HE

- i3 Inbound Rules lame e rafile |~
[ | &Y Outbound Rules Alh:m ICMPv6 " Frotl labouned, fules
i " Conr?ectlion Security Rules 'Q'AIIDWICMP'M &3 MNewRule..
".‘i b & Monitoring @BranchCacheContentRetnevaI(H'I'I'P In}  BranchCache - Content Retr...  All W Filter by Profile
- ﬁBranchCacheHosted Cache Server (HTT... BranchCache - Hosted Cach... All 57 Filter by State
IQ_) nBranchCachePeerDlsco\rer}rNﬂ'SD In} BranchCache - Peer Discove...  All = || F Filter by Group
o Mo cmd, lan luot gd nhitng cau Iénh sau:
= Netsh interface ipv6 set interface “VMnet3”
forwarding=enable advertise=enable.
= Netsh interface ipv6 set interface “VMnetd”
forwarding=enable advertise=enable.
= Netsh interface ipv6 add route fcOl:abcd::/64 “Vmnetd”
publish=yes.
(5 pe12-01 (5} ISATAP Router (55 WRKDB-01
P

P Windows Firewall with Advanced Security
File Action View Help
—1 —
EX Administrator: C\Windows\system32\cmd.exe
icrosoft Windows [Uersion 6.2.92081 Actions
(c> 2012 Microsoft Corporation. All rights reserved.
i Inbound Rules
UserssAdninistrator’netsh interface ipvt set interface "Umnet3d" forwarding=en
- @3 NewRule...
| [
= [ S Filter by Profile
g il
i@ UserssAdninistrator’netsh interface ipvt set interface "Umnet4" forwarding=en NP Filter by State
hl
_ e 7 Filter by Group
= Wiew
SNUserssAdninistratorrnetsh interface ipv6 add route fcBl:abed::s64 "Unnetd" pu
hlish=yes |G| Refresh
k.
Export List...
UzerssAdministratorl E Help
Allow ICMPv4
¥ Disable Rule
& Cut

CAC BOI TAC VA THUONG HIEU DAO TAO
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Quadc Viét, Cau Gidy, Ha Noi

e Chuyén sang may BKAP-WRK08-01 , kiém tra dia chi IP ( cmd: ipconfig ).

(5 DC12-01 (511 ISATAP Router (5} WRK08-01
> W Windows Firewall with Advanced Security
. File A
Recyd /‘I EE:;( =X ChA\Windows\system32\cmd.exe = B

icrosoft Windows [Uersion 6.3.968081 "
& Wind! Cc> 2013 Microsoft Corporation. All rights reserved.

EEJ” sUserssadminitratoripconfig

?j(m Jindows IF Configuration
bl SR

™
UBT ¢ hernet adapter EthernetB:

Connection—specific DNS Suffix
IPv6 Address. . . . . . . . .

Temporary IPub Address. .
Link-local IPv6 Address .
Default Gateway . . . . .

- abcd::cd6B:9822:65h4:558F
- - abcd:-:7cBh:alf?:ece2:-9h35
P tcdo@:=9822 :65h4:558F 3

sUserssadminitrator

o biachi IP cia may ISATAP Router.

(5 DC12-01 (5} ISATAP Router (53] WRKDS-D1

. Administrator: C\Windows\system32\cmd.exe

Jindows IP GConfiguration

Ethernet adapter Umnetd:

Connection—specific DNS

IPv6 Address. . . . . . fcBl:abecd::19bh2:%e2a:8832:2h7c
Link—local IPuv6 Address feBA::179h2:%e2a:8832:9hVcx21
IPv4 Address. . . . . . 192.168.2.2

Subnet Mask . . . . . . 2655_.255.255.8

Default Gateway . . . .

Ethernet adapter Umnet3:

Connection—specific DNS Suffix
Link—local IPve Address . . .

IPu4 Address. . . . . .
Subnet Mask . . . . . .
Default Gateway . . . .

feBB::dB5b:aBd:52e1:2al16x12
192.168.1.1
255.255.255.8

unnel adapter isatap.{@EAECA?D-61A8—4C2ZE-AECB-CB475AAR44C63 =

Media State . . . . . . . . . . . & Media disconnected
Connection—specific DHNS Suffix . =

Microsoft ML ComgTIA
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Quadc Viét, Cau Gidy, Ha Noi

o Thuc hién ping dia chi IPv6 sang may ISATAP Router.

(5 bC12-01 (551 ISATAP Router (5} WRK08-01
> W Windows Firewall with Advanced Security
= Fle Ad L ;
sy ; = CAWindows\system32\cmd.exe = B
- = Jindows IP Configuration
& Wind,
[xBLIMEthernet adapter Ethernet@:
B3 O Connection—specific DNS
B C IFve Address. . - . fcBl-abcd:-cd6B@:9822:65h4:-558F

MWl Tcrporary IPu6 Address. . . . . fcBl:abcd::?cBb:alf?:ece? :9h35
Link-local IPu6 Address - - - . fe8Bz:cd6P:9822:65h4:558F%3
Default Gateway . . . - . . - .

sUzerssadninitrator?ping fcBl:abed:-:19b2:-%e2a:8839:9b7c

inging fcBl:abcd:-:19b2:%e2a:8839:9b%7c with 32 bytes of data:
Reply from fcBl:abcd::19h2:%e2a:-8839:9h7c: time<{imsz
Reply from fcBl:abcd::19h2:%e2a:-8839:9h7c: time<{lmsz
Reply from fcBl:abcd::19h2:%e2a:-8839:9h7c: time<{lmsz
Reply from fcBl:abcd::19h2:%e2a:-8839:9h7c: time<{limsz

ing statistics for fcBl:abcd:-:19b2:-%e2a:8839:9b%c:
Packets: Sent = 4. Received = 4, Lost = B (8% loss).

pproximate round trip times in milli—seconds:
Minimum = Bns,. Maximum = Bns,. Average = Bns

sUserssadninitrator

o Ping dia chi IPv6 tir may ISATAP Router sang may Windows 8.

(5 DC12-01 [} ISATAP Router (551 WRKD8-01
F
e Administrator: C\Windows\system32\cmd.exe \;‘i-l
: py |
0 D I
[ 1 o 5 H T H
13 f LH-THZL: g H 1 =
Re 0 g LA:98 i : =
[He 1 H EHA-7H b H
-l L= 1 H GHA-TH b H
[ [MIR 0 5 RA:-98 i ;
13 D f LE:?8 G ! 1
P H 0 H 1 0
I:: 1 0 5 . 0 5
[ ; i
A3
] | mxzr==y || Microsoft | .y | ComeTA N 338



B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Quadc Viét, Cau Gidy, Ha Noi

e Chuyén vé may ISATAP Rotuer .
o M¢ cmd, gb vao cac Iénh sau:
» Netsh interface ipv6 isatap set router 192.168.1.1
= Netsh interface ipv6 set interface “isatap.{...}”
forwarding=enable advertise=enable
= Netsh interface ipv6 add route fc01:1234::/64
“Isatap.{...}” publish=yes.

(51 DC12-01 (5} ISATAP Router (551 WRKDS-01

2

e

- Administrator: CAWindows\system32\cmd.exe

Jindows IFP Configuration

Ethernet adapter Umnet4d:

Connection—specific DMS
IPv6 Address. . . . . .
Link—local IPub Address
IPv4 Address. . . . .
Subnet Mask . . . . .
Default Gateway . . .

fcBl:abcd::19b2:%e2a:8837:9h7c
feBB::17h2:%e2a:8837:9h%cx21
192.168.2.2

255.255.255.08

Ethernet adapter Unnetd:

Connection—specific DMS Suffix
Link—-local IPve Address . . .

IPv4 Address. . . . . .
Subnet Mask . . . . .
Default Gateway . - .

unnel adapter iszatap.{BEAECHYD-61AB-4CZE-AECB-CB475AAA44C63 =

- feB@::d85h:aBd:52el1:2a16x12
- e e . 192.168.1.1
- e e e 255.255.255.08

Media State . . . _. . . . _ . . . =
Connection—specific DMS Suffix . =

unnel adapter iszatap.{l1364F58E-DDB3-48AA—-8D47-2BDADAZ22DB33>:

Media disconnected

Media State . . .-

i e e e e - - : Media disconnected
Connection—specific DMS Suffix . =

sUserssAdministrator*netsh interface ipub isatap set router 192.168.1.1

sUserssAdministrator*netsh interface ipub set interface "isatap.{BEAECAYD-61A8
4C2E-AECB—CB475AAA44C63 " forwarding=enahbhle advertise=enahle

SUserssAdministrator?netsh interface ipub add route fceB1:1234::-64 “izatap.{BE
AECA?D-61AA-4C2E-AECB-CB475AAA44C62 " publish=yes

slUserssAdministrator X

\C VA THUONG
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Quadc Viét, Cau Gidy, Ha Noi

e Chuyén sang may BKAP-DC12-01.
o Vao cmd, gd vao Iénh sau:
= Netsh interface ipv6 isatap set router 192.168.1.1

(5 pC12-01 (551 ISATAP Router (551 WRKDB-01

Administrator: C\Windows\system32\cmd.exe

UsersvAdministrator>netsh interface ipvb izatap set router 192.168.1.1

i slUserssAdninistrator>ipeconf ig Timestam
Jindows onf iguration
i Jind IP Confi i
L Ethernet adapter EthernetB:
o
= -] Connection—specific DNE Suffix H
Link—-local IPvb Address . . . . : feBRA::6BfB:Ba4:7e?7:5258112
[] IPv4 Address. . . . . . . . . . - 192.168.1.2
Subnet Mask . . . . . . . . . . = 255.255.255.8
Default Gateway . . . . . . . . = 192.168.1.1 te.. static
unnel adapter isatap.{D?7832738-8416-45D3-85CD-88ADI45ABEA2Y: n. static
f21/2016
Connection—specific DNS Suffix H +ati
IPvb Address. . . . . . : Fell1:1234::5efe:172_168.1.2 static
Link—-local IPub Address : feB8@::5efe:1922_168.1_2x14
Default Gateway . . . . H
sUzerssAdninizstrator?
i || Conditional Forwarders

o Thuc hién ping dia chi IPv6 tir mdy DC12-01 sang may Client
Window 8:

(5} WRKDB-01

5! pC12-01 (5} ISATAP Router

Administrator: C\Windows\system32\cmd.exe

unnel adapter isatap.{D7832738-8416-45D3-B5CD-8BADI45ABEA2}:

Connection—specific DNS Suffix H B
IPvb Address. . . . . . fcBl1:1234::5efe:192 . 168.1.2 Timestam
Link—-local IPv6 Address feB@::5efe:192.168.1.2%14
i Default Gateway . . . . .

H sUserssAdministrator?ping fcBl1:1234::Sefe:192.168.1.2

o inging fc@1:1234::5efe:192_168.1.2 with 32 bytes of data:
[==BBReply from fcBl:1234::5efe:192.168.1.2: time<{ims
Reply from efe:192.168.1.2: time<ins
[BRFeply from efe:192.168.1.2: time<ims
eply from fcBl:1234::5efe:192.168.1.2: timed<lms

te.. static
statistics for fcB1:1234::5efe:192.168.1.2: n.  static
Packets: Sent = 4, Received = 4, Lost = B (8% loss), ’
pproximate round trip times in milli-—seconds: (2172016
Minimum = Bms. Maximum = Bms. Average = Bms static

sUserssAdministrator’




B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Quadc Viét, Cau Gidy, Ha Noi

e Chuyén sang may Client Window 8, thuc hién ping dia chi IPv6 vé may
DC12-01:

51pC12-01 (511 ISATAP Router (5 WRKD8-01

o CA\Windows\system32\cmd.exe

Connection—specific DHS

IPub Address. . . . . . fcBl:abcd::cd6B:9822:65h4:558f
Temporary IPub Address. . - fcAl:-abcd::=?cBbh:ailf?:-ece2:9h35
Link—-local IPu6 Address . . . feBB::cdboB:=9822:65b4:558F23
Autoconf iguration IPv4 Address 167.254.85.143
Subnet Mask . . . . . . . . . 2556.255.8.8
Default Gateway . . . . . . .

unnel adapter isatap.{C2B264F7-4BBA—4A43-87BB-FA2C46BDA471% :

Media State . . -

e e e e e a om Media disconnected
Connection—specific DNS BSuffix .

slserssadmninitrator?ping foeBl:1234::5efe:192.168.1.2

inging Fc@l:1234::5efe:192_168.1.2 with 32 hytes of data:
eply from fcBll:1234::5efe:172.168.1.2: time=1ms
eply from fcP1:1234::5efe:172.168.1.2: time{ims
eply from fcBAl:1234::hefe:192.168.1.2: time=1ms
eply from fcBl:1234::5efe:192_168.1.2: time<ims

ing statistics for fcBl1:1234::-5efe:192.168.1.2:
Packets: Sent = 4, Received = 4, Lost = B8 (Bx loss),
pproximate round trip times in milli—seconds:
Minimum = Bms, Maximum = ims, Average = Bms
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Giady, Ha Noi

Bai 9:
CAU HINH QUAN LY O biA

Céc ndi dung chinh sé duge dé cap:

v/ Cai dat va cau hinh quan ly dia.
v’ Céu hinh RAID mém.
v Cau hinh Redundant Storage Space.

9.1 Cai dit va cau hinh 6 dia cing.
1. Yéu cau bai lab:
+ Cau hinh theo kiéu Master Boot Record ( MBR) .

- Kiéu Basic: Tao 3 Primary Partition, 1 Extended Partition.
- Kiéu Dinamic : Mirrored Volume, Striped VVolume, Spanned volume.

+ Cau hinh theo kiéu GUID Partition Table ( GPT).

- Tao cac Primary Partition.
2. Yéu cau chuan bj:
+ Chuan bi 1 may Server Windows Server 2012 Datacenter (BKAP-SRV12-01)

+ Gan thém 3 6 ctng.

Website: www.bachkhoa-aptech.com 5
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO Aptech 4 i CompTlA
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B HOéng Qu6'c Viét, Cau Giéy, Ha Néi

3. M0 hinh lab:

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH BACHKH A
AT SAETW APTECH

Lab 9.1 Cai dat va ciu hinh é dia cieng.

BKAP-SRV12-01

( Internet

1

-
BKAP-WRK08-02

Hinh 9.1

Website: www.bachkhoa-aptech.com % 5 % = 2 <
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO m CompTlA
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

Hwéng din chi tiét:

e Cau hinh quan 1y dia trén may BKAP-SRV12-01:
o Thuc hién gin thém 3 6 dia ao:
= Click chuot phai tai ttn may BKAP-SRV12-01, chon vao
Settings...

(5] BKAP-SRV12-01 1 (5] BKAP-WRKDE-01 ]
Close Tab

Power

Recycle Bin Removable Devices
Pauze
Send Ctrl+Alt+Del

Grab Input

Snapshot

Capture Screen

Manage
Reinstall Viware Tools...

Settings...

mai @bach ptech. CAC DOI TAC VA THUONG HIEU DAO TAO
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= Tai ctra s6 Virtual Machine Settings, click chon vao Hard
Disk (SCSI), Click vao Add...

(5} BKAP-5RV12-01 (5] BKAP-WRKDE-01

Recycle Bin

Virtual Machine Settings

Hardware  Qptions

Disk file

Device Summary
9 \emory 2GB | BKAP-SRV 12-01-000002,vmdk

[ Processors 1
" 'Hard Disk (SCSI) 60 GB Capacity

“JCD/OVD (SATA) Using file F:WIN2012_RC.ISO Current size: 34.3MB
ElNetwork Adapter  Custom (VMnet2) System free: 31.5GB
USE Controller Present
&) sound card Auto detect
(= Printer Present Disk information
!_] Display Auto detect

Maximum size: 60 GB

Disk space is not preallocated for this hard disk.
Hard disk contents are stored in multiple files.

Disk utilities
i Disk utilities are available only when the virtual machine
a4 is powered off.

Map this virtual machine disk to a local

wolume, I EE=

Defragment files and consolidate free

Defragment
space.

Expand disk capacity. Expand...

Compack disk ba reclaim unused space. Compact

Advanced...

W add... Remaove

CAC DOl TAC VA THUONG HIEU DAO TAO
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= Tai cta s6 Hardware Type, click chon vao Hard Disk , tiép
theo click vao Next.

(51 BKAP-SRV12-01 (5] BKAP-WRKDS-01
|4
-
Recycle Bin

Hardware Options

Disk file
BKAP-5RV12-01-000002, vmdk

Device Summary

I Memory 2GE

[ Processors 1

iz;}zsfzs{i_ﬁ? Add Hardware Wizard

ENetwork Adapter Hardware Type

USB Controller What type of hardware do you want to install?

&) sound Card

@Printer Hardware types: Explanation

Soerly ‘2000000 | addahaddsk rd disk.
4 CD/OVD Drive files.

Floppy Drive

S:;“g;:;:;eprter the virtual machine

'30:' Sound Card

E Parallel Port

m Serial Port

@Printer

Generic SCSI Device

Map. ..

Defragment

Expand...

Compact

< Back Cancel el

Qﬁ.dd. = Remove

il: care@bachkhoa-aptech. CAC DOI TAC VA THUONG HIEU DAO TAO pre i CompTlA 346
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

= Tai ctra 5O Select a Disk ,chon vao Create a new virtual disk,
sau do click vao Next.

(5} BKAP-SRV12-01 (5] BKAP-WRKDS-01

Hardware Qptions

Digk file
BKAP-SRV12-01-000002. vndk:

Device Summary

0 Memory 2GE
[ Processors 1
it Hard Disk (SCSI) [
) CO/DVD (SATA)
& network Adapter Select a Disk
IUSE Controller Which disk do you want to use?
bS”Sounl:l Card
,;:\Priml:er Dick
= Display :
(®) Create a new virtual disk Jol disk.
A wirtual disk is composed of one or mare files on the host file system, which
will appear as a single hard disk to the guest operating system. Virtual disks
can easily be copied or moved on the same host or between hosts,

files.

the virtual machine
() Use an existing virtual disk

Choose this option to reuse a previously configured disk.

(") Use a physical disk (for advanced users)

Choose this option to give the virtual machine direct access to a local hard
disk.

Mext = Cancel Advanced...

E;Add. = Remove

Cancel

CAC BOI TAC VA THUONG HIEU DAO TAO
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

= Tai ctra s6 Specify Disk Capacity, nhap vao dung luong 6 dia,
click vao Next.

(5} BKAP-SRV12-01 (5] BKAP-WRKDS-D1

Hardware Options

Disk file
BKAP-SRY 12-01-000002. vmdk

Device Surmary

M [emory 2GE

[ Processors 1

(et Hard Disk: (SCSI)
JJCD/DVD (SATA)

Network Adapter specify Disk Capacity

USB Controller Haow large do you want this disk to be?

@' | Sound Card

i Printer Maximum disk size (GE): 60.0 5

Bpisplay _ ] rd disk.
Recommended size for Windows Server 2012: 60 GB E
es,

Add Hardware Wizard

[] allocate all disk space now.

Allocating the full capadity can enhance performance but requires all of the the virtual machine
physical disk space to be available right now. If you do not allocate all the
space now, the virtual disk starts small and grows as you add data to it.

() Store virtual disk as a single file

(®) Split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

<Back Cancel advanced. .

E;Add. = Remaove

Cancel
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

= Tai cira 6 tiép theo, click vao Finish dé két thiic qua trinh tao 6
dia moi.

(5} BKAP-5RV12-01 (51 BRAP-WRKDS-01

Hardware Options

Disk file

Device Surmmary
8 Memory 2GE | BKAP-5RV12-01-000002. vmdk

[ Processors 1
Hard Disk (sCs51) [~

JCD/OVD (SATA)
FEnetwork Adapter specify Disk File
USE Controller Where would you like to store the disk file?
@' ' Sound Card
(=1 Printer

Disk file
EJ Display

COne disk file will be created for each 2 GB of virtual disk capadty. File names for rd disk.
each file beyond the first will be automatically generated using the file name

files,
provided here as a basis.

File name: | BKAP-SRV12-01-10.vmdk Browse...

the virtual machine

Finish Advanced...

Cancel
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Tién hanh add thém 2 6 dia cimg , cac budc thuc hanh twong tu nhu
trén.
o Ta dugc két qua sau:

(5} BKAP-SRV12-01 151 BKAP-WRKDS-01

Virtual Machine Settings

Hardware Options

Disk file
BKAP-SRV12-01-12, vmdk

Device Summary

W Memary 2B
[ Processors 1
i Hard Disk (SCSI) 60 GB Capacity
et Mew Hard Disk (.., 60 GB Current size: 7.6 MB
i Mew Hard Disk (... 60 GB System fres: 31.4 GB
et New Hard Disk (... 60 GB

JCD/OVD (SATA)  Using file F:\WIN2012_RC.ISO
I@I"Jetw-:-rk Adapter  Custom (VMnet2) Disk information

USB Controller Present Disk space is not preallocated for this hard disk.

@ ' Sound Card Auto detect Hard disk contents are stored in multiple files,
(&= Printer Present

I?_JDispIay Auto detect Disk utiities

Maximum size: 60 GB

i Disk utilities are available only when the virtual machine

¥ is powered off.

Advanced...

Cancel
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B SARIW APTECH Pia chi: Toa nha HTC, 236B HOéng Qu6c Viét, Cau Giéy, Ha Néi

o Cau hinh quan ly dia:
= Vao Server Manager / Tools / Computer Management.
= Tai ctira s6 Computer Management , click chudt phai tai Disk
1, Disk 2, Disk 3, chon Online.

File Action View Help

e * =]

& Computer Management (Local | Volume I Layoutl Typel File System I Status I Capacity | | Actions

P m System Tools = (C) Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition)  59.66 GB - -
I @ Task Scheduler Cw5Systemn Reserved Simple Basic NTFS Healthy (System, Active, Primary Partition) 350 MB W

Event Viewer More Actions »
Iz Shared Folders
b & Local Users and Groups
I @ Performance
= Device Manager
i g Storage
I w Windows Server Backug
=7 Disk Management

[ f‘g Services and Applications

<l

eiDisk 0

Basic System Reserved (&3]

60.00 GB 350 MB NTFS 59,66 GB NTFS

Online Healthy (System, Active, Prima || Healthy (Boot, Page File, Crash Dump, Primary Partition)

Help Properties

@D Help
Unknown

60.00 GB
Offline (i

Help

“@Disk 3 |

Unknown
60.00 GB 60.00 GB h

MG m (T " " P
< m > || l Unallocated W Primary partition |

60.00 GB
Unallocated

Website: www.bachkhoa-aptech.com % 5 % = <
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Cau hinh MBR:
o Click chudt phai tai Disk 1, chon Initialize Disk

[ Disk Management | =10 e

il Action View Help

wep| | HE B SR

‘glume | Layout [ Type | File System | Status | Capacity | Free Spa... ] % Free
®(Cy) Simple Basic NTFS Healthy (B... 79.66 GB 69.29GB 87%
#5ystem Reserved Simple Basic MNTFS Healthy (5... 350 MB 105 MB %

LaDisk 0 1

3asic System Reserved ()
30.00 GB 350 MB NTFS T9.66 GB NTFS
Online Healthy (Systemn, Active, Primary Partition) Healthy (Boat, Page File, Crash Dump, Primary Partition)

“@Disk 1 e

Inknown

50.00 GB 50,00 GB
Mot Initializ¢ Par———
| %lnl‘ll&'l?_t Disk -
Offline
@ Disk 2 Properties
Jnknewn i
50.00 GB Help
‘ot Initiali

“@Disk 3 e
Unknown

50.00 GB 60.00 GB
ot Initalized Unallocated

Website: www.bachkhoa-aptech.com N
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B ACHKH e A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
\ P » ‘ Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= Tai ctra s6 Initialize Disk , chon vao kiéu MBR (Master Boot
Record).

= Disk Management el L [
File Action View Help

e HE DS

Volume [ Layout I Type I File System l Status [ Capacity I Free Spa... | % Free ]
- (C) Simple Basic NTFS Healthy (B... 79.66 GB 69.29GB 87%
8 System Reserved Simple Basic NTFS Healthy (S... 350 MB 109 MB 3%

: ~ You must intialize a disk before Logical Disk Manager can access it b ~1
LaDisk 0 I _
Bacic e —— | (e ————
80.00 GB 350 MB NTFS | HM 3 |
Online Healthy (System, Active, Primary Pa i ) Disk 3
“@Disk 1 I .. (- fclcwing pastiion syl fo the selected dsks .
gg;'o‘z";" PN ® MBR (Master Boot Record)
Nothiozed | | Unaliocsica O GPT (GUID Parttion Table)
=
Note: The GPT partition style is not recognized by all previous versions of i
‘ | Windows.
“@Disk 2 I I
Unknown S ok | [ Cancel =
60.00 GB 60.00 GB . R ook | [ caee |
Not Initialized | Unallocated : .

“@IDisk 3 I
Unknown
60.00 GB 60.00 GB

Not Initialized Unallocated
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Click chudt phai tai phan vung dia Disk 1, chon New Simple
Volume...

o Disk Management [=12m
File Action View Help

e o HE DS E

Volume | Layout [ Type | File System | Status | Capacity | Free Spa... ] % Free

() Simple Basic MNTFS Healthy (B... 79.66 GB 69.29GB 87%

i System Reserved Simple Basic NTFS Healthy (5. 350 MB 109 MB 3%

CaDisk 0 |
Basic System Reserved )

80.00 GB 350 MB NTFS 79.66 GB NTFS

Online Healthy (System, Active, Primary Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)
—Disk 1

Ba!'i( ek ik ek F

60.00 GB 50.00 GB . i

Online Unallocated ew Simple Volume...

ew Spanned Volume...

MNew Striped Volume...

CADisk 2 I

New Mirrored Volume...

Basic
60.00 GB 50.00 GB New RAID-5 Volume...
Online Unallocated Properties
. 1 Help
HDisk 3
Basic
60.00 GB 60.00 GB

Finline [ T SR
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BACHKH A

EDUCATION

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Tai cira s6 Specify Volume Size, nhap dung luong 6 dia mai ( 15000
MB ) tai Simple volume size in MB.

& Disk Management - o Xx

File Action View Help

e @ HE BDEE

Specify Volume Size
Choose 8 volume size that is between the maximum and minmum sizes

Volume | Layout | Type | File System | status | Capac | Free Spa... | % Free
= New Simple Volume Wizard 69.29GB 87%
= 109 MB N%

ile, Crash Dump, Primary Partition)

[ Cancel |
8

| Maximum disk space in MB: 61437

H Minimum disk space in MB: 8

B

ﬁ Simphe volume size in ME: 15000/ :
g

B

o

q

d < Back Next >
60.00 GB 50.00 GB

Online Unallocated

HDisk 3

o Click vao Next, tai ctra s6 Format Partition:

= Volume label : DATA1

& UISK Management - o~

File Action View Help

e @ HE DS E

Format Partition
To store data on this partition, you must formt it first

() Do not format this velume

(®) Format this volume with the following settings:

L

f o i —

ﬁ Mlocation unit size: Default hd
Volume label: DATAT|

g [+ Pedform a quick format

E (] Enable file and folder compression

g

Choose whether you want to format this volume. and if so, what settings you want to use.

Volume | Layout | Type | File System | status | Capac | Free Spa... | % Free
-1 MNew Simple Volume Wizard 69.29GB &%
4 109 MB 31%

ile, Crash Dump, Primary Partition)

1 <Back || Net> | | Cancel |
B b

60.00 GB 50.00 GB
Online Unallocated
L Disk 3

Basic

60.00 GB AN OO GR

h. CAC DOI TAC VA THUONG HIEU DAO TAO
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Giady, Ha Noi

= Tai cira s6 tiép theo, click vao Finish.
o Click chudt phai tai phan vung dia “Unalocated” chon New Simple
Volume...

= Disk Management | =&

File Action View Help

o @ HE DEE

Veolume | Layout [ Type | File System I Status I Capacity I Free Spa... I % Free
e (C) Simple Basic NTFS Healthy (B... 79.66 GB 69.29GB &7%
o DATAT(E) Simple Basic NTFS Healthy (P... 14.65GB 145568 99%
= System Reserved Simple Basic NTFS Healthy (5. 350 MB 109 MB %

C4Disk 0 .

Basic System Reserved (=]
80.00 GB 350 MB NTFS T79.66 GB NTFS
Online Healthy (System, Active, Primary Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)

Disk 1

Basic DATA1 (E)

60.00 GB 14.65 GB NTFS 4535GB

Online Healthy (Primary Partition) Unallocated |

Miew Simple Valume... | |

o NRVI Spanned Volume...

Dk I . I

B Dsk z New Striped Volume...

asic

60.00 GB #0.00 GB Mew Mirrored Volume...

Cnline Unallocated New RAID-5 Volume...
i Properties

CHDisk 3 I I

Basic

60.00 GB 50,00 GB

Online Unallocated

Website: www.bachkhoa-aptech.
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= Tai cta s6 Specify Volume Size, nhap dung luong 6 dia
(15000MB) tai Simple volume size in MB.

= Disk Management —|@| x
File Action View Help
e @ HE DS
Volume | Layout | Type | File System [ status [ Capac | Free Spa... I % Free
- New Simple Volume Wizard B2.29G6  &7%
[= 1455GB 99%
(= Specify Volume Size 108 MB 3%
Choose a volume size that is between the maximum and minimum sizes
| Maxdmum disk space in MB: 46437 i
A
|. Minimum disk space in ME: 8 - |
B
8 Simple volume size in MB: 15000 2
qd I: ile, Crash Dump, Primary Partition)
R |
gl ]
B 5.35 GB
s nallocated 1
=
‘ <Bock || Met> | [ Concd | P ————————
60.00 GB 60.00 GB
Online Unallocated
C4Disk 3 e
Basic
60.00 GB 60,00 GB
Online Unallocated

Mlen oanan
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BACHKH +A

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

» Tai ctra s6 Format Partition, nhap vao tén 6 dia.(DATA2)
& Disk Management - o] X
File Action \View Help
ey o HEE DS
Volume | Layout | Type | File System Status Capac| | Free Spa... | % Free
= Format Partition 109 MB N%

To store data on this partition, you must format it first

) Do not format this volume
(®) Format this volume with the following seitings:

Choose whether you want to format this volume, and if so, what settings you want to use.

2>

(8
d P e
&
g Allocation unit size: ile, Crash Dump, Primary Partition)
—
E [w] Parform a quick fomat ;
o ]
o [ Enable file and folder compression k.35 GB
[s nallocated
) cBasc | tet> | [ Concel | ——————————
60.00 GB 60.00 GB
Online Unallocated
C4Disk 3 |
Basic
60.00 GB 60.00 GB
Cnline Unallocated
ICD-ROM 0 v

Website: www.bachkhoa-aptech.com
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Giady, Ha Noi

o Tiép tuc chudt phai tai phan ving dia chdng “Unallocated” tao thém
6 dia méi tuong tu nhu trén, két qua thu dugc nhu sau:
= Disk Management =10 m

File Action View Help

e m HE DXEE o

Velume | Layout [ Type | File System | Status | Capacity I Free Spa... ] % Free
o (C) Simple Basic NTF5 Healthy (B... 79.66 GB 69.20GB 87%
CaDATAT (E) Simple Basic NTFS Healthy (P... 14.65 GE 1455GB 9%
caDATAZ (F) Simple Basic NTFS Healthy (P... 14.65 GB 1455GB 9%
caDATA3 (G) Simple Basic NTFS Healthy (P... 14.85 GE 145568 9%
Simple Basic NTFS Healthy (L.. 16.05 GB 159668 99%
Ca System Riserved Simple Basic NTFS Healthy (5... 350 MB 109 MB 3%

CADisk 0 ! |

Basic System Reserved (=]
80.00 GB 350 MB NTFS T79.66 GB NTFS
Online Healthy (System, Active, Primary Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)

CaDisk 1 I

Basic DATA1 (E) DATA2 (F) DATA3 (G2) DATA4 (H)

60.00 GB 14.65 GB NTFS 14.65 GB NTF5 14.63 GB NTF5 16.05 GB NTF5

Online Healthy (Primary Partrtion) Healthy (Primary Partition) Healthy (Primary Partition) Healthy (Logical Drive)

CDisk 2 |
Basic

60.00 GB B0.00 GB

Online Unallocated

CDisk 3 e
Basic

60.00 GB 60.00 GB

Online Unallocated
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B HOéng Qu6c Viét, Cau Giﬁy, Ha Néi

o Click chudt phai tai Disk 2 , chon Convert to Dynamic Disk.
= Disk Management [= o N

File Action View Help

o @m HE DEE

Volume | Layout | Type | File System | Status | Capacity | Free Spa... | % Free
e (C) Simple Basic NTFS Healthy (B... 79.66 GB 69.29GB 87%
Lo DATA1 (E) Simple Basic NTFS Healthy (P... 14.65 GB 1455GB 9%
o DATAZ (F) Simple Basic NTFS Healthy (P... 14.65GB 1455GB 9%
CaDATAZ (G) Simple Basic NTFS Healthy (P... 14.65GE 145568 9%
LaDATAL (H:) Simple Basic NTFS Healthy (L... 16.05GB 15966 9%
& System Reserved Simple Basic NTFS Healthy (5... 350 MB 105 MB N%

L4Disk 0 ! _________________|

Basic System Reserved (=]
80.00 GB 350 MB NTFS 79.66 GB NTF5
Online Healthy (System, Active, Primary Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)

CaDisk 1 I

Basic DATA1 (E) DATA2 (F) DATA3 (G2 DATA4 (H:)
60.00 GB 14.65 GE NTFS 14.65 GB NTF5 14,65 GB NTFS 16.05 GB NTF5
Online Healthy (Primary Partition) Healthy (Primary Partition) Healthy (Primary Partition) Healthy (Logical Drive)

CADisk 2 I

Basic New Spanned Volume...

gor;ﬁ:fs New Striped Volume...

New Mirrored Volume...
s | ——————
60.00 GB Convert t%ﬂ Disk
Online —

o Tai ctra s6 Convert to Dynamic Disk, click chon Disk 2 va Disk 3 ,
sau do click chon vao OK.

= Disk Management - a3 x

File Action View Help

o @ HE RS E

Violume | Layout | Type | File System I Status I Capacity I Free Spa... | % Free
o (C) Simple Basic NTFS Healthy (B... 79.60 GB 69.29GB &%
CaDATAT (E) Simple Basic NTFS Healthy (P... 14.65 GB 1455GB 9%
caDATAZ (F) Simple Basic NTFS Healthy (P... 14.65 GB 1455GB 9%
caDATAS (G:) Simple Basic NTFS Healthy (P... 14.65 GB 145566 #W%
CwDATAS (H:) Simple Basic NTFS Healthy (L... 16.03 GB 1586GB W%
@ System Reserved Simple Basic NTFS Healthy (5... 350 MB 109 MB 3N%

o | I——— Convertto Dynamic Dk o

Basic System Reserved Select one or more basic disks to convert to dynamic disks
80.00 GB 350 MB NTFS Disks:
Online Healthy (Systemn, Active, Primary Partition) - tition)
] Disk D
i [ Desk 1
vt
Basic DATA1 (E) pq [ DATA4 (H:)
60.00 GB 14.65 GB MTFS 14 16.05 GB NTF5
Online Healthy (Primary Partition) He )] Healthy (Logical Drive)
| ok /[ Carcel

CADisk 2 I I

Basic
60.00 GB 60.00 GB
Online Unallocated
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Giady, Ha Noi

= Click chudt phai tai phan vung “Unallocated” cua Disk 2, ,
chon xuéng New Mirrored Volume...
& Disk Management [=1a]

File Action View Help

e o HE DS R

Volume | Layout [ Type | File System I Status I Capacity I Free Spa... | % Free
Lo (C) Simple Basic NTFS Healthy (B... 79.66 GB 69.29GB &7%
CaDATAT (E) Simple Basic NTFS Healthy (P... 14.65 GB 1455GB 9%
aDATAZ (F) Simple Basic NTFS Healthy (P... 14.65 GB 145568 %%
CwDATAS (G:) Simple Basic NTFs Healthy (P.. 14.65GB 143568 W%
Lo DATA4 (H:) Simple Basic NTFS Healthy (L... 16.05 GB 159668 9%99%
@ System Reserved Simple Basic NTFS Healthy (5... 350 MB 109 MB Nk

LaDisk 0 e

Basic System Reserved (]
80.00 GB 350 MB NTFS T9.66 GB NTFS
Online Healthy (System, Active, Primary Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)

CDisk 1 I

Basic DATA1 (E) DATA2 (F) DATAZ (G:) DATA4 (H)
60.00 GB 14.65 GB NTFS 14.65 GB NTFS 14,65 GB NTF5 16.05 GB NTFS
Online Healthy (Primary Partition) Healthy (Primary Partition) Healthy (Primary Partition) Healthy (Logical Drive)

L Disk 2
Dynamic |
60.00 GB 60,00 GB
Online Unallocated - ’
i New Simple Volume...
= ! Mew Spanned Volume... !
. |

;2::(3 | New Striped Volume.. |
60,00 GB 50.00 GB | New Mirroged Volume... |
Online Unallocated MNew ""u'—ID-,hJL.‘IuNc-.

. ! Properties
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B ACHKH e A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
\ P » ‘ Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= Tai cra s6 Select Disks ,click chon vao Disk 3 61437
MB(khung Available bén trai), sau d6 chon vao Add >

= Disk Management — @ x
File Action View Help

e o @ DS

Volume | Layout | Type | File System Status Capac | Free Spa... | % Free
= New Mirrored Volume 692968 &7%
[ 1455GB 9%
4 Select Disks 145568 9%
= You can select the disks and set the disk size for this volume. 1435568 99 %
[ 15966B 9%
[ 109 MB %

Select the disks you want to use, and then click Add.

| Available: Selected: ’
d NI Add > SR N
By

B < e

g

E ile, Crash Dump, Primary Partition)

: Total voluma size in magabytas (E): o DATA3 (G3) DATA4 (H)

& Maximum zvailable space in MB: 61437 14.65 GB N'.I'FS 16.05 GB N‘TFS
g Selact the amount of space in MB: 61437 : Healthy (Primary Partition) Healthy (Logical Drive)
g

J =

6

Online ‘Unallocated

Disk 3

Dynamic

60.00 GB 60.00 GB

Online Unallocated
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B ACHKH e A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
\ P » ‘ Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= Tai dong Select the amount of space in MB, nhap vao dung
lwong 15000MB.
= Next.

= Disk Management -8 x
File Action View Help

&% D HERDSE

Volume | Layout | Type | File System | Status | Capac Free Spa... | % Free
“ New Mirrored Volume f229GE  87%
[ 1455GB 99%
= Select Disks 145568 9%
= You can select the disks and set the disk size for this volume. 145568 9%
[ 159668 9%
d 109 MB Nk

Sedect the disks you want to use, and then click Add.

- Available: Selected: ’
d Add > e lebedes I
i : Disk3 15000 MB
8l < Remove
g Er— ile, Crash Dump, Primary Partition)

; Toalvlime sie megstates (461 - DATAZ (G3) DATA4 (H:)

5 Mazimum avaiable space in ME: F1437 1465 GB NTFS 16.05 GB NTFS

d Selact the amount of space in MB: 150001 : Healthy (Primary Partition) Healthy (Logical Drive)
8

n | cBack | Net> || Cancel

&

0

nline Unallocated

LHDisk 3

Dymamic

160.00 GB 60,00 GB
P e
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B ACHKH e A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
\ P » ‘ Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= Tai cira s6 Format Volume, Nhap vao tén 6 ctng tai Volume
label :DATA 5.
= Next, Finish.

g Disk Management - @ x
File Action View Help

e @ HE DS E

Velume | Layout | Type | File System | Status | Capac | Free Spa... | % Free
= New Mirrored Volume 69.29GB  &7%
= 1455GB W%
4 Format Volume 145568 9%
= To store data on this volume, you must format it first 14556GB %%
- 1596GB 9%
= 109 MB %

Choose whether you want to format this volume, and I so, what settings you want to use.

() Do not format this volume:

(®) Format this volume with the following seftings: I8

(§
Bl File system: NTFS v
8
q Allocation unit size: Default v ile, Crash Dump, Primary Partition)
—
H [w] Perform a quick fomat
B . DATA3 (G2) DATA4 (H:)
Enable file and folder . .
p O and folder compression 14.65 GB NTFS 16.05 GB NTFS
g Healthy (Primary Partition) Healthy (Logical Drive)
=
(5
3 <Back | Nes> Cancel
[
Online Unallocated
Disk 3
Drynamic
60.00 GB 60.00 GB
Online Unallocated
a
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Click chuot phai tai phan viing 6 dia chéng “Unallocated” chon New
Striped Volume.

a Disk Management |=[o [N

File Action View Help

e o HE DS

Volume | Layout | Type [ File System | Status | Capacity | Free Spa... | % Free
@ (C1) Simple Basic NTFS Healthy (B... 79.66 GB 69.296B &7T%
CaDATAT(E) Simple Basic NTFS Healthy (P... 14.65GB 1455GB 9%
caDATA2 (F) Simple Basic NTFS Healthy (P... 14.65 GB 455G 9%
caDATA3(G) Simple Basic NTFS Healthy (P... 14.65GB 1435568 9%
CwDATAL (H:) Simple Basic NTFS Healthy (L. 16.03 GB 15966B 9%
CaDATAS(I2) Mirrar Dynamic  NTFS Healthy 14.65 GB 1455GE 9%
= System Reserved Simple Basic NTFS Healthy (5... 350 MB 109 MB N%

aDisk 0 ! _____________|

Basic System Reserved ()
£0.00 GB 350 MB NTF5 T9.66 GB NTF5
Online Healthy (System, Active, Primary Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)

aDisk 1 I

Basic DATA1 (E) DATA2 (F) DATA3 (G:) DATA4 (H:)
60.00 GB 14.65 GB NTFS 14.65 GB NTFS 14,65 GB NTF5 16.05 GB NTFS
Online Healthy (Primary Partition) Healthy (Primary Partition) Healthy (Primary Partition) Healthy (Logical Drive)

4Disk 2 _
Dynamic DATAS (1)
60.00 GB 14.65 GB NTFS 15. New Simple Volume...
ERRE Healthy Un MNew Spanned Volume... |
| New[Striped Volume... |
Copik I e Mirrored Volume..
Dynamic DATAS (1) New RAID-5 Volume...
60.00 GB 14,65 GB NTFS 45, .
COnline Healthy Un Properties
Help
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B ACHKH e A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
\ P » ‘ Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= Tai cira s6 Select Disks, click chon vao Disk 3 46437MB tai
khung Available bén trai, sau do click chon vao Add >

= Disk Management -] %
File Action View Help

e o Hm DS

Velume | Layout | Type | File System | status | Capac | Free Spa... | % Free
4 New Striped Volume 69.29GB 87%
o 14355GB 9%
(= Select Disks 1435GB 9%
= You can select the disks and set the disk size for this veolume, 143568 9%
- 1596GB 9%
[ 1455GB 9%
= Select the disks you want to use, and then click Add. 109 MB 1%
Aoaitable: Selected:
{ EEI@H [ aad> | DAL N
Bi
E < Remove
g p A ile, Crash Dump, Primary Partition)
g Total volume size in megabytes (ME): {46437
Bl . . DATA3 (G3) DATA4 (H:)
§ Mazximum available space in ME: feea37 14,65 GB NTFS 16.05 GB NTFS
q the of in ME: 46437 ) Healthy (Primary Partition) Healthy (Logical Drive)
Select the amourt of space in MB = ¥ y y (Log |
s
;
B . .35 GB
Online Healthy Unallocated
Disk 3
Dynamic DATAS (1)
60.00GB 14,65 GB NTFS 4535 GB
Online Healthy Unallocated
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BACHKH A HE THONG DAO TAO CNTT QUSC TE BACHKHOA-APTECH
EENISAETW APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

= Tai dong Select the amount of space in MB, nhap vao dung
lugng 6 dia 15000MB.
= Next.

& Disk Management —-|o| x
File Action View Help

e o HE DS

Free Spa... | % Free l
69.29GE &7%
1455GE 9%
Select Disks 1435GE 9%
You can select the disks and set the disk size for this volume. 143568 9%
159666 99%

1455GB 9%
Select the disks you want to use, and then click Add. 108 MB 3%

Available:

ile, Crash Dump, Primary Partition)

Total volume size in megabytes (MEB):

DATA4 (H:)
16.05 GB NTFS
Select the amount of space in ME: Healthy (Logical Drive)

Maximum available space in MB:

5.35GB /
Unallocated -~~~

CHDisk 3 _

Dynamic DATAS (13)

60.00 GB 1465 GB NTFS 45.35GB
Online Healthy Unallocated

Arnionun
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BACHKH A HE THONG DAO TAO CNTT QUSC TE BACHKHOA-APTECH
EENISAETW APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

= Nhap tén 6 dia tai Volume label : DATA6

& Disk Management -8 x
File Action View Help

e i RS

Free Spa... | % Free J
69.29GB &7%
1455GB 9%
1455GB ®W%
143556 ¥ %

To store data on this volume, you must fomat it first

15.96 GB 9%
14.535 GE 99 %
Choose whether you want to fomat this volume:, and i so, what seftings you want to use. 108 MB 3%

(O Do not format this volume
(®) Format this volume with the following settings:
I
N~ S
—

[] Perform a quick format

) DATA3 (G) DATA4 (H:)
[C] Enable fie and folder compression 14.65 GB NTFS 16.05 GB NTFS

Healthy (Primary Partition) Healthy (Logical Drive)

L

|>

ile, Crash Dump, Primary Partition)

B.35GB . y
Unallocated -~~~

=iDisk 3 _

Dynamic DATAS (1)

60.00 GB 14.65 GB NTFS 45.33GB
Online Haalth lnallorstad
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B ACHKH e A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
\ P » ‘ Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

e Click chuot phai tai phan ving 6 dia chdng “Unallocated” , chon “New
Spanned Volume”

= Disk Management [= o [

File Action View Help

e @ HE RSB

Volume | Layout I Type [ File System | Status | Capacity | Free Spa... I % Free
s (C2) Simple Basic NTFS Healthy (B... 79.66 GB 69.29GB 87%
CaDATAT(E) Simple Basic NTFS Healthy (P... 14.65 GB 1455GB 9%
s DATAZ (F) Simple Basic NTFS Healthy (P... 14.65 GB 1455GB 9%
o DATA3 (G:) Simple Basic NTFS Healthy (P... 1465 GB 1455G8 9%
o DATAL (H:) Simple Basic NTFS Healthy (L... 16.05 GB 159668 9%
CaDATAS (1) Mirror Dynamic  NTFS Healthy 14.65 GB 1455GB 9%
o DATAS (k) Striped Dynamic  NTFS Healthy 29.30 GB 2920GB 100 %
o System Reserved Simple Basic NTFS Healthy (5. 350 MB 108 MB %

~”
CDisk 0 1

Basic System Reserved ()
80.00 GB 350 MB NTFS T9.66 GB NTFS
Online Healthy (Systern, Active, Primary Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)

CaDisk 1 I

Basic DATA1 (E) DATA2 (F) DATA3 (G:) DATA4 (H:)
60.00 GB 14.65 GE NTFS 14.65 GB NTFS 14.65 GB NTFS 16.05 GB NTFS
Online Healthy (Primary Partition) Healthy (Primary Partition) Healthy (Primary Partition) Healthy (Logical Drive)

4Disk 2 I

Dynamic 'DATAS (1) 'DATA6 (1)
G000 GB 14.65 GB NTFS 14.65 GB NTFS 30.70 GB
Online Healthy Healthy Unalloca*-+

New Simple Volume...

NewSpanned Volume...

4Disk 3 | e New Siriped Volume...

Dynamic DATAS (1) DATAG (J) _
60.00GB 14,65 GB NTFS 14,65 GB NTFS 30.70 GB| New Mirrored Volume...
Online Healthy Healthy Unalloca New RAID-5 Volume...

L Properties
4CD-ROM 0 Help v
mum

B Unallocated Wl Primary partition [ll Extended partition [l Free space [l Logical drive [l Striped volume [l Mirrored volume
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BACHKH A HE THONG DAO TAO CNTT QUBC TE BACHKHOA-APTECH
EEXTSATW AP TECH Pia chi: Téa nha HTC, 236B Hoang Quéc Viét, Cau Gidy, Ha Noi

o Tai ctra s6 Select Disks, click chon vao Disk 3 31437 MB tai khung
Available bén trai, sau d6 click vao Add >

= Disk Management - 0| x
File Action View Help

e @ HE DS

| Free Spa... | % Free [
69.29GB &87%
1455GB 9%
1455GE 9%

You can select the dizks and set the disk size for this volume. 145568 W%

1596GB 9%

1455GB 9%

2020GE 100 %

109 MB 3%

Select the disk you want to use, and then click Add.

Available:

Digk 2 31437 MB

ile, Crash Dump, Primary Partition)

Total volurme size in megabytes (MB):

DATA4 (H:)
16.05 GB NTFS
Healthy (Legical Drive)

) § - DATA3 (G:)
Maximum available space in MB: 14.65 GB NTFS
Salact the amount of space in MB: 2 Healthy (Primary Partition)

30.70GB -

Healthy Healthy Llnallpcated o,
iDisk 3 .
Dynamic DATAS (1) DATA6 (X)
E&W GB 14,65 GB NTFS 14.65 GB NTFS 30.70 GB
Online Healthy Healthy Unallocated
4CD-ROM O

Bl Unallocated Bl Primary partition Bl Extended partition [l Free space ll Logical drive [l Striped volume [l Mirrored volume

= Select the amount of space in MB: 15000 MB
= Next.
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BACHKH A HE THONG DAO TAO CNTT QUSC TE BACHKHOA-APTECH
EENISAETW APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Tai cia s6 Format Volume, nhap vao tén 6 dia tai Volume label:
DATA 7.

& Disk Management -8 x
File Action View Help

e o HE RDEE

Free Spa... | % Free l
69.29GEB 87%
1455GB 9%
1455GE ®%
To store data on this volume, you must fomat it first 1455GB 9%
1596GB 9%
1455GE 9%
Choose whether you want to format this volume, and if so, what settings you want to use. 2020GE  100%
109 MB 3%

(O Do not format this volume

(®) Format this volume with the following settings:

e sren: E—
- —
e
[+/] Parform a quick fomat

[[] Enable file and folder compression DATA3 (G2) DATA4 (H:)

14.65 GB NTFS 16.05 GB NTFS
Healthy (Primary Partition) Healthy (Logical Drive)

ile, Crash Dump, Primary Partition)

30.70GB -

Unallocated

L=Disk 3 .
Dynamic DATAS (12 DATAG (J)
60.00 GB 14.65 GB NTFS 14.65 GB NTFS 30.70 GB
Online Healthy Healthy Unallocated

il
=+ CD-ROM 0 w
rAm

l Unallocated [l Primary partition [ll Extended partition lll Free space ll Logical drive [l Striped volume [l Mirrored volume

=  Next, Finish.
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B ACHKH D A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
\ P = 1 Pia chi: Téa nha HTC, 236B HOéng Qu6c Viét, Cau Giﬁy, Ha Néi

o Sau khi c4u hinh xong ta dugc két qua nhu sau:
=g Disk Management [ =[O

File Action View Help

e @ HE RDXSS @

Volume | Layout | Type [ File System | Status | Capacity | Free Spa... | % Free ~

e (C) Simple Basic NTFS Healthy (B... 79.66 GB 69.20GB 87%

CaDATAT (E) Simple Basic NTFS Healthy (P... 14.65GE 1455GE 9%

caDATAZ (F) Simple Basic NTFS Healthy (P... 14.65GE 1455GE 9%

CaDATAZ (G:) Simple Basic NTFS Healthy (P... 14.85GB 145568 9% =

CaDATAL(H) Simple Basic NTFS Healthy (L... 16.05 GB 1596GE 9%

CaDATAS () Mirror Dynamic ~ NTFS Healthy 14.65 GB 1455GE 9%

CaDATAB (1) Striped ymamic  NTFS Healthy 29.30 GB 2020GE 100 %

o DATAT (K:) Spanned Dynamic  NTFS Healthy 4535GB 4525GB  100%

a Sustem Recerved Siminle Razir NTFS Healthw (5. 350 MR 1M MR % V'
CHDisk 0 ! __________________________________________________=
Basic System Reserved )
£0.00 GB 350 MB NTFS T9.66 GB NTFS
Online Healthy (System, Active, Primary Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)

CaDisk 1 I I

Basic DATA1 (E) DATA2 (F) DATA3 (G:) DATA4 (H:)
60.00 GB 14.65 GB NTFS 14.65 GB NTFS 14.65 GB NTFS 16.05 GB NTFS
Online Healthy (Primary Partition) Healthy (Prirmary Partition) Healthy (Primary Partition) Healthy (Logical Drive)
2
CHDisk 2 ] i |
Dynamic DATAS (1) DATA6 (J:) DATAT (K:)
GD.EK) GB 14.65 GE NTFS 14.65 GB NTFS 14.65 GB NTFS 18.05 GB
Online Healthy Healthy Healthy Unallocated
i Disk 3 —
Dynamic DATAS (1) DATAG (k) DATAT (K:)
60.00GB 14.65 GB NTFS 14.65 GB NTFS 30.70 GB NTFS DS
Online Healthy Healthy Healthy
4CD-ROM O

P

B Unallocated [l Primary partition [l Extended partition [l Free space Wl Logical drive [ll Spanned volume [l Striped volume Bl Mirrored volume
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HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

e Cau hinh ¢ dia theo dang GPT:
o Click chudt phai tai 3 6 DATA 5, DATA 6, DATA 7. Chon vao Delete
Volume... dé x6a 3 6 cting trén

File Action View Help

o o HERXEEaE

Volume ] Layout | Type | File System | Status | Capacity | Free Spa... | % Free [ ~
e (C) Simple Basic MTFS Healthy (B... 79.66 GB 69.29GB 87T%
o DATAT (E) Simple Basic NTF5 Healthy (P... 14.65 GB 1455GBE 9%
caDATAZ (F) Simple Basic NTFS Healthy (P... 14.65 GB 1455GB 9%
caDATAS (G:) Simple Basic NTFS Healthy (P... 14.65 GB 145568 9% =
CaDATAL(H) Simple Basic MTFS Healthy (L... 16.05 GB 1596GB 9%
CaDATAS () Mirror Dynamic  NTFS Healthy 14.65 GB 1455GE 9%
caDATAB (k) Striped Dynamic  NTFS Healthy 29.30 GB 2020GB 100 %
o DATAT (K:) Spanned Dynamic  NTFS Healthy 45.35GB 45.25GB 100 %
L aSustem Recerverd Simnle Razic MTFS Healthw (5...  3%0 MR 108 MR E1 R | Open -
—ed
B e —— e -—
Basic System Reserved ) Extend Volume...
20.00 GB 350 ME NTFS 70.66 GB NTFS Shiink Volume...
Online Healthy (System, Active, Primary Partition) Healthy (Boot, Page File, Crash Dump, Primary Partit P
T Change Drive Letter and Paths... . 1
C4Disk 1 I !l | N |
Basic DATA1 (E) DATAZ (F) DATA3 (G:)
60.00 GB 14.65 GB NTFS 14.65 GB NTFS 14.65 GB NTFS Reactivate Volume
Online Healthy (Primary Partition) Healthy (Primary Partition) Healthy (Primary Partition)
[ Delete Volume... | ]
! e —
i Disk 2 E———————————————— -
Dynamic DATAS (I3 DATA6 ()3 ' DATAT (K2 - —
60.00 GB 14.65 GBE NTFS 14.65 GB NTFS 1 14.65 GB NTF5 ’ ’ 16.05 GB
Online Healthy Healthy {Healthy -~~~ 7, o Unallocated
CaDisk 3 i
Dynamic DATAS (13 DATAG (1) DATAT (K:)
60.00 GB 14,65 GB NTFS 14,65 GB NTFS 30.70 GB NTFS
Online Healthy Healthy Healthy
ICD-ROM 0 5
A

B Unallocated Bl Primary partition [l Extended partition [l Free space Wl Logical drive Il Spanned volume Wl Striped volume [ll Mirrored volume
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Click chudt phai tai Disk 2 , chon Convert to GPT Disk.
= Disk Management [= [ o [

File Action View Help

o @ HE DS E

Volume | Layout [ Type | File System I Status I Capacity I Free Spa... | % Free
o (C) Simple Basic NTFS Healthy (B... 79.66 GB 69.29GB &71%
@ DATAT (E5) Simple Basic MTFS Healthy (P... 14.65 GB 1455GB 9%
cwDATAZ (F:) Simple Basic MNTFS Healthy (P... 14.65GB 1455GB 9%
caDATA3 (G:) Simple Basic NTFS Healthy (P... 14.65GB 145568 9%
CwDATAL (H) Simple Basic NTFS Healthy (L... 16.05 GB 1596GB 99%
C# System Reserved Simple Basic NTFS Healthy (5. 350 MB 109 MB %

~
L 4Disk 0 ! ________________|

Basic System Reserved (=]
80.00 GB 350 MB NTFS 79.66 GB INTFS
Online Healthy (System, Active, Primary Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)

ADisk 1 I

Basic DATA1 (E) DATA2 (F) DATA2 (G:) DATA4 (H:)
60.00 GB 14.65 GE NTFS 14.65 GB NTFS 14,65 GB NTFS 16.05 GB NTFS
Online Healthy (Primary Partition) Healthy (Primary Partition) Healthy (Primary Partition) Healthy (Logical Drive)

C4Disk 2 |
Basic
600 New Spanned Volume...
' )

MNew Striped Volume..,

New Mirrored Volume... ! !
S | NewRAID-5 Volume... |
Ba .
&0 Convert to Dynamic Disk...

O Convertto Gﬂ'ﬁ)isk |
Offline

Properties -

Mg

Help ked partition [l Free space Wl Logical drive
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Click vao phan vung dia chong “Unallocated” , chon vao New
Simple Volume...

= Disk Management [= [ o [

File Action View Help

G @ HD DS E

Volume | Layout [ Type | File System | Status | Capacity | Free Spa... | % Free
@ (C) Simple Basic NTFS Healthy (B... 79.66 GB 69.20GB &7%
CaDATAT (E) Simple Basic NTFS Healthy (P... 14.65GB 1455GB 9%
caDATAZ (F) Simple Basic NTFS Healthy (P... 14.65GE 1455GB 9%
caDATAZ (G:) Simple Basic NTFS Healthy (P... 14.65 GB 455G ®W%
o DATA4(H) Simple Basic NTFS Healthy (L.. 16.05GE 1596GB 9%
i System Reserved Simple Basic NTFS Healthy (S5.. 350MB 109 MB EXl)

aDisk 0 ! ________________|

Basic System Reserved (e}
£0.00 GB 350 MB NTFS 79.66 GB NTF5
Online Healthy (System, Active, Primary Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)

ADisk 1 I

Basic DATA1 (E) DATA2 (F) DATA3 (G3) DATA4 (H:)
60.00 GB 14.65 GB NITFS 14.65 GB NTFS 14,65 GB NTFS 16.05 GB NTFS
Online Healthy (Primary Partition) Healthy (Primary Partition) Healthy (Primary Partition) Healthy (Logical Drive)

i Disk 2
Basic |
59.88 GB 59.86 GB [ N%Simple Volume... |

Online Unallocated |
| New Spanned Volume...

=+ Mew Striped Volume...

CDisk 3 |

New Mirrored Volume...

Basic
60.00 GB 60.00 GB New RAID-5 Volume...
Online Unallocated .
Properties
+ Help
<4CD-ROM 0

L

M Unallocated [l Primary partition [ll Extended partition [l Free space [l Logical drive
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B ACHKH e A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
\ P » ‘ Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= Tai Specify Volume Size. Nhap vao dung lugng 6 dia :15000
MB.

=1 Disk Management -8 x
File Action View Help

e @ He RS R

Volume | Layout | Type | File System | Status | Capac | Free Spa... | % Free
. New Simple Volume Wizard 69.29GB  &7%
4 1455GB 9%
4  Specily Volume Size 145568 89%
= Choose @ volume size that is between the maximum and minimum sizes. 143568 %%
(= 15966B 9%
4 109 MB: E1l )
L Maximum disk space in MB: €1310 y
~
{ Mirian diskc pace in MB: [ |
Bl
8 Simphe volume size in ME: 15000 2
g I: = ile, Crash Dump, Primary Partition)
(s
Bl DATA3 (G:) DATA4 (H:)
[ 14,65 GB NTFS 16.05 GB NTF3
q Healthy (Primary Partition) Healthy (Logical Drive)
2
i <Back | MNed> Cancel
B
59.88 GB 59.88 GB

Online ‘Unallocated

LDisk 3
Basic
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BACHKH A

EDUCATION A |

= Tai Format Partition , nhap vao tén 6 dia tai Volume label:

DATA 5.
= Next, Finish.

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= Disk Management - @] x
File Action View Help

e« @ Hm DS

Volume | Layout [ Type | File System Status | Capac | Free Spa... | % Free

= New Simple Volume Wizard 692968 87%

(& 1455GE 9%

= Format Partition 14.55 GB 99 %

- To store data on this parttion. you must format it first 1455GE 9%

= 159668 9%

= 109 MB Nk

Choose whether you want to fomat this volume. and f so, what settings you want to use.

() Do not format this volume
(®) Format this volume with the following settings:

=

(s
. Fe s
&
g Alocation unit size: Default w ile, Crash Dump, Primary Partition)
—
g [+ Pedorm a quick format
Bl DATA2 (G:) DATA4 (H:)
Al [ Enable file and folder compression 14,65 GB NTFS 16.05 GB NTFS
g Healthy (Primary Partition) Healthy (Logical Drive)
R <Back | Met> Cancel
B
59.88 GB 59.88 GB
Online Unallocated
i Disk 3
Basic
60.00 GB 60,00 GB
Online Unallocated

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Tiép tuc tao ra cac 6 dia Simple Volume véi tén 13 DATA 6 , DATA 7,
DATA 8, va c¢6 dung luong 15000 MB tuong tu nhu trén.
o Két qua thu duoc nhu sau:

# Disk Management [ =& e

File Action View Help

e @D HE DEE

Violume | Layout | Type | File System I Status | Capacity I Free Spa... | % Free A
= (C) Simple Basic NTF5 Healthy (B... 79.66 GB 69.2968B 87%
_wDATAT (E) Simple Basic NTF5 Healthy (P... 14.65 GB 1455GB 9%
—aDATA2 (F) Simple Basic NTFS Healthy (P... 14.65 GB 1455GE 9% -
wDATA3 (G:) Simple Basic NTFS Healthy (P... 14.65 GB 145568 9% -
—wDATA4(H:) Simple Basic NTF5 Healthy (L... 16.05 GB 1596GB 99%
_aDATAS(I:) Simple Basic NTF5 Healthy (P... 14.65 GB 1455GB 9%
—aDATAB () Simple Basic NTFS Healthy (P... 14.65 GB 1455GE 9%
—aDATAT (K:) Simple Basic NTFS Healthy (P... 14.65 GB 145568 9%

aNATART A Simnle Rasic NTFS Healthw (P... 1593 GR 15.83GR 99 % -
ADisk 0 ! ___________|
Basic System Reserved i

80.00 GB 350 MB NTFS 79.66 GB NTFS

Online Healthy (System, Active, Primary Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)

4Disk 1 [

Basic DATA1 (E) DATA2 (F) DATA2 (G2) DATA4 (H:)
60.00 GB 14.65 GB NTFS 14.65 GB NTFS 14,65 GB NTFS 16.05 GB NTF5
Online Healthy (Primary Partition) Healthy (Primary Partition) Healthy (Primary Partition) Healthy (Logical Drive)

ADisk 2 S ——

Basic DATAS (I:) DATAG ()] DATAT (K:) DATAS (L)
591333 GB 14.65 GB NTFS 14.65 GB NTFS 14.65 GB NTFS 15.93 GB NTFS
Online Healthy (Primary Partition) Healthy (Primary Partition) Healthy (Primary Partition) Healthy (Primary Partition)

CaDisk 3 I

Basic
160.00 GB 60,00 GB

Online Unallocated

9.2 CAu hinhRAID 0,1, 5.
1. Yéu cau bai lab:

+ Trén may BKAP-SRV12-01:

Thém 3 6 dia m&i va cai dit 1a 6 dia Dynamic.

Cau hinh RAID 0 va RAID 1 véi 6 dia thit nhat va tha hai.
Cau hinh RAID 5 trén ca 3 6 dia.

G& bo 6 dia thir hai va tién hanh kiém tra.

- CAu hinh thém & dia mai.

2. Yéu cau chuan bj:

+ May Server BKAP-SRV12-01.Lap thém 3 6 cing méi va chuan bi mot 6 cimg dé
cau hinh lai sau khi da g& bo 6 ciing thir hai.

mai @bach ptech. CAC DOI TAC VA THUONG HIEU DAO TAO
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B HOéng Qu6'c Viét, Cau Giéy, Ha Néi

3. M0 hinh Lab:

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH B ACHKH 2A
Lab 9.2 Ciu hinh RAID 0 - APTECH

g
—
y \ RAID 0
y ' \
' —~ Disk 1 Disk 2

RAID 1
Disk1 Disk2 Disk3 Disk4
Disk 1
B rapo  [Jraps RAID 5
[ rap1 [ 6 dia hé théng 2 Pl
Hinh 9.2

Website: www.bachkhoa-aptech.com % 5 % = 2 <
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO m CompTlA
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

Huwong ddn chi tiét:
e Thuc hién trén mady BKAP-SRV12-01:
o Cai dat 3 6 dia méi va convert sang dynamic.
= Disk Management | =& [y

File Action View Help

o= @ HmE B

Vilume | Layout | Type | File System | Status I Capacity I Free Spa... I % Free
: Simple Basic NTFS Healthy (B... 79.66 GB 69.29G8 87%
@ System Reserved Simple Basic NTF5 Healthy (5... 350 MB 109 MB %
Lo Disk 0 —
Basic System Reserved )
80.00 GB 350 MB NTFS 79.66 GB NTFS
Online % Healthy (Systemn, Active, Primary Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)
@ Disk 1 e
Unknown
60.00 GB 60.00 GB
Offline (i Unallocated
Help
3 Disk 2 I
Unknown
60.00 GB 60,00 GB
Offline ' § Unallocated
Help
“IDisk 3 _____________________________________________________________|
Unknown
60.00 GB 60.00 GB
Offline (i Unallocated
Help

il: care@bachkhoa-aptech. CAC BOI TAC VA THUONG HIEU DAO TAO . i CompTlA 380
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BACHKH A

= Click chudt phai tai Disk 1, chon Online.

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Quadc Viét, Cau Gidy, Ha Noi

al Disk Management =1
File Action View Help
e mHEHE DR
Violume | Layout | Type | File System | Status | capacity |Free§pa... | % Free
= (C) Simple Basic NTFS Healthy (B... 79.66 GB 69.29GB 87%
& System Reserved Simple Basic NTFS Healthy (5.. 350 MB 109 MB a3
4Disk 0 1
Basic System Reserved (]
s0.00GB 330 MB NTFS 79.66 GB NTFS
Online Healthy (System, Active, Pimary Partition) Healthy (Boot, Page File, Crash Dump, Pnmary Partition)
“@Disk 1 e
Unknown
60.00 GB A ON GR
Online |
Properties -
“@IDisk 2 Help |
Unkniowr
50.00 GB 60.00 GB
Offline (i Unallocated
Help
“&/Disk 3 |
Unknown
60.00 GB 60.00 GB
Offline (i Unallocated
Help
hY A r.s 4 A \ M
= Lam tuong tu doi Vi cac 6 dia con lal.
. A - . . "= . .
= Click chuét phai tai Disk 1 chon Initialize Disk
i Disk Management |= o
File Action View Help
s @ HE e &
Violume | Layout | Type | File System | Status | Capacity I Free Spa... | % Free
e (C) Simple Basic NTFS Healthy (B... 79.66 GB 69.29GB 87%
& System Reserved Simple Basic NTFS Healthy (S... 350 MB 108 MB 3%
4Disk 0 1 e —
Basic System Reserved ()
80.00 GB 350 MB NTF5 T9.66 GB NTFS
Online Healthy (System, Active, Primary Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)
@ Disk 1 e
Unknown
60.00 GB 60.00 GB
Not'lni't‘la'-' = = = *
[{pitaize Disk |
Offline =
@ Disk & :
Anknow Properties
60.00 GB
Not Initia Help_ ___________
3 Disk 3
Unknown
60.00 GB 60,00 GB
Not Initialized Unallocated
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
, Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= Tai cira s Initialize Disk , click chon ca 3 6 dia Disk 1, Disk 2,
Disk 3, chon vao kiéu dinh dang MBR (Master Boot Record)
= OK.

= Disk Management -8 x
File Action View Help

e mHEHERERSE

Volume | Layout | Type [ File System | Status | Capacity | Free Spa.. | % Free
@ (C) Simple Basic NTFS Healthy (B... 79.66 GB 69.296B 87%
C# System Reserved Simple Basic NTFS Healthy (5. 350 MB 109 MB: Exl)

Goso  IEE— Iniiaize Disk ] ———

Basic Reserved
80.00 GB ggt;r: NTFS You must inttialize a disk before Logical Disk Manager can access it.
Online Healthy (Systern, Active, Primary Paj  Select disks:

[ Diske 2
“@IDisk 1 _______________________EEhYE |
Unknown
60.00 GB 60.00 GB '
Mot Initialized Unallocated Use the following partition style for the selected disks:

(®) MBR (Master Boot Record)

O GPT (GUID Parttion Table) 1 B
“@IDisk 2 I I
Unknown Mote: The GPT parttion style is not recognized by all previous versions of
60.00 GB 60.00 GB Windows.
Mot Initialized Unallocated

k[ o Caneel |

“#Disk 3 . |
Unknown
60.00 GB 60.00 GB

Mot Initialized Unallocated
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Giady, Ha Noi

= Tiép tuc Click chuot phai tai Disk 1, chon Convert to
Dynamic Disk.

& Disk Management [ = [ o [SE)

File Action View Help

o @ HE DS E

Volume | Layout [ Type | File System I Status | Capacity I Free Spa... ] % Free
e (C) Simple Basic NTF5 Healthy (B... 79.66 GB 69.29GB 87%
i System Reserved Simple Baszic NTFS Healthy (5.. 350 MB 109 MB N%

Disk 0 e

Basic System Reserved C)
80.00 GB 330 MB NTFS 79.66 GB NTFS
Online Healthy (System, Active, Primary Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)
sk 1 |
Basic
wm G B PN WY
Online New Spanned Volume...
Mew Striped Yolume...
New Mirrored Volume... =
C4Disk 2 |
T New RAID-5 Volume...
60.00 GB — ]
Online Convert[qy Dynamic Disk... ]
Convert to GPT Disk
Offline -
C4Disk 3 - ___________________________________________________________|
Basic Properties
60.00 GB
Online .I'-_|elp
2CD-ROM O
DVD (%)
Ne Media

W Unallocated [l Primary partition

Website: www.bachkhoa-aptech.
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= Tai cira s6 Convert to Dynamic Disk, click chon ca 3 4 dia,
OK.

) Disk Management - o ®
File Action View Help

o T HE DS R

Volume | Layout [ Type | File System | Status | Capacity | Free Spa... I % Free
== (C) Simple Basic NTFS Healthy (B... 79.60 GB 692968 87%
i Systemn Reserved Simple Basic NTF5S Healthy (S.. 350 MB 105 MB 3%
4Disk 0 I =
Basic System Reserved i)
80.00 GB 350 MB NTFS Convert to Dynamic Disk -
Online Healthy (Systern, Active, Primary Partition) Irtition)
Select one or more basic disks to convert to dynamic disks
I I
e ] Disk 0
Basic ¥ Disk 1
60.00 GB 60.00 GB @) Disk 2
Online Unallocated Disk 2
C4Disk 2 | |
Basic
6.0 GB 600068 [ Corce ]
Online Unallocated .
L4 Disk 3
Basic
60.00 GB 60.00 GB
Online Unallocated
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Cai dat RAID 0 trén 6 dia 1 va 2 véi ndi dung 30 GB.
= Click chudt phai tai phan vang “Unallocated” cua Disk 1, chon
New Striped Volume...

=] Disk Management | = | o [

File Action View Help

o o HE D E

Volume | Layout [ Type | File System | Status | Capacity | Free Spa... ] % Free
=@ (C:) Simple Basic NTFS Healthy (B.. 79.66 GB 69.296B &7%
C# System Reserved Simple Basic NTFS Healthy (S... 350 MB 109 MB %

sk 0 '

Basic System Reserved (@]

BOIJO GB 350 MB NTFS 79.66 GB NTF5

Online Healthy (System, Active, Primary Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)
e Disk 1

Dynamic

60.00 GB: 60.00 GB = d d

Online Unallocated MNew Simple Volume...

Mew Spanned Volume...

| MNew [riped Volume... | =
& | R.""' B |_
Dan::li‘cz MNew Mirrored Volume...
60.00 GB 50.00 GB MNew RAID-5 Volume...
Online Unallocated

Properties

- Help [
C4Disk 3 | I
Dynamic
60.00 GB 60.00 GB
Online Unallocated
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
, Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= Tai cira 56 Select Disks, click chon vao Disk 2 61437 MB tai
khung Available bén trai, sau do click vao Add >

= Disk Management — ||| x
File Action View Help

e @ HE BEE

_Volume | Layout | Type | File System | Status | Capac | Free Spa... | % Free

s New Striped Volume 69.29GB 87%

[ 109 MB Nk

Select Disks
You can select the disks and set the disk size for this volume,

— Select the disks you want to use, and then click Add. i
4 P
g Available Selected:

Disk 2 61437 MB Disk 1 61437 MB [ I . .
9 Disk 3 61437 MB Lo ile, Crash Dump, Primary Partition)

< e

‘ <Remove Al T —
o 1
g Tetal valume size in megabytes (ME): 61437

Maximum available space in MB: 61437 |l |
f  seectthe amourtof space n ME: s |2 e
0
B
q

> | [

4Disk 3
Dynamic
60.00 GB 60.00 GB
Online Unallocated
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Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO

Tel: (04) 3755.4010/ (04) 3755.4011



B ACHKH e A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
\ P » ‘ Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= Nhép vao dung luong 6 dia tai Select the amount of space in
MB: 30000 MB.
= Next.

= Disk Management - 8] x
File Action View Help

e @ HEM DS

Volume _ | Lgx out |7 Capaci | Free Spa... l % Free |
= == | 69.296B 87%
o= - ~ - || 109mMB 31%
Select Disks
You can select the disks and set the disk size for this volume
— Select the disks you want to use, and then click Add.
d N
g; Avaiable: Selected:
| [Disk 3 61437 MB | IDisk 1 30000 M8 [
aq | Add > IDisk 2 30000 M8 ile, Crash Dump, Primary Partition)
< | <Remove
; < Remove Al
6
aq Total volume size in megabytes (MB): js0000
| | Maximum avalable space in MB 61437 - —
o Select the amourt of space in MB: 000 [ ]
E KA |
o i
q
[ <Back | Net> | [ cancel |
CaDisk 3 i
Dynamic
60.00 GB 60.00 GB
Online Unallocated

= Tai cira s6 Format Volume , click vao Next , Finish.
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BACHKH A

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

EDUCATION

= Disk Management [= o

File Action View Help

e m HE AXEFEFQ

Volume | Layout | Type | File System | Status | Capacity | Free Spa... | % Free

@ (C) Simple Basic NTFS Healthy (B... 79.86 GB 69.29GB &7%

Striped Dynamic  NTFS Healthy 58.59 GB 5850 GE 100 %
a System Reserved Simple Basic NTFS Healthy (5... 330 MB 109 MB EN R

L Disk 0
Basic System Reserved ()
80.00GB 330 MB NTFS 79.66 GB NTFS
Online Healthy (System, Active, Primary Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)
sk 1 I HEEEEEE——.
Dynamic Mew Volume (E)
60.00GB 29.30 GB NTFS 30.70 GB %
Online Healthy Unallocated
L4Disk 2 [
Dynamic New Volume (E:)
60.00 GB 29.30 GB NTFS 30,70 GB
Online Healthy Unallocated
4Disk 3 |
Dynamic
60.00 GB 60.00 GB
Online Unallocated
N\ e /'7\ \ r.. \
o Caidat RAID 16 dia 1 va 2 véi dung luong la 15 GB.
; A 25 tod A A A A “ )
= Click chudt phai tai phan vang 6 dia chong “Unallocated”,
h .
chon vao New Mirrored Volume...
= Disk Management [= | o s
File Action View Help
e @ HE DS E
Volume | Layout | Type | File System | Status | Capacity | Free Spa... | % Free
o (C) Simple Basic NTFS Healthy (B... 79.66 GB 69.29GB 87%
% New Volume (E:) Striped Dynamic  NTFS Healthy 58.59 GB 58.50 GB 100 %
@ System Reserved Simple Basic NTFS Healthy (5... 350 MB 109 MB %

i Disk O

Basic System Reserved (€]

80.00 GB 350 MB NTFS T79.66 GB NTFS

Online Healthy (System, Active, Primary Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)
i Disk 1

Dynamic New Volume (E:)

60.00GB 29.30 GB NITFS 30.70 GB

Online Healthy Unallocated

4 Disk 2 Y
Dynamic New Volume (E)

6000 GB 29.30 GB NTFS 30.70 GB

Online Healthy Unallocated

LA Disk 3

Dynamic

60.00 GB 60.00 GB

Online Unallocated

CAC DOl TAC VA THUONG HIEU DAO TAO
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MNew Spanned Volume...
New Striped Volume...

Mew Minor@ Volume...

New RAID-5Volume...
Properties
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B HOéng Qu6c Viét, Cau Giﬁy, Ha Néi

= Tai ctra sd Select Disks, click chon vao Disk 2 31437 MB tai
khung Available bén trai, sau do click vao Add >

& Disk Management -3 x
File Action View Help

e @ HMD DS E

Volume | Layout | Type | File System Status Capac | Free Spa... | % Free
= New Mimored Volume b29GE  &7%
= 5850GB 100 %
— Select Disks 109 MB %
You can select the disks and sat the disk size for this volume.

— Select the disks you want to use, and then click Add.

E .
B Avaitable: Selected:

B — - I

Disk 2 31437 MB Disk 1 31437 MB ! . .
g Disk 3 61437 MB ile, Crash Dump, Primary Partition)
< Remave

E < Remove Al

7 30.70 GB

i Total volume size in megabytes (MB): i Unallocated

Maximum avaiable spacs in MB: 31437 -

d Selectthe amourd of space in MB: s |2 o
0

B 30.70 GB

g < Back Next w‘ Unallocated

L4Disk 3

Dynamic

60.00 GB 60.00 GB

Online Unallocated

= Nhép vao dung luong 6 dia 15000 MB tai Select the amount
of space in MB.

i Disk Management -m| x
File Action View Help

e @ HE B S E

folurne | Layout | Type | File System | Status | Capac Free Spa... | % Free
4 New Mirrored Velume 69.29G8  &7%
= 5850GB 100 %
e Select Disks 109 MB %
You can select the disks and set the disk size for this volume.
= Select the disks you want to use, and then click Add.
4 ==
B Available: Selected:
g [Disk 3 61437 MB o Disk 1 15000 MB [ ! . .
I Disk 2 15000 MB ile, Crash Dump, Pnmary Partition)
< Remove
E < Remaove Al
6 30,70 GB
qd Total volume size in megabytes (MEB): 15000 Unallocated
Maximum available space in ME: 31437 -
il Select the amount of space in ME: 15000 : n
0
L 30.70 GB
g
| < Back | Next > | — | Unallocated
L4Disk 3
Dynamic
60.00 GB £0.00 GB
Online Unallocated

CAC BOI TAC VA THUONG HIEU DAO TAO j 389
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BACHKH A

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH

\ P ‘ Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= Tai ctra s6 Format Volume, click vao Next. Finish.

g Disk Management -8 x
File Action View Help

e o HE RS

Volume | Layout | Type | File System | Status | Capac Free Spa... | % Free

= New Mirrored Volume £9.29GB  &77%

= 58.50GE 100 %

A Fomat Volume 0IME 3%

To store data on this volume, you must fommat it first

Choose whether you want to format this volume, and i so, what settings you want to use.

ile, Crash Dump, Pnmary Partition)

130,70 GB
Unallocated

30.70 GB
Unallocated

8
ol O Do not format this volume:
a ®) Format this volume with the following settngs:

Fle system: NTFS e
d Alocation unit size: Default w
b Vohume label: New Volume
g [w] Perform a quick format

] Enable file and folder comprassion
8
0
7
g

| <Back | [uext> || Cancel

Dynamic
60.00 GB 60.00 GB
Online Unallocated

Website: www.bachkhoa-aptech.com
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Cai dat RAID 5 trén 3 6 dia v6i dung lugng 15 GB.
= Click chudt phai tai phan ving dia chong “Unallocated”, chon
New RAID-5 Volume...

=1 Disk Management | = | &[5

File Action View Help

e mERERDSE

Veolume | Layout [ Type | File System | Status | Capacity | Free Spa... | % Free
e (C) Simple Basic NTFS Healthy (B... 79.66 GB 69.29GB 87%
& MNew Volume (E:) Striped Dynamic  NTFS Healthy 58.59 GB 5850GB  100%
= New Volume (F:) Mirror Dynamic  NTFS Healthy 14.65 GB 1435GB 9%
@ System Reserved Simple Basic NTFS Healthy (5... 330 MB 109 MB 3%

C4Disk 0 I ———

Basic [ System Reserved (c
EDD‘J GB 330 MB NTFS 79.66 GB NTFS
Online Healthy (System, Active, Pimary Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)

i Disk 1

Dynamic MNew Volume (E:) Mew Volume (F:)

60.00 GB 29,30 GB NTFS 14.65 GB NTFS 16.05 GB 2 L L i |
Online Healthy Healthy Unallocated | New Simple Volume...

MNew Spanned Volume...

| Mew Striped Volume..,
C4Disk 2 ) |

Dynamic New Volume (E:) New Volume (F) New Mirrored Volume...
60.00 GB 29,30 GB NTFS 14.63 GB NTFS 16.05 GB | New RAID3 Volume...
Online Healthy Healthy Unallocated
Properties

mi - | Help
C4Disk 3 _______________________________________________________________________|
Dynamic
60.00 GB 60.00 GB
Online Unallocated

i

lrnopanan
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BACHKH A

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

EDUCATION
., 2 . . N - N
= Tai ctra s6 Select Disks, click chon vao Disk 2 16437 MB va
- - - A r . 14 .
Disk 3 61437 MB tai khung Available bén trai, sau d6 click
vao Add >

=1 Disk Management - | X
File Action View Help

e @ HE DS R

Volume | Layout | Type | File System | Status | Capac Free Spa... | % Free

[ MNew RAID-5 Volume 69.29GB 87%

[ 5850GB 100 %

o Select Disks 1455GE W%

[ ‘fou can select the disks and set the disk size for this volume, 109 MB %

— Sedect the disks you want to use, and then click Add.

4 =
Bl Available: Selected:
B — = I
d I;hsk Add > DEINATINE ile, Crash Dump, Primary Partition)
< Remove

E < Remove Al
B 16.05 GB
a Total volume size in megabytes (ME): ] Unallocated

Maximum available space in MB: 16437 -
I._ Select the amourt of space in ME: |1543? = ! |
0
6 16.05 GB
g < Back w‘ Unallocated
L4Disk 3
Dynamic
60.00 GB 60,00 GB
Online Unallocated

-, 2 . N ..
= Tai cua so Forrmat Volume, click vao Next.Finish.

= Disk Management -8 x
File Action View Help

e @ HE DS E
Volume | Layout | Type | File System [ Status | Capac | Free Spa... | % Free

[ MNew RAID-5 Volume 69.29G6B &7%

[ 5850GE 100 %

— Format Volume 1455GE 9%

= To store data on this volume, you must fomat it first 108 MB %

— Choose whether you want to format this welume, and i so, what settings you wart to use. i
4 N
gl ) Do not format this volume
8| - ) ) ) -

d *) Format this wolume with the following settings ie, Crash Dump, Primary Partition)
Fie system: NTFS v
4 Alocation unit size: Default v
o Vokime label: New Violume ]
5 : 16.05 GB
g Perform a quick format Unallocated
[[] Enable file and folder compression _
I._ T
0
6 16.05 GB
g | < Back | hﬁ % | . Cancel | Unallocated
LaDisk 3
Dynamic
60.00 GB 50,00 GB
Online Unallocated

CAC DOl TAC VA THUONG HIEU DAO TAO
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Két qua thu duoc sau khi ta cau hinh xong RAID 0, 1 ,5.
= Disk Management [= | o e

File Action View Help
e D HEHR DR

Volume | Layout | Type | File System | Status | Capacity | Free Spa... | % Free

o (C2) Simple Basic INTFS Healthy (B... 79.66 GB 69.29 GB 7 %
CwMew Volume (E:) Striped Dynamic  NTFS Healthy 38.59 GB 58.50GB 100%
& MNew Volume (F:) Mirror Dynamic  NTFS Healthy 14.65 GB 1455GB 99%
& Mew Volume (G:) RAID-5 Dynamic  NTFS Healthy 32.10GB 3201 GB 100%
i System Reserved Simple Basic NTFS Healthy (... 350 ME 109 MB N%

-

C4Disk 0 . ______________________________________________________|]

Basic System Reserved [(5]
30.1'.1_0 GB 350 ME NTFS 79.66 GB NTFS
Online Healthy (System, Active, Primary Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)

C4Disk 1 I |

Dynamic Mew Volume (E) MNew Volume (F:) New Volume (G:)
60.00 GB 29.30 GB NTFS 14.65 GB NTFS 16.05 GB NTFS
Online Healthy Healthy Healthy

4Disk 2 I |

Dynarmic Mew Volume (E) Mew Volume (F:) New Volume (G:)

60,00 GB 20.30 GB NTFS 14.65 GB NTFS 16,05 GB NTFS

Online Healthy Healthy Healthy

CiDisk 3 I
Dynarnic Hew Volume (G:)

60.00 GB 16.05 GB NTFS 43.95 GB

Online Healthy Unallocated [%

<icD-ROMO

VD (D:)

No Media .

B Unaliocated [l Primary partition [l Striped volure [ll Mirrored volume [ RAID-5 volume

9.3 Cau hinh Redundant Storage Space.
1. Yéu ciu bai lab:

+ CAu hinh mét Pool mai véi 5 6 dia.
+ Tao 2 phan ving dé kiém tra.

- Phéan vung 1 la Three-way Mirror
- Phéan vung 2 la Two-way Mirror

+ G& bo 2 6 cung dé kiém tra.
2. Yéu cau chuan bj:
+ Chuan bi 1 may Server Windows Server 2012 Datacenter ( BKAP-SRV12-01)

+ Gan thém 5 6 cing.

Website: www.bachkhoa-aptech.com
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B W APTECH bia chi: Toa nha HTC, 236B HOéng Qu6'c Viét, Cau Giéy, Ha N@l

3. M0 hinh Lab:

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH BACHKH A
Lab 9.3 Ciu hinh Redundant Storage Space APTECH

BKAP-SRV12-01
1P:192.168.1.3/24
GW:192.168.1.1
Cau hinh Redundant Storage Space

( Internet

Hinh 9.3

Website: www.bachkhoa-aptech.com % 5 % = 2 <
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO m CompTlA
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B ACHKH e A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
\ P » ‘ Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

Hwéng dan chi tiét:

e Thuc hién trén may BKAP-SRV12-01, add thém 5 6 dia .

(5} BKAP-SRV12-01 ] (551 BKAP-WRKDS-01 ]

=) Server Manager

Server Manager * Dashboard

Virtual Machine Settings X
F BELGLLENE  Hardware  Options
i Local Serv Disk file
Device Summary
W& All Servers | mmMemory 2GR BKAP-5RV12-01-18.vmdk
§E File and S [ Processors 1
= Hard Disk (5CST) 60 GB Capaity
2 New Hard Disk (SCSI) 60 GB Current size: 7.6 MB
(= New Hard Disk (SC51) 0GB System free: 30.0 GB
SNew Hard Disk (SCST) 60 GB Maximum size: 60 GB
i New Hard Disk (5CSI) 50GB
(= New Hard Disk (SC51) 0GB Disk information
inew Hard Disk (SCST) 60GB Disk space is not preallocated for this hard disk.
= ) .
~) CD/DVD (SATA) Using file F:\WIN2012 RC.150 Hard disk contents are stored in multiple files.
ENet\mork Adapter Custom (YMnet2)
USB Controller Present Disk utilities
les' Sound Card Auto detect j; Disk utlities are available only when the virtual machine
Printer Present ¥ is pawered off.
[Wpisplay Auto detect
Map this wirtual machine disk to a local i Ma
wolume, hd 2o
Defragment files and consolidate free Tore
space.
Expand disk capacity. Expand...
Compact disk to reclaim unused space, Compact All Servers 1
CTE T Manageability
Events
< > -
Services
Add... Remove
& Performance
Cancel Help BPA results
T

Website: www.bachkhoa-aptech.com s
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B ACH KH S A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
BN SARTW APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Kiém tra 6 cung sau khi lip: vdo Computer Management / Disk
Management.

A

File Action View Help

e D XS a @

A Computer Management (Local | Volume | Layoutl Type | File System | Status I C | Actions
4 'ﬁé System Tools Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 5 | .
b @ Task Scheduler S System Reserved Simple Basic NTFS Healthy (System, Active, Primary Partition) y |DiskManagement &
b E Event Viewer More Actions b

b 3l Shared Folders
b & Local Users and Groups
b () Performance
i=n Device Manager
4 E Storage
b W Windows Server Backug
= Disk Management
b Ty Services and Apphrations

<| m >

4 Disk 0

Basic System Reserved (G2 o o o

60.00 GB 350 MB NTFS 59.66 GB NTFS 7/ A

Online Healthy (Systern, Active, Prir [ Healthy (Boot, Page File, Crash Dump, Primary Partition =

& Diske 1

Unknown

60.00 GB 60.00 GB

Offline i Unallocated

3 Disk 2

Unknown

60.00 GB 60,00 GB

Offline (i Unallocated v
< [ > || l Unaliocated ll Primary partition

Website: www.bachkhoa-aptech.com % 5 % = 2 <
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO [l Aprech ;e NI 7 760003000 8 CompTlA 396
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BACHKH A

EEXEYSIETW APTECH

HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Click chuot phai tai Disk 1, chon vao Online.

k.

File Action View Help

e 2rHR DS B

A Computer Management (Local
] '[E* Systemn Tools
3 @ Task Scheduler
b {3 Event Viewer
b @il Shared Folders
p &% Local Users and Groups
b (R Performance
= Device Manager
4 55 storage
b W Windows Server Backug
= Disk Management
I Sy Services and Applications

A e I

w (C)

<|

Volume I I._a}gutl Type | File System | Status

Simple Basic NTFS
o System Reserved Simple Basic NTFS

[ ¢ [ Actions

More Actians

4 Digk 0
Basic System Reserved <)
60.00 GB 350 MB NTFS 39.66 GB NTFS O
Online Healthy (System, Active, Prit || Healthy (Boot, Page File, Crash Dump, Primary Partition || =
“#IDisk 1 |
Unk [
5001 ine
o Properties

Help
CaDisk2 ———
Unknown
60.00 GB 60.00 GB
Offline (i Unallocated >

B Unaliocated [l Primary partition

Healthy (Boot, Page File, Crash Dump, Primary Partition) SEl H I | I
Healthy (Systemn, Active, Pimary Partition) E

4

Website: www.bachkhoa-aptech.com
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

o Lam twong tu d6i voi Disk 2, 3, 4, 5.
o Click chudt phai tai Disk 1, chon Initialize Disk.

File Action View Help

IS E R

A Computer Management (Local|| Volume | Lﬂtl Type | File System | Status I C |ﬁd'wns
A '[ﬂ System Tools o (C) Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 5¢ M
b @ Task Scheduler Ca System Reserved Simple Basic NTFS Healthy (System, Active, Pimary Partition) £
b E Event Viewer More Actions b

b @il Shared Folders
&% Local Users and Groups
b @ Performance
i Device Manager
4 E Storage
b b Windows Server Backug
= Disk Management

=

I+ iy Services and Applications

< [ [ >
HDisk 0
Basic
60.00 GB _
Online Healthy (System, Active, Prii | Healthy (Boot, Page File, Crash Dump, Primary Partition ||~
Un Initialize Disk
B0

Oﬂlﬁe

Properties
G| Hep [
Unknown
60.00 GB 60.00GB
Not Initislized || Unallocated a

< m » ||| l Unallocated Il Primary partition

Website: www.bachkhoa-aptech.com
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
ESAEW APTECH bia chi: Toa nha HTC, 236B Hoa‘lng Qu6'c Viét, Cau Giéy, Ha Néi

o Tai ctra s6 Initialize Disk , click chon vao tat ca 6 dia, chon vao MBR
(Master Boot Record), OK.

X Computer Management =-|0] X
File Action View Help
e 2w BE RS
A Computer Management (Local| | Volume I layoutl Type | File System | Status | C | Actions
a '@i System Tools o (C) Simple Basic NTFS Healthy (Beoot, Page File, Crash Dump, Primary Partition)  5¢ N
[ @ Task Scheduler o System Reserved Simple Basic NTFS Healthy (System, Active, Primary Partition) M
b E Event Viewer More Actions »
b @l Shared Folders
&8 Local Users and Groups
b @ Performance
i=n Device Manager
=
4 & Storage “You must initizlize a disk before Logical Disk Manager can access it.
b 4l Windows Server Backug ;
= Disk Management Sela:.;:dﬁ
b Fy Services and lications i !
= Ao 9 ik 2
| Disk 3
|v¥| Disk 4
Use the fallowing partition style for the selected disks:
(®) MBR (Master Boot Record)
(4 Disk 0 () GPT (GUID Partition Table)
pacic MNote: The GFT partition style is not recognized by all previous versions of
60.00 GB Wi
Online ’
| ﬁ Cancel
¥ Disk 1
Unknown
60.00 GB 60.00 GB
Not Initialized Unallocated
“@Disk 2 I
Unknown
60.00 GB 60.00 GB
Not Initialized Unallocated v
< [ 5 ||| l Unallocated ll Primary partition

Website: www.bachkhoa-aptech.com
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BACHKH A

EDUCATION

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Vao Server Manager / File and Storage Services

Server Manager * Dashboard @1 F

WELCOME TO SERVER MANAGER

% Dashboard

i Local Server
ii All Servers J BN M W .
6 Configure this local server

#R File and Storage [i\grwces b

QUICK START
Add s ana fea e
3 Add other servers to mana ge
WHAT'S NEW = P server aroun
LEARN MORE

Manage Tools View Help

Hide

ROLES AND SERVER GROUPS

o Tai File and Storage Services / Servers , click chon vao Storage

Pools.

{1

Server Manager

“ File and Storage Services * Servers

-
SERVERS

i Volumes

o Filter B @~

L] Disks

Server Name Last Update

Storage Pﬁols

BKMP-SRV12-01 169.254.124.116 Online - Performance counters not started  8/30

|- |0

Manage Tools View Help

| >

TASKS =

Windows Activation

3%:46 AM  Not activated

EVENTS
All events | 0 tota

Filter

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011

CAC DOl TAC VA THUONG HIEU DAO TAO

TASKS w

400



HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Tai cra s6 STORAGE POOLS, click chon vao TASKS / New
Storage Pool...

“Volum

. STORAGE POOLS
All storage pools | 1 total

[ Servers
i Volumes
- Filter pel
| ]
?» Name Type

4 Storage Spaces (1)

Primordial

Manage

= — | New Sboragi\goul._
h ey

Tools View Help

Rescan Storage
Refresh

Version Managed by

Windows Server 2012 R2  BKN

BKNP-SRV12-01

<

Last refreshed on 8/30/2013 %:44:07 AM

VIRTUAL DISKS

Mo related data is available.

‘Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com

PHYSICAL DISKS
Primordial on BKNP-5RV12-01

TASKS W TASKS W
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B ACHKH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

o Tao 1 Pool mgi bao gom 5 6 dia:
= Tai ctra s6 Specify a storage pool hame and subsystem, nhap
Vao :
e Name: BKAP
= Next.

(5 BRAP-SRV12-01 % Hﬁwmma-ol x |

= Server Manager -

| >

Specify a storage pool name and subsystem

i r
Before You Begin Name: BKAP
i Storage Pool Name .
= = Description:
Ll Physical Disks
Select the group of available disks (also known as a primordial pool) that you want to use:
Managed by Available to Subsystem Primordial Pool
BKAP-5RV12-01 BKAP-5RV12-01 Storage Spaces  Primordial
B
ci
B
< Previous | | Mext = | | Create | | Cancel
: L

Website: www.bachkhoa-aptech.com = 5 % = 2
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B SARIW APTECH Pia chi: Toa nha HTC, 236B HOéng Qu6c Viét, Cau Giéy, Ha Néi

o Tai ctra s6 Select physical disks for the storage pool , click chon vao
ca5 6 dia.

(5} BKAP-SRV12-01 x] [E)1BKAP-WRKDS-01
[ Server Manager -8 x

Select physical disks for the storage pool B

Select physical disks for the storage pool, and choose whether any disks should be allocated as hot spares that replace failed

Before You Begin
disks.

Storage Pool Name

Physical disks:
Slot ~ Name Capacity RPM  Madel Allocation Chassis

Confirmation P— SAS {
PhysicalDisk1 (... AS VMware Virtual 5
PhysicalDisk2 (... SAS VMware Virtual S
; SAS VMware Virtual S
VMware Virtual S

VMware Virtual S

Total selected capacity: 300 GB
Li ] Selecting these disks will create a local pool.

| <Previous|| Mext > ‘

= Click vao Next , Create tai ctra s6 tiép theo.

Website: www.bachkhoa-aptech.com % F < = B
Email: care@bachkhoa-aptech.com CAC BOI TAC VA THUONG HIEUDAO TAO Il Aprechs: s [ WV /76 0000 & CompTlA 403
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BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Quoc Viét, Cau Gidy, Ha No§i

(5} BKAP-SRV12-01 Hf;! BKAP-WRKDS-01 ¢ l

&

Server Manager - g x

| >

Confirm selections

i d
Before You Begin Confirm that the following are the correct settings, and then click Create
i Storage Pool Name
- STORAGE PCOL LOCATION
] Physical Disks Sr=r BKAP-5RV12-01
Confirm Cluster role: Mot Clustered
Storage subsystem: Storage Spaces
STORAGE POOL PROPERTIES
Narne: BKAP
Capacity: 300 GB
PHYSICAL DISKS o
PhysicalDisk1 (BKAP-SRV12-01) 60.0 GB 3

PhysicalDisk2 (BKAP-5RV12-01) 60.0 GB
PhysicalDisk3 (BKAP-5RV12-01) 60.0 GB
PhysicalDisk4 (BKAP-5RV12-01) 60.0 GB
PhysicalDisk5 (BKAP-5RV12-01) 60.0 GB

r
| < Previous || Next > | | Create || Cancel | E L
o Tai cira sd View results , click vao Close dé két thic tién trinh.
(5 BKAP-SRV12-01 x] [ BKAP-WRKDB-01
i Server Manager - || X

View results

You have successfully completed the New Storage Pool Wizard.

Task Progress Status

Gather information I _ompleted
Create storage pool I _ompleted
Update cache I _ompleted

[ Create a virtual disk when this wizard closes

| < Previous | | Mext = | | Close | | Cancel |

Website: www.bachkhoa-aptech.com > F < = X
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B ACHKH e A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
\ P » ‘ Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Tao phan ving 6 dia méi c6 dung lwong 10 GB.
= Click vao BKAP vira tao.
= Taictra s6 VIRTUAL DISKS, click vao To create a virtual
disk , start the New Virtual Disk Wizard.

[ Server Manager - |@

«Volumes * Storage Pools | P Mamge  Tools  view hep

>

STORAGE POOLS

[
>
=4
&
3
m

Type Managed by Available to Read-Write Server

E Servers All storage pools | 1 total TASKS =
2| voumes s @ @~ v
[ ] Disks

Storage Pools

4 Storage Spaces (1)

Storage Pool ~ BKAP-SRV12-01 BKAP-SRV12-01 BKAP-SRV12-01

<| m >
Last refreshed on 1/3/2016 11:44:15 PM

VIRTUAL DISKS PHYSICAL DISKS
Mo related data is available. TASKS w BKAP on BKAP-5RV12-01 TASKS =
No related virtual disks exist. Filter el 'C_Ej' v v
To create a virtual disk, start the New Virtual Disk Wizard., ,?\ Slat  Mame Status Capaci

PhysicalDisk3 (BKAP-5RV12-01) 59.3 GH
PhysicalDisk5 (BKAP-5RV12-01) 59.3 GH =
PhysicalDisk4 (BKAP-5RV12-01) 59.3 GH
PhysicalDisk2 (BKAP-5RV12-01) 59.3 GH
PhysicalDisk1 (BKAP-5RV12-01)

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B W APTECH bia chi: Toa nha HTC, 236B HOéng Qué'c Viét, Cau Giéy, Ha Nél

o Tai ctra s6 Select the storage pool, click vao Next

(51 BKAP-SRV12-01 xl [} BKAP-WRKOB-D1

=]

Server Manager

View

Select the storage pool

Before You Begin Storage poal:

Paal Name Managed by Available to Capacity Free Space  Subsyste = ad-Write Server
Virtuzl Disk Name ) BKAP-SRV12-01 BKAP-SRV12-01 296 GB 295GB Storage

KAP-SRV12-01

TASKS W

Website: www.bachkhoa-aptech.com % 5 % = <
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEUDAO TAO [l Aprech st oo [ WV /76 0000 [ & CompTlA
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B W APTECH bia chi: Toa nha HTC, 236B HOéng Qué'c Viét, Cau Giéy, Ha Nél

o Tai ctra s6 Specify the virtual disk name, nhap vao:
= Name: Data 1
= Next.

(51 BKAP-SRV12-01 x] ()] BKAP-WRKDB-D1

Server Manager

[

Tools View Help

TASKS W

Specify the virtual disk name

Before You Begin Name: Data 1

Storage Pool ad-Write Server

Description:

Storage Layout

KAP-5RV12-01

v (v

Status  Capaci

59.3 GE

59.3 GH —

Website: www.bachkhoa-aptech.com % 5 % = <
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEUDAO TAO [l Aprech st oo [ WV /76 0000 [ & CompTlA
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BACHKH A

ERXRYSIETW APTECH

HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Tai ctra s6 Select the storage layout, chon Mirror , Next.
(5} BKAP-SRV12-01 x] )7 BKAP-WRKDS-01 ¢

Server Manager

Tools View Help

Select the storage layout

Before You Begin Layout: Description:
Storage Fool Simple

virtual Disk Name [ Mirror

Data is duplicated on two or three physical disks, increasing

| reliability, but reducing capacity. This storage layout requires at cad-Write Server
Pari least two disks to protect you from a single disk failure, or at

arity

least five disks to protect you from two simultaneous disk
failures,
Resiliency Settings

KAP-5RV12-01

v ©

Status  Capaci

59.3 GE

R0 2=

Website: www.bachkhoa-aptech.com
Emai @bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B SARIW APTECH Pia chi: Toa nha HTC, 236B HOéng Qu6c Viét, Cau Giéy, Ha Néi

o Tai cira s6 Configure the resiliency settings , click chon vao Three-
way mirror. ( khi hong 2 6 ctiing van duy tri di liéu )

15 BKAP-SRV12-01 x] {7 BKAP-WRK08-01

Server Manager

Tools View Help

Configure the resiliency settings

Before You Begin Resiliency type:

Storage Pool ) Two-way mirror

Virtual Disk Name Stores two copies of your data, helping to protect you from a single disk failure. This option
requires at least two disks.

ead-Write Server

Storage Layout

(@) Three-way mirror KAP-SRV12-01

Resiliency

Stores three copies of your data, helping to protect you from two simultaneous disk failures,
Provisioning This option requires at least five disks.

v (v

Status Capaci

< Previous || Mext > | | Create || Cancel

Website: www.bachkhoa-aptech.com % 5 % = <
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B W APTECH bia chi: Toa nha HTC, 236B HOéng Qu6'c Viét, Cau Giéy, Ha N@l

o Tai Provisioning, click chon vao Thin.

15 BKAP-SRV12-01 x] {7 BKAP-WRKDB-D1 ¢
=]

Server Manager x

Tools View

Specify the provisioning type

Before You Begin Provisioning type:
Storage Pool ® Thin
Virtual Disk Mame The volume uses space from the storage pool as needed, up to the volume size.

Storage Layout ) Fixed

The volume uses space from the storage pool equal to the volume size. KAP-5RV12-01

Resiliency Settings

Provisioning

TASKS W
B~ @

Status Capaci

Website: www.bachkhoa-aptech.com % F < = X s
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO [l Aprech ;e NI 7 760003000 8 CompTlA 410
Tel: (04) 3755.4010/ (04) 3755.4011 =




B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B SARIW APTECH Pia chi: Toa nha HTC, 236B HOéng Qu6c Viét, Cau Giéy, Ha Néi

o Tai ctra s6 Specify the size of the virtual disk,nhap vao :
= Virtual disk size : 10 GB
= Next.

(51 BKAP-SRV12-01 x] (557 BKAP-WRKDB-01 ¢

R Server Manager

View Help

Specify the size of the virtual disk

Before You Begin When using fixed provisicning and storage layouts other than simple stripe sets, the virtual disk N
consumes more free space than the size you specify. By default, Windows creates the virtual disk

Storage Pocl only if there is sufficient free space. ead-Write Server

Virtual Disk Name ‘When using thin provisicning, you can create a virtual disk larger than the amount of free space in

the storage pool.
Storage Layout

Resiliency Settings Storage pool free space: 295 GB (LR

Provisioning @ Specify size
E oo © (a8 [-]
Confirmation

[[] Create the largest virtual disk possible, up to the specified size

) Maximum size

v v

Status  Capaci

59.3 GE

< Previous || Mext > | | Create || Cancel

59.3 GH -

Website: www.bachkhoa-aptech.com % F < =
Email: care@bachkhoa-aptech.com CAC BOI TAC VA THUONG HIEUDAO TAO Il Aprechs: s [ WV /76 0000 & CompTlA 411
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BACHKH A

ERXRYSIETW APTECH

o Tai ctra s6 Confirm selections, click vao Create.

(5} BRKAP-SRV12-01 ||ﬁ'iwwm<oa-01 x |

L1

Confirm selections

Before You Begin
Storage Pool

Virtual Disk Name

Resiliency Settings
Provisioning
Size

Confirmatio

VIRTUAL DISK PROPERTIES

HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

Server Manager

Confirm that the following are the correct settings, and then click Create.

VIRTUAL DISK LOCATION
Server: BKAP-SRV12-01
Storage Layout Subsystem:

Storage Spaces

Storage pool name: BKAP
Status: oK
Free space: 295 GB

Name: Data 1
Storage layout: Mirror
Resiliency type: Three-way mirror

Provisioning type: Thin
Requested size: 10,0 GB

<Previous|| Next > |

| Create || Cancel

ead-Write Server

KAP-5RV12-01

v

Status

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011

CAC DOl TAC VA THUONG HIEU DAO TAO

TASKS =

)

()

Capaci

593 GE

59.3 GH
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B W APTECH bia chi: Toa nha HTC, 236B HOéng Qué'c Viét, Cau Giéy, Ha Nél

o Tai ctra s6 View results, click vao Close dé két thac tién trinh.

(51 BKAP-SRV12-01 xl {7 BKAP-WRKDB-D1 ¢

=] Server Manager

View results

The New Virtual Disk Wizard successfully completed.

Status ead-Write Server

Task

Pragress

Gather information I Completed
i i I
Create virtual disk Completed KAP-SRV12-01
Rescan disks I Completed
Initialize disk I Completed
Update cache I Completed

v v

Create a volume when this wizard closes
Status  Capaci

< Previous | | Next > | | Close | | Cancel

Website: www.bachkhoa-aptech.com % 5 % = <
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BACHKH A HE THONG DAO TAO CNTT QUSC TE BACHKHOA-APTECH
EENISAETW APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Tiép theo, tai cira s6 New Volume Wizard, click vao Next.

(51 BKAP-SRV12-01 x] (57 BKAP-WRKOB-DL

= Server Manager

Manage

This wizard helps you create a volume, assign it a drive letter or folder, and then format it with a file
system.

rite Server

Server and Disk

You can create a volume on a physical disk or a virtual disk. A virtual disk is a collection of one ar
) more physical disks frem a previcusly created storage pool. The layout of data across the physical
Drive Letter or Folder disks can increase the reliability and performance of the volume.

Size

SRV12-01

To continue, click Next.

v (v

Status  Capaci

[[] Don't show this page again
59.3 GH

59.3 GE

< Previous || Mext > | | Create || Cancel

59.3 GE
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BACHKH A HE THONG DAO TAO CNTT QUSC TE BACHKHOA-APTECH
EENISAETW APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Tai ctra s6 Select the server and disk , click vao Next.

(5} BKAP-SRV12-01 x] [}7 BRKAP-WRK08-01 %

i

Server Manager

¥ «“\Volumes * Storage Pools | 7 Memge Took  view hep
=

Select the server and disk

Before You Begin Server: rite Server
Status Cluster Role
Not Clustered

Provision to
BKAP-5RV12-01

Destination
Local

Online
SRV12-01

Driva Letter or Folder

Refresh | | Rescan

Virtual Disk Capacity Free Space  Subsystem
Disk & Data 1 10.0 GB 997 GB Storage Spaces

- .;:{,:;.
Status Capaci

59.3 GH

59.3 GH =

59.3 GH

Website: www.bachkhoa-aptech.com . S =
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BACHKH A HE THONG DAO TAO CNTT QUSC TE BACHKHOA-APTECH
EENISAETW APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Tai cta s6 Specify the size of the volume ,volume size : 9.97 GB ,
click vao Next.

[} BKAP-SRV12-01 x] ]I BKAP-WRKDB-O1 %

= Server Manager - @ X
v ah, VO | umes * Sto ra ge POO | ) \ | F Manage  Tools View Help
) -
Specify the size of the volume ©
Before You Begin Awailable Capacity: 9.97 GB rite Server

Server and Disk Minimum size: 200 MB

Size I—
_ Volume size: 097 [e8 [+] SRV12-01

Drive Letter or Folder

v (v
Status  Capaci

59.3 GE

59.3 GE —

59.3 GE

Website: www.bachkhoa-aptech.com . S =
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO
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BACHKH A HE THONG DAO TAO CNTT QUSC TE BACHKHOA-APTECH
EENISAETW APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Tai ctra sO Assign to a drive letter or folder, Drive letter : H

(51 BKAP-SRV12-01 ¥ Hﬁ‘i BKAP-WRKDS-01 l

Server Manager

iy

“Volumes * Storage Pools P’ Monage  Tooks  view

Assign to a drive letter or folder

Select whether to assign the volume to a drive letter or a folder, When you assign a volume to a
folder, the volume appears as a folder within a drive, such as D:\UserData.

Before You Begin

Server and Disk

i Assign to:
— SRV12-01
stter or Folder ® Drive letter: EB
File System Settings ) The following folder:

() Don't assign to a drive letter or folder.

TASKS W
B> v

Status Capaci

59.3 GE

59.3 GH —

593 GE
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BACHKH A HE THONG DAO TAO CNTT QUSC TE BACHKHOA-APTECH
EENISAETW APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Tai ctra s6 Select file system settings , nhap vao :
= Volume label : Datal.

(5} BKAP-SRV12-01 * Hﬁ'iwwmcos-m x |

Wl

Server Manager - g x

«“ VO|u|ﬂeS » Storage Pools v Manage  Tools  View Help

Select file system settings

Before You Begin File system: | NTES |v | rite Server

Server and Disk

Allocation unit size: | Default |v |

Size

SRV12-01

Volume label: Datal

Drive Letter or Folder

[[] Generate short file names (not recommended)

Confirmation Shert file names (8 characters with 3-character extensions) are required for some 16-bit
applications running on client computers, but make file operations slower,

- v
Status  Capaci

59.3 GE

59.3 GE .

59.3 GE

Website: www.bachkhoa-aptech.com
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BACHKH A HE THONG DAO TAO CNTT QUSC TE BACHKHOA-APTECH
EENISAETW APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Tai ctra s6 Confirm selections , click chon vao Create.

(51 BKAP-SRV12-01 x] (77 BRAP-WRKDB-D1

=)

Server Manager

““ Volumes * Storage Pools | P Manage

TASKS =

()

Confirm selections

Before You Begin Confirm that the following are the correct settings, and then click Create. rite Server

Server and Disk

VOLUME LOCATION
Bl2e Server: BKAP-SRV12-01
Drive Letter or Folder Subsystem: Storage Spaces
File System Settings Virtual disk: Data 1

Disk: Disk &

Confirmatio

Free space: 0.97 GB

VOLUME PROPERTIES

Volume size:

Drive letter or folder:

Volume label:

FILE SYSTEM SETTINGS
File system: NTFS

Disabled
Default

v (v

Short file name creation:

Allocation unit size:

Status Capaci

59.3 GE

59.3 GE 1

59.3 GE

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO
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HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

BACHKH A

ERXRYSIETW APTECH

o Tai ctra s6 Completion , click vao Close.

(51 BKAP-SRV12-01 x] (557 BKAP-WRKDB-01 ¢

& Server Manager

| ¥

- ER VO | umes * S‘tD ra ge POO | 5 Manage Tools View Help

=)

Completion

Results

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com

You have successfully completed the New Volume Wizard.

Task

Progress

Gather informaticn I Completed
Create new partiticn I Completed
Format valume I Completed
Add access path I Completed
Update cache I Completed

Status

< Previous | | Mext > |

| | Cancel

rite Server

- v

Status  Capaci

59.3 GE

59.3 GE -
50.3 GE

Tel: (04) 3755.4010/ (04) 3755.4011
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o O H sau khi dugc tao:

(5} BKAP-SRV12-01 (7] BKAP-WRKD8-01

Drive Tools

“ Computer View Manage

i(') ('): AR Computer » v O| | Search Computer

0 Favorites 4 Hard Disk Drives (2)

B Desktop — Local Disk (C:) Datal (H:)
S

4 Downloads

7 [
49.4 GB free of 50.6 GB ‘3«:\/ 9.87 GB free of 9.96 GB

15l Recent places
4 Devices with Removable Storage (1)
= Libraries £ &

@ Documents ‘\3 DVD Drive (D:)
&' Music -

[ Pictures

E Videos

1% Computer

Gh Metwork

Jitems 1 item selected

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Tao dit liéu trong 6 H.

(5} BKAP-SRV12-01 (5} BKAP-WRKD8-01

Drive Tools Datal (H:)

Home Share View Manage

®© A |u » Computer » Datal (H:]) » v O| | Search Datal (H:)

P

MName Date modified Type

W Favorites
B Desktop J tailieu 1/4/2016 12255 AM  File folder
4. Downloads

| Recent places

4 Libraries
@ Documents

J’ Music

(=] Pictures

B videos

18 Computer

Gh MNetwork

CAC DOI TAC VA THUONG HIEU DAO TAO j 422
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B ACHKH e A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
\ P » ‘ Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Tao thém 6 mai dé so sanh va kiém tra.
= Tai ctra s6 VIRTUAL DISKS /TASKS , click chon vao New
Virtual Disks...

(5 BKAP-SRV12-01 || (5} BKAP-WRKDS 01 |

Server Manager a

Manage  Tools

STORAGE POOLS —

Servers All storage pools | 1 total TASKS W

Volumes ) — =
o B~ A~ (O]

Disks

i
i
i
A MName Type Managed by Available to Read-Write Server

4 Storage Spaces (1)

Storage Pool  BKAP-SRV12-01 BKAP-SRV12-01 BKAP-SRV12-01

< m >
Last refreshed on 1/4/2016 12:18:49 AM

VIRTUAL DISKS PHYSICAL DISKS
BKAP on BKAP-SRV12-01 BKAP on BKAP-SRV12-01 TASKS =
| | New virtual Disk.. )
it it = .
Filter P =Y~ Filter il VE) v )
,-?\ Name Status Layout Provisioning Capacity Allocate .-?\ Slot  MName Status  Capaci
Data 1 Mirror  Thin 10.0GB  1.00 GB PhysicalDisk3 (BKAP-5RV12-01) 59.3 GH
PhysicalDisk3 (BKAP-5RV12-01) 59.3 GH 1
PhysicalDisk4 (BKAP-5RV12-01) 59.3 GH
PhysicalDisk2 (BKAP-5RV12-01) 59.3 GH
PhysicalDisk1 (BKAP-SRV12-01) 59.3 GH

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO
Tel: (04) 3755.4010/ (04) 3755.4011

423



BACHKH A HE THONG DAO TAO CNTT QUSC TE BACHKHOA-APTECH
EENISAETW APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Tai ctra s6 Specify the virtual disk name , nhap vao :
= Name: Data 2.

(5} BKAP-SRV12-01 x] (U] BKAP-WRKDS-01 ¥

(= Server Manager -|g] x

“Volumes * Storage Pools P’ venage oo

TASKS =

Specify the virtual disk name

Server

Before You Begin Narme: Data2

Storage Pool

Description:
Virtual Disk Name

Storage Layout

btatus Capaci

59.3 GH

59.3 GH B

59.3 GH

59.3 GH

Website: www.bachkhoa-aptech.com . S =
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO

Tel: (04) 3755.4010/ (04) 3755.4011



B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B W APTECH Pia chi: Toa nha HTC, 236B HOi‘Ing Qu6c Viét, Cau Giéy, Ha Néi

o Tai ctra s6 Select the storage layout, click chon vao Mirror.

(51 BKAP-SRV12-01 % ||ﬁ‘iwwmmw1 x |

i

Server Manager -|g] x

«“ Vo|urnes » Storage Pools Manage Tools  View Help

Select the storage layout

Before You Begin Layout: Description:

Simple Data is duplicated on two or three physical disks, increasing

Storage Fool
& reliability, but reducing capacity. This storage layout requires at

Virtual Disk Name

| Mirror

- least two disks to protect you from a single disk failure, or at
Parity least five disks to protect you from two simultaneous disk
failures.
Resiliency Settings

Provisioning

btatus Capaci

59.3 GH

59.3 GH =

< Previous | | Mext > | | Create | | Cancel 393 G

59.3 GH

Website: www.bachkhoa-aptech.com % F < = B
Email: care@bachkhoa-aptech.com CAC BOI TAC VA THUONG HIEUDAO TAO Il Aprechs: s [ WV /76 0000 & CompTlA 425
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BACHKH A HE THONG DAO TAO CNTT QUSC TE BACHKHOA-APTECH
EENISAETW APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Tai ctra so6 Configure the resilience settings, click chon vao Two-
way mirror.

(51 BKAP-SRV12-01 * Hﬁiwwmns-m x |

B

Server Manager - g x

4 Vo|u|ﬂe5 > S‘torage Poo|5 F Manage Tools View Help

i
i o Configure the resiliency settings
Ste Server
Before You Begin Resiliency type:
Storage Pool ® Two-way mirror 201
Virtual Disk Name Stores two copies of your data, helping to protect you from a single disk failure. This option

requires at least two disks.
Storage Layout

() Three-way mirror

Resiliency S

Stores three copies of your data, helping to protect you from two simultaneous disk failures,
Provisioning This option requires at least five disks,

btatus Capaci

59.3 GH

59.3 GH o

< Previous | | Mext = | | Create | ‘ Cancel 393 GE

59.3 GH

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO
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BACHKH A HE THONG DAO TAO CNTT QUSC TE BACHKHOA-APTECH
EENISAETW APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Tai ctra s6 Specify the provisioning type, click chon vao Thin.

(5} BKAP-SRV12-01 x] )7 BKAP-WRKDS-01

i Server Manager - |

“Volumes * Storage Pools | P Memsge  Toos  view

TASKS =
.’{,.
Specify the provisioning type
Server
Before You Begin Provisioning type:
Storage Pool @ Thin 2.01
Virtuzal Disk Name The volume uses space from the storage pool as needed, up to the velume size.
Storage Layout ) Fixed |
Resiliency Settings The volume uses space from the storage pocl equal to the volume size.
Provisioning
TASKS =
S
btatus Capacr
58.3 GE
58.3 GE
59.3 GH
58.3 GE

Website: www.bachkhoa-aptech.com . S =
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BACHKH A HE THONG DAO TAO CNTT QUSC TE BACHKHOA-APTECH
EENISAETW APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Tai ctra s6 Confirm selections, click vao Create.

(51 BKAP-SRV12-01 % |||J_F|‘iwwmcos-01 x |

= Server Manager - |8 x

“Volumes * Storage Pools @ |V voage ook view Hep

Confirm selections

Before You Begin Confirm that the following are the correct settings, and then click Create.
Storage Pool

Virtual Disk Name

VIRTUAL DISK LOCATION

Server: BKAP-5RV12-01
Storage Layout Subsystem: Starage Spaces
Resiliency Settings Storage pool name: BKAP

Status: OK

Free space: 291 GB

Provisioning

Size

Confirmation VIRTUAL DISK PROPERTIES
Narme: Data2

Storage layout: Mirror

Resiliency type: Two-way mirror

Provisioning type: Thin TASKS =

Requested size: 100 GB

btatus Capaci

59.3 GH

59.3 GH B

59.3 GH

59.3 GH

Website: www.bachkhoa-aptech.com : . .
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO g 42 8
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BACHKH A HE THONG DAO TAO CNTT QUSC TE BACHKHOA-APTECH
EENISAETW APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Tai ctra sO Assign to a drive letter or folder, Drive letter : K

(5} BKAP-SRV12-01 Hﬁ‘i BKAP-WRKDB-D1 ]

= Server Manager - |8 x

«Volumes * Storage Pools | V' vorage  Tools  view

— -~
— STORAGE POOLS —
I Servers All storage pools | 1 total TASKS w
i Volumes| % .
(vl
[ Disks
Seel  Assign to a drive letter or folder er
Before You Begin Select whether to assign the volume to a drive letter or a folder, When you assign a volume to a
folder, the volume appears as a folder within a drive, such as DA\UserData.
Server and Disk
Size Assign to:
Drive Letter or Folc ® Drive letter: EB
File System Setings O The following folder: -
>
() Don't assign to a drive letter or folder.
™)
Capaci
59.3 GH
593 GE -
593 GE
59.3 GH
59.3 GH

Website: www.bachkhoa-aptech.com . S =
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO
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B ACHKH e A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
\pT | Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Tai ctra s6 Select file system settings, Volume label : Data2.

(51 BrAP-SRV12-01 | (57} BRAP-WRKDS-01 |
& Server Manager -

“Volumes * Storage Pools @) Manage Took  View

STORAGE POOLS —

Servers E All storage pools | 1 total TASKS w

i Volumes| = New Volume Wizard = =
©
| [ Disks

.1‘

Select file system settings er

Before You Begin File system: | NTFS |'| -

Server and Disk

Allocation unit size: | Default | v|
Size
Drive Letter or Folder folumsliaber Data‘)‘l

[[] Generate short file names (not recommended) '
Confirmation Short file names (8 characters with 3-character extensions) are required for some 16-bit ¥

applications running on client computers, but make file operations slower.

SKS -

(]

E Capaci

593 GH

593 GH 1
58.3 GH

< Previous | | Mext > Create

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO
Tel: (04) 3755.4010/ (04) 3755.4011
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BACHKH A HE THONG DAO TAO CNTT QUSC TE BACHKHOA-APTECH
EENISAETW APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Tai ctra s6 Confirm selections, click vao Create.

(5 BKAP-SRV12-01 ¥ ||ﬁ'iwwmcos-01 X |

=5 Server Manager - g x

(€)=~ «Volumes * Storage Pools @ |V Monage  Toots  View

1>

g STORAGE POOLS
Servers All storage pools | 1 total

Confirm selections

Before You Begin Confirm that the following are the correct settings, and then click Create.

Server and Disk
VOLUME LOCATION

Server: BKAP-SRV12-01
Drive Letter or Folder Subsystem: Storage Spaces
File System Settings Virtual disk: Data2

Disk: Disk 7

Free space: 097 GB

Size

VOLUME PROPERTIES
Volume size:
Drive letter or folder:

Volume label:

FILE SYSTEM SETTINGS
File system: NTFS
Short file name creation: Disabled Capaci
Allocation unit size: Default

59.3 GE

59.3 GE o
59.3 G

58.3 GE

< Previous || MNext > | | Create || Cancel

Website: www.bachkhoa-aptech.com - S =
Email: care@bachkhoa-aptech.com CAC DI TAC VA THUONG HIEU DAO TAO i 431
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HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH

H A Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o O dia K sau khi duoc tao;

(51 BKAP-SRV12-01 (5} BKAP-WRKDE-01

Data2 (K:)

Drive Tools

Home Share View Manage
W O| | Search Data2 (K:)

i(_) - 1 ‘u » Computer » Data2 (K} »
Type

-
Date modified

Mame
File folder

w0 Favorites
Bl Desktop 1/4/2016 1:22 AM
4. Downloads

=] Recent places

J tailieu2

4 Libraries
@ Documents
J’ Music
(5] Pictures
B videos

1M Computer

Gh MNetwork

432
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BACHKH A

EDUCATION

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

9

o G& bo 2 6 climg dé kiém tra: g& bo 6 cing 3 va 6 cang 4.

(51 BKAP-SRV12-01

(5} BKAP-WRKDE-01

Virtual Machine Settings

Hardware QOptions

Device

T Memary

[ Processors

2 Hard Disk (SCST)

(=\Hard Disk 2 (SCSI)

=\ Hard Disk 5 (5CST)

i Hard Disk & (SCST)
“JCD/OVD (SATA)

ElNetwork Adapter

UUSB Controller

@) sound card

@Print&r

E_]Display

Summary

2GB

1

60 GB

60 GB

60 GB

60 GB

Using file F:\WIN2012_RC.ISO
Custom (VMnet2)
Present

Auto detect
Present

Auto detect

add...

Remove

Disk file

g W 12-01-22, vmdk]

Capacity

Current size: 62 MB
System free: 27.4GB
Maximum size: 60 GB

Disk information
Disk space is not preallocated for this hard disk.
Hard disk contents are stored in multiple files,

Disk utilities
i Disk utilities are available only when the virtual machine
is powered off,

IMap this virtual machine disk to a local

wilurme, Mzp...

Defragment files and consolidate free

Defragment
space.

Expand disk capacity, Expand...

Compact disk ko reclaim unused space, Compact

Advanced...

Y A

o Chi con 6 H 1a dang hoat dong.

5 |

[

Computer View

1 /™ » ThisPC »

{ Favorites
Bl Desktop
8 Downloads

% Recent places

1M This PC
m Desktop
| Documents
8 Downloads
¥ Music
= Pictures
8 Videos
&y Local Disk (C:)
cu Datal (H)

“Q Network

4 Folders (6)

. Desktop !~ Documents
w Music t Pictures

4 Devices and drives (4)
o Local Disk (C:)
i)

riy Floppy Disk Drive (A:)

Datal (H:)

P frelpr 9,96 GB

CAC DOl TAC VA THUONG HIEU DAO TAO

Tel: (04) 3755.4010/ (04) 3755.4011

n Downloads
. Videos

g4
g DVD Drive (D:)
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B HOéng Qu6c Viét, Cau Giﬁy, Ha Néi

Bai 10:
PHAN QUYEN VA CHIA SE DU LIEU.

Céc ndi dung chinh sé duge dé cap:

v’ CAu hinh va phan quyén chia sé dix liéu.
v/ Cau hinh Shadow Copies va Windows Server Backup.
v/ Cau hinh Offline Files.

10.1 Cau hinh va phan quyén chia sé dir liéu.
1. Y&u cau bai lab:
+ Tao OU, tai khoan ngudi ding va tai khoan nhoém theo mién bkaptech.vn.

+ Tao lan luot cac thu myc twong Gng trén may BKAP-SRV12-01 theo bang:

Thu myc Group NTFS Permission
IT GG S IT Modify
Sale GG_S Sale Modify

2. Yéu cau chuan bj:
+ May BKAP-DC12-01 dung dé tao OU, Group, User.

+ Méay BKAP-SRV12-01 Join vao mién dung dé tao thu muc va phan quyén truy
cap thu muc.

+ Méay BKAP-WRK08-01 Join va0 mién dung dé kiém tra thu muc sau khi phan
quyén.

| Microsoft Sl
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BACHKH A

EDUCATION \P |

HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

3. M0 hinh Lab:

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH

Lab 10.1 Céu hinh phédn quyén va chia sé di liéu.

@ Menber Of @
dser Group IT

Merrber Of i
2bs
user

Group Sale

BKAP-DC12-01

IP address :192.168.1.2
Gateway : 192.168.1.1
DNS :192.168.1.2
Domain : bkaptech.vn

——

BACHKH A

EEXETSICTWAPTECH

Data

BKAP-SRV12-01

IP address :192.168.1.3
Gateway : 192.168.1.1
DNS :192.168.1.2

Join Domain : bkaptech.vn

8]
5/

BKAP-WRKO08-01

IP: 192.168.1.10/24
GW: 192.168.1.1

Preferred DNS: 192.168.1.2

So' dé dia chi nhw sau:

g

— "
e N

BKAP-WRKO08-02

IP: 192.168.1.11/24
GW: 192.168.1.1

Hinh 10.1

Preferred DNS: 192.168.1.2

[ = ‘
BN

.

Thong sO BKAP-DC12-01 | BKAP-SRV12-01 | BKAP-WRKO08-01
IP address 192.168.1.2 192.168.1.3 192.168.1.10
Default gateway 192.168.1.1 192.168.1.1 192.168.1.1
Subnet Mask 255.255.255.0 255.255.255.0 255.255.255.0
Preferred DNS Server | 192.168.1.2 192.168.1.2 192.168.1.2

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011
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B ACHKH d A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH Pia chi: Téa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi

Hwéng dan chi tiét :

e Thuc hién trén mady BKAP-DC12-01, tao OU, Group, User.
o Tao OU HN.
o Trong OU HN, tao OU Sale va OU IT.

File Action View Help
LR IEEIEIEREE o YR 5K

] Active Directory Users and Com|| MName Type Description
B[] Saved Queries
Fi iﬂ bkaptech.vn
p | Builtin
b Computers
p 2] Domain Controllers
b (] ForeignSecurityPrincipals
| Managed Service Accou
B [ Users
4 3 HN
@] sale
E Im

There are no items to show in this view.,

Website: www.bachkhoa-aptech.com > F < = X
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO Microsoft CompTlA 436
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi

o Trong OU IT, tao Group GG_S_IT, va User hungng, add User hungnq
vao group GG_S IT.

File Action View Help

T IIEREIEEEN GRS A

] Active Directory Users and Com|| Mame Type Description
p [] Saved Queries 86657 Security Group...
4 33 bkaptechan 2 hungng User

B [ Builtin

b Computers
i (2] Domain Controllers
b [~ ForeignSecurityPrincipals
b Managed Service Accour
B[] Users
4 3] HN

3 Sale

B T

r<| m []

Website: www.bachkhoa-aptech.com , S < = X
Email: care@bachkhoa-aptech.com CAC D0l TAC VA THUONG HIEU BAO TAO Microsoft CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoa‘mg QUGC Viét, Cau Giéy, Ha Néi

= Active Directory Users and Computers -

File Action View Help

«= z[E & o
] Active Directory Users and lMI Members | Member Of | Managed By |
b ] Saved Queries Members:

4 ﬁ bkaptech.vn Mame Active Directary Domain Services Folder

b [ Builtin [ biaptech vn/HNAT
b | Computers

p 2] Domain Controllers
b (] ForeignSecurityPrin
I | Managed Service Ad
B [ Users
4 [E1 HN
2] Sale
E T

Website: www.bachkhoa-aptech.com > F < = X
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi

o Trong OU Sale, tao Group GG_S Sale va User nghialv, Add user
nghialv vao Group GG_S_Sale.

File Action View Help

W EEIEEEN EREY YA

] Active Directory Users and Com|| Name Type Description
I [ Saved Queries 2, GG_S_Sale Security Group...
4 5: bkaptech.vn & nghialv User
p | Builtin
b Computers
p @] Domain Controllers
b [ ForeignSecurityPrincipall
b Managed Service Accour
B[] Users
4 2] HN
@] Sale
E T

Website: www.bachkhoa-aptech.com , S < = X
sl sl Gt AR E m 439
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B ACHKH d A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH Pia chi: Téa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi

=

Active Directory Users and Computers -

File Action Wiew Help

= 2F & B

] Active Directory Users and
b [ Saved Queries
A ';':ﬂ bkaptech.vn
p | Builtin
b Computers
i [2] Domain Controllers
b [ ForeignSecurityPrin
| Managed Service Ad
B[] Users
4 3 HN
2] Sale
EIT

[ <] m

General | Members | Member Of | Managed By |

Members:

MName Active Directory Domain Services Folder
2 nahialv bkaptech vn/HN/Sale

Add... || Remove |

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011
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BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha N§i

e Chuyén sang may BKAP-SRV12-01 dé cau hinh chia s¢ tai nguyén cho cac
phong ban.
o Join may BKAP-SRV12-01 vao Domain.

T |u§| » Control Panel » Systemn and Security » System W G| | Search Control Panel P |
2]

Control Panel Home . .. .
View basic information about your computer

@' Device Manager
@' Remote settings

Windows edition

Windows Server 2012 Datacenter Evaluation

@' Advanced system settings © 2012 Microsoft Corporation. All rights reserved. ==wWindOWS Server°2012
Systemn
Processor: Intel(R) Core(TM) i7-27600M CPU @ 2.40GHz 2.40 GHz
Installed memory (RAM):  2.00 GB
Systemn type: 64-bit Operating System, x64-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: BKAP-5RV12-01 '@'Change settings
Full computer name: BKAP-5RV12-01.bkaptech.vn
Computer description:

Domain: bkaptech.vn

Windows activation

Windows is activated View details in Windows Activation
seealso Product ID: 00134-40000-00001-AA143
Action Center

Windows Update

Website: www.bachkhoa-aptech.com > F < = X
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO Microsoft CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi

o Vao 6 C, tién hanh tao Folder “Data” , trong folder Data, tao 2
Folder IT va Sale.

Home Share Wiew
© - 4 |j.| v Computer » Local Disk (C:) » Data »
<t Favarites Mame “ Date modified Type Size
B Desktop T 1/4/2016 8:23 PM File folder
,j. Downloads A sale 1/4/2016 8:23 PM File folder

“El Recent places

[ Libraries
@ Documents

J' Music
|E=] Pictures
B Videos

Ll Computer

e‘! MNetwork

2 items

Website: www.bachkhoa-aptech.com 2 = 5 Z = 2
Email: care@bachkhoa-aptech.com CAC D0l TAC VA THUONG HIEU BAO TAO Microsoft CompTlA

Tel: (04) 3755.4010/ (04) 3755.4011
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B W APTECH bia chi: Toa nha HTC, 236B HOéng Qu6'c Viét, Cau Giéy, Ha N@l

o Tién hanh Share thi muc 1T( céc tai khoan trong nhém GG_S _IT
duoc phép doc va sua tai liéu trong thu muc 1T ).
= Click chudt phai vao thu muc IT, chon Properties.
= Tai cira s6 1T Properties, chuyén sang tab Sharing.

MW= Data

| General | Sharing |Semrrty I Previous Versions | Customize

¢ Favorites fified Type Size

B Desktop — B:23PM  File folder
18 Downloads] ll Not Shared 2:23PM  File folder

Metwaork File and Folder Sharing

Metwore Path:
Met Shared
- Libraries
B Document
J' Music Advanced Sharing
=] Pictures Set custom pemissions, create multiple shares, and set other
i Videos advanced sharing options.

| ) Advanced Sharing...

1M Computer

G"! MNetwark

2items 1 item selected

= Tai tab Sharing, click vao Advanced Sharing...

Website: www.bachkhoa-aptech.com % 5 % = 2 <
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO m CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011 —
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B ACHKH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

= Tai cira sdAdvanced Sharing , click tich vao Share this

folder.
bl = Dat
% IT Properties Iil
© -1
¢ Favorites fied Type
Bl Deskiop [/|Share this folder 23PM  File fol
4 Downloads Settings 8:23 PM File fol
“El Recent plag Share name:
|m
i Libraries | Add || Remove
@ Docurnents
] Lirnit the number of simultaneous users to:
J' Music
[ Pictures Comments:
! Videos

1M Computer

Permissions | | Caching |

r! Metwork

| [ cancel ||

oK | [ Gos || om

2 items 1 itemn selected

Website: www.bachkhoa-aptech.com = 5 < = X
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B HOéng Qu6'c Viét, Cau Giéy, Ha Néi

= Click vao Permissions,tai cara sé6 Permissions for IT, thuc
hién RemoveGroup Everyone, Add group GG_S IT tai khung
Group or user name.

= Tai khung Permissions bén dudi, click chon 2 quyén Change

va Read.
Wilgl= Data
© _— [
¢ Favorites Share Pemissions ed Type Size
B Desktop Group or user names: 3 PM File folder
i Downloads £2,GG_S_IT (BKAPTECH\GG_S_IT) IPM  File folder

"=l Recent plag

= Libraries
@ Documenty

Jl Music

[&5] Pictures
i Vid Pemissions for GG_5_IT
ideos

Full Control
Change
Read

Ll Computer

?- Metwork

Leam about access control and pemissions

|| Cancsl

2 items 1 item selected

= Apply/OK.

Website: www.bachkhoa-aptech.com % F < = X s
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO [l Aprech ;e NI 7 760003000 8 CompTlA 445
Tel: (04) 3755.4010/ (04) 3755.4011 =



B ACHKH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

o Tai ctra s6 IT Properties,chuyén sang Tab Security, click chon vao
Advanced

W[l = Data

CEEREY

S Favorites

B Desktop 8:23 PM File folder
| Downloads| | Group oruser names: 2:23PM  File folder

“Z] Recent plag

| General I Sharing | Securty | Previous Versions | Customize

lified Type Size
Object name:  CA\DataWT

%Mministmtors (BEKAP-SRV12-01 Administrators)

Gl Libraries 82, Users (BKAP-SRV12-014Users)
@ Document
& Music To change permissions, click Edi.
[E5] Pictures Permissions for CREATOR
OWNER
i Videos
Full control
Modify
18 Computer Read & .

List folder contents
f- MNetwork Read
Write

For special permissions or advanced settings,
click Advanced.

Leam sbout access control and pemmissions

Close | | Cancel

2items 1 item selected

Website: www.bachkhoa-aptech.com = 5 % = 2
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO Microsoft CompTlA
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BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha N§i

= Tai cira s6 Advanced Security Settings for IT, click vao
Disable inheritance( bé quyen ké thira ).

Mame: Ch\Data T
Owner: Administrators (BKAP-5RV12-01\Administrators) '@' Change
Permissions Share Auditing Effective Access |

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
8 Allow  SYSTEM Full control i This folder, subfolders and files
% Allow  Administrators (BKAP-5RV12-...  Full control h This folder, subfolders and files
% Allow  Users (BKAP-5RV12-014Users) Read & execute h This folder, subfolders and files
8 Allow  Users (BKAP-SRV12-01\Users) Special i This folder and subfolders
% Allow  CREATOR OWNER Full control iy Subfolders and files only
| Add | | Remowe | | View

| Disable inheritance |

[]Replace all child ohject permission entries with inheritable permission entries from this object

oK || Cancel || Apply

Website: www.bachkhoa-aptech.com > It = = 2
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
ESAEW APTECH bia chi: Toa nha HTC, 236B Hoa‘lng Qu6'c Viét, Cau Giéy, Ha Néi

= Tai ctra s6 Block Inheritance , chon vao Remove all inherited
permissions from this object.

Data
=M Advanced Security Settings for IT = B ==
“ Search Dat
Sh Mame: ChData\lT
an Owner:
u Permissions i . . i L
3 i What would you like to do with the current inherited permissions?
i For additional i Hit (if available).
yir You are about te block inheritance to this object, which means that permissions
= Permission entr inherited from a parent object will ne longer be applied to this object.
— Type P
* B, Allow < Convert inherited permissions into explicit permissions on folders and files
n % Allow A this Dbject. folders and files
— 22, Allow U folders and files
nt . . . . .
, B Atlow U < Remove all inherited permissions from this object. subfolders
. B Allow files only
“

al | Add | | Remaove | | View

o Disable inheritance

[]Replace all child object permission entries with inheritable permission entries from this object

— oK || Cancel || Apply

Website: www.bachkhoa-aptech.com % F < = X s
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

o Tai cira s6 IT Properties, tab Security, click vao Edit, tai cira s6
Permissions for IT, click vao Add..

N[ = Data

© -1

3 Favorites
B Desktop 2:23 PM File folder

gt Downloads| Group or user names: %:23 PM File folder
Mo groups or users have permission to access this object.
However, the owner of this object can assign pemissions.

General | Sharing | Security |Fr&w’ous Versions | Customize

Object name:  CAData®T

lified Type Size

“El Recent plag

E Libraries
@ Docurnenty w
o) Music To change pemissions, click Edit.
[ Pictures o
Pemissions
i Videos
Full contral
Modify
1M Computer Read & .
List folder contents
f! Metwork Read
Write

For special pemmissions or advanced settings, "l::h'ancsd
click Advanced.

Leam sbout access control and permissions

Close || Cancel ||

Website: www.bachkhoa-aptech.com % ; =< = 2 s
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO [l Aprech ;e NI 7 760003000 8 CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011 —
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

(= Data

| x |

v IT Properties
© o

General | Sharing | Security | Previous Versions | Customize |
¥ Favorites fified Type Size
B Desktop File folder
1 Downloads File folder

—IS ]
(E-?'_ Recent plag scurty

Object name:  CAData®IT

= Libraries
@ (Group or user names:
Document Mo groups ar users have pemission to access this object.
Jl Music Howewer, the owner of this ohject can assign pemissions.
[&] Pictures
B videos

Lo Computer

€k
W Network Permissions

Full control

Modify

Fead & execute
List folder contents
Read

Leam about access control and pemizsions

2items 1 item selected

= Tai ctra s6 Select Users, Computers, Service Accounts, or
Groups, nhap vao tén User Administrator va Group GG_S_IT.

Website: www.bachkhoa-aptech.com % F < = X s
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B ACHKH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

= Phan quyén tuong tng nhu sau:
e Administrator : Full control
e GG_S _IT: Modify

o4 = Data
© b IT Properties Iil
- p [
General | Sharing | Security | Previous Versions | Customize | =
¢ Favorites . = Type
B Desktop File folder
i Downloads File folder

"5l Recent plag

Ohject name:  CADatahlT

E Libraries GI‘OIJ[:I ar User names:
=] Documents b Y Administrator (BKAPTECH"\Administrator)
o Music 82 GG_S_IT (BKAPTECH\GG_S_IT)
[ Pictures
i Videos

18 Computer

€
M Metwork Pemissions for Administrator

Full control

Modify

Read & execute
Ligt folder cortents
Read

Leam about access control and permissions

2 items 1 item selected

Website: www.bachkhoa-aptech.com = 5 % = 2
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BACHKH A

EEXEYSIETW APTECH

HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

=

Data
® v IT Properties \il
- 1 [
General I Sharing | Security | Previous Versions | Customize | » i
Y Favorites ified Type Size
B Desktop File folder
j Downloads| File folder

“El Recent plag

[ Libraries
@ Documents

Jl Music
[ Pictures
B videos

Lo Computer

G"- MNetwork

Object name:  CAData’IT

GI‘OIJD Qr User names:

A Administrator (BKAPTECH" Administratar)
GG_S5_IT (BKAPTECH

Pemissions for GG_S_IT

Full control

Madify

Fead & execute
List folder contents
Read

Leam about access control and pemissions

2items 1 item selected

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011

oK Cancel
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Thuc hién tuong ty ddi véi thu muc Sale. Két qua nhu sau:

RRR AN Data
Haome Share View
i(-) (—): - 1 | . » Computer » Local Disk (C:) » Data
; i N - = —— pe Size
i Favorites n Sale Pro . i
B Desktop I le folder
& Downloads | General | Sharing | Security | Previous Versions I Customize | le folder
&l Recent places Object name:  C:\Data“\Sale
= Libraries Group or user names:
@ Documents S AGGE_S_Sale (BKAPTECHWGG_S_Sale)
& administratar
J’ Music
[ Pictures
M videos
To change pemissions, click Edit.
L
1=! Computer Pemissions for GG_S_Sale Allow Derry
P Full contral -
M Network Modfy v
Fead & execute .y H]
List folder contents +
Read e
Write b M

For special pemmissions or advanced settings,
click Advanced. Advanced

Leam about access control and pemissions

oK || Cancel || 2pply

2 items 1 item selected

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

b [ W= Data

Home Share View

i(—) (—):' - 1'| ./ v Computer » Local Disk (C:) » Data

FY

- - . o o pe Size
i Favorites \ Sale Properties '

B Desktop | le folder

8 Downloads ) General | Sharing | Securty | Previous Versions I Customize | le folder

L=l Recent places Object name:  C:\Data“Sale
(Group or user names:

- Libraries
2, GG_S_Sale (BKAPTECH\GG_S_Sale)

@ Docurments

x administrator
J‘! Music
|| Pictures
B videos
To change pemissions, click Edit.
N
By Pemissions for administratar Allcwe Dery
Full cortrol v -~
“j MNetwork Madify 7
Read & execute v H
List folder contents v
Read \f
Write o h
For special permissions or advanced settings,
click Advanced. T

Leam about access control and pemmissions

oK || Camcel || pply

Z2items 1 item selected

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO
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BACHKH A HE THONG PAO TAO CNTT QUGC TE BACHKHOA-APTECH
APTECH Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

e Chuyén sang may Client Win 8 ding nhap bang tai khoan ngudi dung dé
kiém tra.

o Join may Client BKAP-WRKO08-01 vao Domain.

This PC
System Properties n Network Connections

Computer Name/Domain Changes n fote nel » Network and Internet » Network Connections

YYou can change the name and the membership of this smputer

rk device Diagnose this connection Rename this connection View status of this co
computer. Changes might affect access to network resources.

Computer name:
BKAP-WRK08-01

Full computer name:
BKAP-WRK08-01

Member of
(®) Domain: 4 I
Z=z |
© Workgroup: —
WORKGROUP

OK || Cancel |  Appy

Website: www.bachkhoa-aptech.com 2 R Z = :
Email: care@bachkhoa-aptech.com CAC B0I TAC VA THUONG HIEU DAO TAO Microsoft CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Quadc Viét, Cau Gidy, Ha Noi

o Ping nhap bang tai khoan hungnq caa phong ban IT.

Other user

bkaptech.vn\hunang

Sign in to: bkaptech.vn
He

Run

=== Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | \\192.168.1.3] v

0K Cancel Browse...

456




BACHKH A HE THONG DAO TAO CNTT QUSC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Quoc Viét, Cau Gidy, Ha No§i

» Tai khoan hungng ¢ trong phong ban IT nén truy cap duoc vao
thu muc IT.

Home Share View
(€~ 1t L » Network » 19216813 » it v &
St Favorites MName . Date modified Type Size
B Desktop D tailieu IT 1/5/201612:52 AM  Text Document 0 KB
|j. Downloads

Recent places
E p
1% This PC

f! MNetwork

= Tai khoan hungng ko thuéc phong ban Sale nén ko truy cap
duoc vao thu muc Sale.

L AR 192.168.1.3

Home Share View
IRy JIx (s

* Favorites .
B Desktop - t ! =1

m. Downloads
“El Recent places

1% This PC Windows cannot access \,192.168.1.3\Sale

You do not have permission to access \\192,168.1.3\5ale. Contact your network administrator
f! MNetwork to request access,

For more information about permissions. see Windows Help and Support

Website: www.bachkhoa-aptech.com > & < 2
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO Microsoft CompTlA
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BACHKH A HE THONG DAO TAO CNTT QUGC TE BACHKHOA-APTECH
EENESATW APTECH Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Tuong tu,kiém tra tai khoan nghialv.

4= 192.168.1.3
ile Home Share Wiew
I (2) T My Network » 192.168.1.3
k Favorites
B Desktop - Windows cannot access \\192.168.1.3\it
ll Downloads

You do not have permission to access \£W192.168.1.3\it. Contact your network administrator to

5l Recent places request access.

B This PC Eor more information about permissions, see Windows Help and Support

h Metwork

AN This PC
Computer View
(&) |
Home Share View
w 5
©  ~ 1 L » Network » 19216813 » Sale v
* Eavorites Name ° Date modified Type Size
esktop ailieu Sale : ext Document
B Deskt Tailieu Sal 1/5/2016 1252 AM Text D 0KB
m Downloads
- ﬁ Recent places
% 1M This PC
~ Metwork

chkhoa-aptech.com . 2 .
Email: care@bachkhoa-aptech.com CAC BOI TAC VA THUONG HIEU DAO TAO
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B ACHKH e A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
\ P » ‘ Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

10.2 Cau hinh Shadow Copies va Windows Server Backup

1. Yéu cau bai lab:

+ Cau hinh Shadow Copies: Tao Shadow Copies sau d6 x6a File trén 6 dé kiém tra.
+ Cau hinh Windows Server Backup : Dit lich, tao Backup, x6a File dé kiém tra.
2. Yéu cau chuan bj:

+ Chuan bi mot may Server Windows Server 2012 Datacenter (BKAP-SRV12-01)
+ Chuan bj thém mét 6 ciing trén may BKAP-SRV12-01

3. Mé hinh Lab:

HE THONG PAO TAO cNTT QuOC TE BACHKHOA-APTECH  BACHKH A
Gu hi A EEXEYSICTWAPTECH
Lab 10.2 Cau hinh Shadow Copies va Windows Server Backup ¥

BKAP-DC12-01

IP address :192.168.1.2
Gateway : 192.168.1.1
DNS :192.168.1.2
Domain : bkaptech.vn

BKAP-SRV12-01

IP address : 192.168.1.3
Gateway : 192.168.1.1

DNS :192.168.1.2

Join Domain : bkaptech.vn

BKAP-WRK08-01 ‘ ) ‘ BKAP-WRK08-02

IP: 192.168.1.10/24 ‘ = ‘ 1P: 192.168.1.11/24
GW: 192.168.1.1 jr— VF" F GW: 192.168.1.1
Preferred DNS: 192.168.1.2 .\L:-;" R - Preferred DNS: 192.168.1.2
) B e
N
Hinh 10.2

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO
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BACHKH A

EDUCATION Ji\x

HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

So dé dia chi nhw sau:

Thoéng so BKAP-DC12-01 | BKAP-SRV12-01
IP address 192.168.1.2 192.168.1.3
Subnet Mask 255.255.255.0 255.255.255.0
Gateway 192.168.1.1 192.168.1.1
Preferred DNS Server | 192.168.1.2 192.168.1.2

Hwéng dan chi tiét:

e Thuc hién trén may BKAP-SRV12-01, add thém 6 cung vat Iy.

Virtual Machine Settings

Hardware Options

Device Sumrmary
U Memory 2GB
[ Processors 1
miHard Disk (SCSI) 60 GB

Mew Hard Disk (... 60GB
(“JCD/DVD (SATA)  Using file F:\WIN2012_RC.ISO
ENetwnrk Adapter  Custom {(VMnet2)
USE Controller Present
#)) sound Card Auto detect
@Printer Present
[ pisplay Auto detect

| QAdd... | | Remove

‘Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011

Disk filz
| BKAP-SRV12-01-24.vmndk

Capacity
Current size: 7.6 MB
System free: 26.7 GB

Maximum size: 60 GB

Disk information
Disk space is not preallocated for this hard disk.
Hard disk contents are stored in multiple files.

Disk utilities
i Disk utilities are available only when the virtual machine
. is powered off,

Map this virtual machine disk bo & local ey

valumne, g Map...
E;;Ez?ment files and consolidate free Defragment
Expand disk capacity, Expand...
Compact disk ko reclaim unused space, Compact

Ok | | Cancel | | Help

CAC BOI TAC VA THUONG HIEU DAO TAO




HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha N§i

BACHKH A

EEXEYSIETW APTECH

o Cau hinh tao thém 6 cung E, F, mdi 6 cung c6 dung luong 5 G :

File Action View Help

e =

& Computer Management (Local | Volume I Layou‘tl Type I File System I Status I C | Actions

4 m System Tools [="N(e)] Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 3¢ .
b (3 Task Scheduler o Data0l (E) Simple Basic NTFS Healthy (Primary Partition) . jaBiskbananement gty
1 §2] Event Viewer Cw Datal2 (F:) Simple Basic NTFS Healthy (Primary Partition) 4, More Actions
I gzl Shared Folders a System Reserved Simple Basic NTFS Healthy (System, Active, Primary Partition) 3

I & Local Users and Groups
I+ @ Performance
24 Device Manager
A g Storage
I+ ﬁ Windows Server Backup
=% Disk Management
I :‘E& Services and Applications

=Disk 0

Basic System Reserved (©]

60-[_[' GB 350 MB NTFS 50.66 GB NTFS

Online Healthy (System, Active, Prit || Healthy (Boot, Page File, Crash Dump, Primary Partition
=Disk 1

Basic Data01 (E2) Data02 (F:)

60.00 GB 4,88 GB NTFS 4,88 GB NTFS 50.23 GB

Online Healthy (Primary Partitic | | Healthy (Primary Partitic || Unallocated

é-gCD-ROM 0

DVD (D:)

No Media v

B Unallocated Wl Primary partition

www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH Pia chi: Téa nha HTC, 236B Hoa‘lng QU6C Viét, Cau Giéy, Ha Néi

Computer View b4 ﬂ
@ - 4 |n!.| v Computer » v & | | Search Computer P |
5t Favorites 4 Hard Disk Drives (3)
B Desktop - Local Disk (3} Datal1 (E:)
|l Downloads u || ] @ [
- 49.4 GB free of 59.6 GB 4.82 GB free of 4.88 GB
(E Recent places
Data02 (F:)
L = [ ]
4 Libraries @ 4,82 GB free of 4.88 GB
Documents . i
. 4 Devices with Remavable Storage (1)
Ji Music
Pictures 5
= i DVD Drive (D:)
! Videos -
18 Computer
f! Network
4 items == &=l

Website: www.bachkhoa-aptech.com 2 = 5 Z = 2
Email: care@bachkhoa-aptech.com CAC BOI TAC VA THUONG HIEU DAO TAO Microsoft CompTIA

Tel: (04) 3755.4010/ (04) 3755.4011
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B ACHKH d A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH Pia chi: Téa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi

o Cau hinh Shadow Copies:
= Tao cac thu muc, cac file trong 6 F :

Drive Tools
Home Share View IManage v 9
@ * 1 |G » Computer » DatalZ (F) » v & | | Search Datal2 (F) 2 |
T-\t’ Favorites Name Date maodified Type Size
B Desktop L tailiewd 1/5/2016 2:05 AM File folder
j Downloads D tailieud 1/5/2016 2:05 AM Text Document OKB
?ﬂ}' Recent places L video tai lieu 1/5/2016 2:06 AM File folder
[ Libraries
@ Documents
Jl Music
[E] Pictures
i Videos
1M Computer
f! Metwork
3 items =

Website: www.bachkhoa-aptech.com > F < = X
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO Microsoft CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoa‘mg QUGC Viét, Cau Giéy, Ha Néi

= Tai cira s6 Computer, click chudt phai tai 6 F, chon

Properties.
Computer View Manage v e
@ - 1 |n!.| » Computer » v O | | Search Computer 0 |
57 Favorites 4 Hard Disk Drives (3)
B Desktop - Local Disk (C:) Datall (E)
- n .
1§ Downloads @ || | == [
- 49.4 GB free of 59.6 GB 4,82 GB free of 4.88 GB
':EQ_ Recent places
DataD2 (F:) I
& Librarics @ 4,82 GB free of 4,33 _ )
@ Documents Open in new window
o) Music 4 Devices with Removaly Pin to Start
[ Pictures : ] Open AutoPlay...
) A DVD Drive (D:)
B videos Share with v
Configure Shadow Copies...
1 5]
1 Computer Restore previous versions
Include in library »
G“! Metwaork
Format...
Copy
Create shortcut
Rename
Properties
4items  1item selected == =

Website: www.bachkhoa-aptech.com > F < = X
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO Microsoft CofinIA,
Tel: (04) 3755.4010/ (04) 3755.4011
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

= Tai cira s6 Data02 (F:) Properties , chuyén sang tab Shadow
Copies.

Lo D L= | Drive Toals This PC = | & x
Computer View Manage v @
SR |n!J v This PC v c.| | Search This PC o]
5‘-‘? Favorites 4 Folders (6)
B Desktop N
Downloads Dresktol & Documents Downloads
p
(i-ﬂ Recent places J i
Musi
18 This PC b wee
b Desktop i i
" 4 Devices and drives (5) Genersl | Tools | Hardware | Shaing | Secudty |
| Documents -
Shadow Copies | Previous Versions I CQuota | Customize |
8 Downloads i i
W Music Floppy Disk Drive (A:) Shadow copies allow users to view the contents of shared folders
as the contents existed at previous points in time. For information on
Pict ok
El | ures Datadl (E) Shadow Copies, click here.
3 vdeor = |4 52 GB free of 488 GB s e
& Local Disk (C) ' ree s : Volume Run Time  Shares
a Datall (E) E2W Vol Diabled 0
— Datal2 (F;) Disabled 0
Disabled 0
ed 0
ﬁ Network =
Enable | | Dissble
Shadow copies of selected volume
Revert...
1items 1 item selected == =

Website: www.bachkhoa-aptech.com % F < = X
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BACHKH A

EEXEYSIETW APTECH

HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

B =

= Tai Tab Shadow Copies, click vao Enable.

Drive Tools

Computer View Manage

This PC - | O

ORN" |n;l » This PC

v c.| [ search This PC A

3 Favorites
B Desktop
& Downloads
(i-ﬂ Recent places

18 This PC
_jm Desktop
| Documents
@ Downloads
W Music
=] Pictures
(Bl Videos
£, Local Disk (C)
ca Datall (E)
= DatalZ2 (F)

ej Metwork

11items  1item selected

4 Folders (B)

h Desktop
b Music

4 Devices and drives (3)

é Floppy Disk Drive (A:)

Datal1 (E:)

4.82 GB free of 4,88 GB

www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011

& Documents

g k Downloads

General | Tools I Hardware I Sharing I Security |
Shadow Copies | Previous Versions | Quota | Customize |

Shadow copies allow users to view the contents of shared folders
as the contents existed at previous points in time. For information on
Shadow Caopies, click here

Select a volume:

WVaolume Mext Run Time  Shares

E2\WM\Wol... Disabled 0

=0, Disabled 0

ESEN Disabled 0
Disabled 0

| Enah%_[ | Dssble | [ Sefings.. |

Shadow copies of selected volume

Create Now

Revert...

== =
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
ESAEW APTECH bia chi: Toa nha HTC, 236B Hoa‘lng Qu6'c Viét, Cau Giéy, Ha Néi

= Tai ctra so6 Enable Shadow Copies, click vao Yes.

L AR Drive Tools This PC - g X
Computer View Manage v @
SRR |an » This PC v c.| | Search This PC o]

'L':? Favorites 4 Folders (6)

B Desktop -
l Downloads h Desktop F Documents k Downloads
= ¥

(i-'n'_ Recent places

W
18 This PC Lh Musie h i [ Data02 (F) Properties ES
#m Desktop I

| Documents

4 Devices and drives (5) Geneal | Tools | Hardware | Shaing | Securty |

Shadow Copies | Previous Versions I Quota | Customize |
& Downloads i i ==__
W Music Floppy Disk Drive (A:) ﬁ Shadow copies allow users to view the contents of shared folders
. as the contents existed at previous points in time. For information on

=] Pictures Datadl (E) Shadow Copies, click here

H Videos = | ]
& Local Disk () Q 4,82 GB free of 4,88 GB

Data0] (E: If you enable shadow copies, Windows will use the default schedule and

a Data01 (E) seftings. and create a shadow copy of the selected volume(s) now.

Datal2 (F:
s Date02(F) Important: The default settings are not appropriate for servers that have high 1/0 load. For

heavily used servers, you should manually corfigure shadow copies and place the storage

€ Network area on a volume that will not be shadow copied.

For more information about shadow copies, Elick here.

Do you wart to enable shadow copies?

["] Do not show this message again

1litems 1 item selected

www.bachkhoa-aptech.com % F < = X
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAOTAO [l Aprech & oo | 467
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BACHKH A

EEXEYSIETW APTECH

HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

» Tai Shadow copies of selected volume, click vao thoi gian
trong khung bén dudi, sau do click chon vao Create Now.

Drive Tools

=

Computer WView Manage

This PC -|a] x
v @

ORE |n;l v This PC

v c.| [ search This PC P

T} Favorites 4 Folders (6)
B Desktop
j Downloads h Desktop

(E_.-ﬂ Recent places

u Music

& Documents

J h Downloads

General | Tools I Hardware I Sharing I Security |
Shadow Copies | Previous Versiors | Quota | Customize |

Shadow copies allow users to view the cortents of shared folders
as the contents existed at previous points in time. For information on
Shadow Copies, click hers.

I = Select a volume:

1M This PC

_H Desktop . .

7] Documents 4 Devices and drives (5)

j Downloads f Disk Drive (A9
_ X = oppy Disk Drive (A:

_Hr Music
] Pict

B Pictures Data01 (E)

_‘ Videos = |

18, Local Disk (C) @ 4.82 GB free of 4.3 GB

a Datall (E:)
—a Datal2 (F)

ej Metwork

Mitems 1 item selected

Website: www.bachkhoa-aptech.com

Em: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011

Volume MNext Run Time  Shares
S\ Mol .. Disabled i}
[=Tea} Disabled 1]
EREN Disabled o
BF 9/6/201312.. 0

| Embe | [ Diable

Shadow copies of selected volume

ERA TR | Cess o |
o]

3 Tl L
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BACHKH A

EEX XS TWAPTECH

HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

4 Folders (6)

ids h Desktop
laces
b Music

4 Devices and drives (5)

ids
y Floppy Disk Drive (A:)

Data0! (E:)

= |
x(C) S (5 caree ot a5 B
&)
=)

em selected

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011

I&\ Documents

h Downloads

| General | Tools | Har

| Shamg | Secumy

Shadow Copies | Previous Vers

| Quota | Customize

| Shadow Copies.
] | = Select a volume:

Shadow copies allow users 1o view the contents of shared folders
as the contents existed at previous points in time. For information on
. glick here.

E5\7\Vol... Disabled 0
&sC\ Diszbled 0
&EN\ Disabled 0
@F\ 9/9/201370.. 0

Volume Next Run Time  Shares Used

| e | [ Dadble

Shadow copies of selected volume

9/6/2013 12.01 PM

9/6/2013 12:01 PM

Ea
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoa‘lng QU6C Viét, Cau Giéy, Ha Néi

= Vao 6 F, xda toan bo cac file , thu muc vira tao.

Home Share View
- v Computer » Datal2 (F:) » v
@ T ||: P!
¢ Favorites MName * Date modified Type Size
B Desktop | tailieud? 1/5/2016 6:13 PM File folder
j. Downloads . video tai lieu o 6 6:13 PM File folder
-| Recent pl ili :
5l Recent places D tailieul1 T e 6 6:13 PM Text Document 0KB
[ Libraries s '
% Documents Cut
Ji Music Copy
[ Pictures Create shortcut
B videos Delete
Rename
L Computer .
Properties

f! MNetwork

Jitems 3 items selected

Website: www.bachkhoa-aptech.com

Tel: (04) 3755.4010/ (04) 3755.4011



BACHKH A

EEXEYSIETW APTECH

HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

= Tai Computer, click chuét phai vao 6 F, chon Properties.
= Tai cira s6 Data02 (F:) Properties , click vao dong thoi gian
vua tao bén trén, sau do click vao Revert...

LA SNSEal| Urive 100is 1his PC
Computer View Manage v @
3) ~ t[®» hispc v ¢ | [ Search This PC 2]
¢ Favorites 4 Folders (6)
Bl Desktop "
8 Downloads . Desktop I& Documents h Downloads
% Recent places ~
/8 This PC b Music h Pi - ;
I Desktop : .
B Documents 4 Devices and drives (5) " Geneal | Tools | Haro [ Shamg | Secuty |
MW%'IWV«M]M[F [
& Downloads = Lg
) Floppy Disk Drive (4:) E— Shador
¥ Music v o w copies allow users to view the contents of shared folders
& 2 as the contents existed at previous points in tme, For information on
: vf:f“’es Data01 (E) DA Shadow Copies. glick hers.
ideos ~ [ | - A .
iy Local Disk (C) 7 152 GB free of 458 GB =" P s
s Datadl (E) EH\N\Vol... Disabled 0
ca Datal2 (F) &C:\ Disabled 0
EEN\ Disabled 0
G Network @ F\ 9/9/201370.. 0
| Emle | [ Disable
Shadow copies of selected volume
9/6/2013 12.01 PM
9/6/2013 12:01 PM
11 items  1item selected =<

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= Tai cira s6 Volume Revert, click chon vao dong Check here if
you want to revert this volume , sau d6 click vao Revert

v u | [ oser unpue ~
Datal1 (E:) Datal2 (F:)

:I = | == Il 1

S 12 GB free of 468 GB S 45068 free = Data02 (F) Properties x
1
M Genersl | Toos | Hardware I Sharing I Security |
Shadow Copies ‘ Previous Versions | CQuota | Customize |
Shadow copies allow users to view the contents of shared folders |
Volume Revert
3 Volume Label: Datal2
i l % Drive Letter: F

Shadow Copy: 1/5/2016 6:16 PM

When you click Revert Now, all changes to files and folders on this volume made after the
selected shadow copy time will be permanently lost.

The revert operation cannot be undone. Once the revert operation is started, it cannot be
canceled.

[+ Check here i you wart to revert this volume.

Windows Server 2012 Datacg
Windows License va

il: care@bachkhoa-aptech. CAC DOI TAC VA THUONG HIEU DAO TAO . i CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Cau hinh Shadow Copies di thanh cong.

=l FD= Data02 (F:)
Home Share View
i(-) - 1 |u v Computer » Datal2 (F:) » v C-| [
¢ Favorites Name Date modified Type Size
B Desktop . tailieull 1/5/2016 6:13 PM File folder
& Downloads . video tai lieu 1/5/2016 6:13 PM File folder
=] Recent places | tailieudl 1/5/2016 6:13 PM Text Document 0KB
i Libraries
@ Documents
J’ Music
[&=] Pictures
E Videos

% Com puter

“j Metwaork

Jitems 3 items selected

Website: www.bachkhoa-aptech.com _
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO . 473
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
B SARTW APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Va0 6 C, tao thu muc HN, trong thu muc HN, tao cac thu myc IT va
Sale.

Home Share Wiew

© (3 = [l » Computer » Local Disk(C) » HN »

-

?} Favorites Mame Date modified Type Size
B Desktop T 1/5/2016 &:32 PM File folder
j Downleads | Sale 1/5/2016 6:31 PM File folder

(E Recent places

[ Libraries
@ Documents

JF Music
[E=] Pictures
B8 videos

18 Computer

ﬁ Metwork

2items

Website: www.bachkhoa-aptech.com , S < = X
Email: care@bachkhoa-aptech.com CAC D0l TAC VA THUONG HIEU BAO TAO Microsoft CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH Pia chi: Téa nha HTC, 236B Hoa‘lng QU6C Viét, Cau Giéy, Ha Néi

* Trong thu muc IT, tao cac thu muc tai liéu con nhu sau :

Home Share View
)] - 4 | v Computer » Local Disk (C:) » HN » IT »
5'-\4’ Favorites Mame - Date medified Type Size
B Desktop L tailieu 01 1/5/2016 6:32 PM File folder
,_i. Downloads D tailieu 01 1/5/2016 6:32 PM Text Document OKE
] Recent places || tailieu quantrimang 1/5/2016 6:32 PM Text Document OKB
[ Libraries
Documents
J Music
[ Pictures
B Videos

L Computer

e‘! Metwork

3 items

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com CAC 0!I TAC VA THUONG HIEU DAO TAO E m
Tel: (04) 3755.4010/ (04) 3755.4011
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
ESAEW APTECH bia chi: Toa nha HTC, 236B Hoa‘lng Qu6'c Viét, Cau Giéy, Ha Néi

o Cai dat cong cu Windows Server Backup:
= Server Manager / Add Roles and Features.
= Tai cira s6 Select features , click chon vao Windows Server
Backup.

|@w43c12411 X | (51 BKAP-SRV12-01 % ||ﬁ'islcapman1 X |
[

DESTINATION SERVER
Select features BKAP-SRV12-01
[
Before You Begin Select one or more features to install on the selected server.
] Installation Typa Features Description
L Server Selection ) A Windows Server Backup allows you
[] TFETP Client to badk nd
Server Roles up and recover your
b [H] User Interfaces and Infrastructure (Installed) operating system, applications and
. : . data. You can schedule backups, and
[] Windows Biometric Framework . ! ps.ﬁ
i rotect the entire server or specific
Confirmation [ Windows Feedback Forwarder Eolumes. =
[] Windows Identity Foundation 3.5
[0 Windows Internal Database
b [E] Windows PowerShell (Installed)
b [] Windows Process Activation Service
[ Windows Search Service
Nindows Server Backup
[] Windows Server Migration Tools B
[] Windows Standards-Based Storage Management
[] Windows System Resource Manager [Deprecated]
[ Windows TIFF IFilter
W
< | n HE
Eners
< Previous | | Next > | | Install | | Cancel hgeability

Website: www.bachkhoa-aptech.com % F < = X s
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO [l Aprech ;e NI 7 760003000 8 CompTlA 476
Tel: (04) 3755.4010/ (04) 3755.4011 =




BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Quoc Viét, Cau Gidy, Ha No§i

= Tai c4c cira s6 tiép theo, click vao Install ¢& may chu tién hanh
cai dat.

(g1BkAP-DC1201 | [} BKAP-SRV12-01 x”ﬁ'iawwﬂmm xl
e

DESTIMATIOM SERVER

Confirm installation selections ey

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [[] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have

| been selected automatically. If you do not want to install these optional features, click Previous to clear
=

SEREr LT their check boxes.

Features

Windows Server Backup

Export configuration settings
Specify an alternate source path

Website: www.bachkhoa-aptech.com > F < = X
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO Micresoft CompTlA 477
Tel: (04) 3755.4010/ (04) 3755.4011




BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
, Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= Cau hinh dich vu Windows Server Backup:
e Vao Tools / Windows Server Backup.

I'1 Manage Tools

Compaonent Services

Computer Management

Defragment and Optimize Drives

Event Viewer

ISCSI Initiator

Local Secunity Policy

QDEBC Data Sources (32-bit)
QDBC Data Sources (64-bit)
Performance Monitor
Resource Monitor

Security Configuration Wizard
Services

System Configuration
System Information

Task Scheduler

Windows Firewall with Advanced Security

Windows Mermory Diagnostic
Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)

Windows Server Backup

Website: www.bachkhoa-aptech.com _
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO 2 . 478
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B ACHKH d A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH Pia chi: Téa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi

o Tai cta s6 wbadmin — [Windows Server Backup(Local)\Local
Backup] , click chon vao Local Backup.

File Action View Help
ndbe
W Local Backap Local Backup I
gg You can perform a single backup or schedule a regular backup using this | |}, Backup Schedule..
b Backup Once...
A No backup has been configured for this computer. Use the Backup Schedule Wizard or the Bacl b Recover,
Messages (Activity from last week, double click on the message to see details) Configure Performance Settings...
Time - Message Description View »
E Help
Status
Last Backup Next Backup
Status: - Status:
Time: - Timne:
View details View details
v
(<] m [ T2k« n [>]

Website: www.bachkhoa-aptech.com > F < = X
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO Microsoft CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011
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B ACHKH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

o Click vao Backup Once... tai khung Local Backup bén phai.
o Tai ctra s6 Backup Options , click vao Next.

ﬁ wbadmin - [Windows Server Backup (Local)\Local Backup]

File Action View Help
e

» Windows Server Backup (L
m Local Backup

‘gy Backup Options

Create a backup now using:

ance Settings...
Select Backup Configurat... O Scheduled backup options N

Specify Destination Type Choose this optien if you have created a scheduled backup
X and want to use the same settings for this backup.
Confirmation
(® Different options
Choose this option if you have not created a scheduled backup
or to specify a locatien or items for this backup that are
different from the scheduled backup.

Backup Progress

To continue, click Mesxt.

More about backing up your server

< m F = m >

Website: www.bachkhoa-aptech.com = 5 % = 2
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO Microsoft CompTlA

Tel: (04) 3755.4010/ (04) 3755.4011

480



BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha N§i

o Tai cira s6 Select Backup Configuration ,click chon vao Custom,
sau do6 click vao Next.

=} whadmin - [Windows Server Backup {Local)\Local Backup] = |[= ==
File Action View Help
&= z[E B
ﬁ Windows Server Backup (1
w Local Backup l
;;57 Select Backup Configuration
Backup Options What type of configuration de you want to schedule? .
_ _ mance Settings...
Select Backup Configurat... O Full server (recommended) ,
Select ltems for Backup | want to back up all my server data, applications and system state,
Specify Destination Type Backup size: 10.61 GB
Cenfirmation ® Custom
Backup Progress | want to choose custom velumes, files for backup.
| < Previous | | Mext = | | Backup ‘ | Cancel
“
< L} Fl < m >

Website: www.bachkhoa-aptech.com > F < = X
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO Microsoft CompTlA 481
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoa‘mg QUGC Viét, Cau Giéy, Ha Néi

= Tai ctra s6 Select Item for Backup, click vao Add Items

=) wbadmin - [Windows Server Backup (Local)\Local Backup]

File Action View Help

e == 3
ﬁ Windows Server Backup (1
'& Local Backup

-; 9 Select Items for Backup

Backup Options Select the iterns that you want to back up. Selecting bare metal recovery will provide

Select Backup Configurat... you with the most options if you need to perform a recovery.

-

Select ltems for Backup Name

Specify Destination Type
Confirmation

Backup Progress

[ [2]

| | Remove ltems |

Advanced Settings |

Choosing what to include in a backup

| < Previous || Nesxt = | | Backup | | Cancel

<] m [ [>]

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com CAC 0!I TAC VA THUONG HIEU PAO TAO E m
Tel: (04) 3755.4010/ (04) 3755.4011
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BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha N§i

= Tai ctra s6 Select Items , click chon vao thu muc HN trong 6
C.

=Y whbadmin - [Windows Server Backup (Local)\Local Backup] I;
File Action View Help

«=| =5  HE

m Windows Server Backup (1 b Backup Once Wizard ILI
w Local Backup
b l . |
E Qy Select Items for Backup "
M| Specify items to include in the backup by selecting or clearing the associated check boxes. The tems that you i mance Settings...

have included in the cument backup are already selected.

[ Fa# Local disk ()
ERecycle.Bin
- HN
B~ T
- Sale

Perflogs

- Program Files
L - Program Files {(x86)
- ProgramData

System Volume Information
Users
Windows
L bootmgr

- BOOTNXT

| < Previous || MNext = | | Backup | | Cancel |

< m > < m >

Website: www.bachkhoa-aptech.com > F < = X
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO Microsoft CompTlA
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH

= Click vao Next tai ctra s6 Select Item for Backup.

=1 wbadmin - [Windows Server Backup (Local)\Local Backup]
File Action View Help
= #[m H

m Windows Server Backup (1
E Local Backup

‘_?' 9 Select Items for Backup

Backup Options Select the items that you want to back up. Selecting bare metal recovery will provide

Select Backup Configurat... you with the most options if you need to perform a recovery.

-

Select ltems for Backup Name

[0 [

Specify Destination Type
Confirmation

Backup Progress

Choosing what to include in a backup

| < Previous || Mext =

<] m | [>]

Website: www.bachkhoa-aptech.com

Tel: (04) 3755.4010/ (04) 3755.4011




B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH

= Tai cira s6 Specify Destination Type, chon Local drives , click
vao Next.

=) wbadmin - [Windows Server Backup (Local)\Local Backup]
File Action View Help

«= 2E BE

ﬁ Windows Server Backup (1
& Local Backup l
‘;;9 Specify Destination Type
Backup Options Choose the type of storage for the backup:
Select Backup Configurat... ® Local drives
Select ltemns for Backup Example: local disk (D:), DVD drive (E:)
Specify Destination Type () Remote shared folder
Select Backup Destination Example: \\MyFileServer\SharedFolderMame
Confirmation
Backup Progress
Choosing a storage location
| < Previous | |
<] " IEY

Website: www.bachkhoa-aptech.com > F < = X
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BACHKH A

EEXEYSIETW APTECH

HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

= Tai ctra 56 Select backup Destination, chon 6 dia Data01 (E:)
tai dong Backup destination.

whadmin - [Windows Server Backup (Local)\Local Backup] = [ =] =

File Actien View Help

&= znm BE

w Windows Server Backup (|
» Local Backup

Select Backup Destination

Backup Options

Select Backup Configurat...

Select ltems for Backup
Specify Destination Type

Confirmation

Backup Progress

Select a volume to store the backup. An external disk attached to this computer is listed
as avolume,

Backup destination: Datal1 (E:) v

Total space in backup destination: 488 GB

Free space in backup destination: 482 GB

| < Previous || Next > || Backup

< L} x| <

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoa‘mg QUGC Viét, Cau Giéy, Ha Néi

= Tai cira s6 Confirmation, click vao Backup.

= whbadmin - [Windows Server Backup (Local)\Local Backup]
File Action View Help
@ 7

w Windows Server Backup (1
& Local Backup

ﬁg:_:y Confirmation

Backup Options A backup of the items below will now be created and saved to the specified

Select Backup Configurat... e tnabon ance Sefting:
Select ltems for Backup File excluded: MNone

Specify Destination Type Backup destination:  Datal1 (E:)

Select Backup Destination Advanced option: V55 Copy Backup

Confirmation Backup items

Backup Progress Name

[ [

<] m [ [>]

Website: www.bachkhoa-aptech.com

Tel: (04) 3755.4010/ (04) 3755.4011




B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoa‘mg QUGC Viét, Cau Giéy, Ha Néi

o May chu tién hanh backup.

= whbadmin - [Windows Server Backup (Local)\Local Backup] = [ =] 2=
File Action View Help
5|2
w Windows Server Backup (|
9 Local Backup

Backup Options Status:  Creating shadow copy of volumes...

SeectBackup Configurat.. [

Select ltems for Backup Status details

ance Settings...

Specify Destination Type Backup location: E:

Select Backup Destination Data transferred: 0KB
Confirmation |

tems
BackUp Progress Item Status Data transferred
Local disk (C:)  Backup not started. 0OKBof D KB

You may close this wizard and the backup operation will continue to run in the
background.

| < Previous || Next > | ‘ Close | | Cancel

Website: www.bachkhoa-aptech.com

Tel: (04) 3755.4010/ (04) 3755.4011



B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi

o Vao 6 C, tién hanh x6a thu muc HN.

Home Share View
®© = 1 [ » Computer » Local Disk (C) » v ¢] [
S
?} Favorites Mame Date modified Type Size
B Desktop . HN 1/5/2016 6:31 PM File folder
,j. Downloads _h Perflogs Open 12 12:44 AM  File folder
“El Recent places L. Program F Open in new window 15 249 PM  File folder
L. Program F Pin to Start 12 1:05 AM  File folder
[l Libraries L Users Share with y (15247 PM File folder
@ Documents L Windows Restore previous versions 6 6:38 PM File folder
J’ Musie Include in library 4
[&5] Pictures
. Send to 3
B Videos
Cut
1M Computer Copy
Create shortcut
f! Metwork Delete
Rename
Properties

Gitems  1item selected

Website: www.bachkhoa-aptech.com , S < = X
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B ACHKH d A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH Pia chi: Téa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi

o Vao ctra s6 wbadmin — [Windows Server Backup (Local)\Local
Backup] , click vao Recover...

Tal
@  woadmin-[Windows ServerBackup (localllocalBackup) = |=ojl

File  Action
< xnE @
Windows Server Backup (| . ~ | Actions
W v il Local Backup |
it \localBackp e
$ You can perform a single backup or schedule a regular backup using this Yo Backup Schedule..
b Backup Once...
A No backup has been configured for this computer. Use the Backup Schedule Wizard or the Bac w Recover
Messages (Activity from last week, double click on the message to see details) Configure Performance Settings...
Time M Message Description View ’
@ 1/5/2016 717 PM Backup Successful E Help
Status
Last Backup Next Backup
Status: 0 Successful Status: Mot scheduled
Time: 1/5/2016 717 PM Time:
View details View details
[¥]
(<] n IR [ [>]
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BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Quoc Viét, Cau Gidy, Ha No§i

o Tai ctra s6 Getting Started, click vao Next (Chon This server
(BKAP-SRV12-01))

=} whadmin - [Windows Server Backup (Local}\Local Backup] = =] =
File Action View Help
=% n= B

w Windows Server Backup
m Local Backup

;;9 Getting Started

Getting Started

You can use this wizard to recover files, applications, volumes, or the system
Select Backup Date state from a backup that was created earlier.

‘Where is the backup stored that you want to use for the recovery?
®) This server (BKAP-SRV12-01)

Select Recovery Type
Select ltems to Recover
Specify Recovery Options (O A backup stored on another location
Confirmati

entirmatien To continue, click Next.
Recovery Progress

More about recovering your server data

| < Previous || Mext = | | Recover | | Cancel

Website: www.bachkhoa-aptech.com > F < = X
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BACHKH A

EEXEYSIETW APTECH

HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Tai ctra s6 Select Backup Date , (chon ngay) click vao Next.

wbadmin - [Windows Server Backup (Local)\Local Backup]

File Action View Help
|
m Windows Server Backup
% Local Backup .
= Select Backup Date
Getting Started Oldest available backup: ~ 1/5/2016 7:17 PM
Select Backup Date Mewest available backup:  1/5/2016 7:17 PM
Select Recovery Type
A Available backups
Select ltems to Recover Select the date of a backup to use for recovery. Backups are available for dates shown in bold.
Specify Recovery Options
Confirmation Backup date: 1/5/2016
Recovery Progress January 2016 Time: 717 PM -
Sun Mon Tue Wed Thu
Location: Datal1 (E:)
4[5] & 7 . .
1no12 13 14 Status: Awvailable online
18 19 20 2 Recoverable items: Local disk (C:h{5ele...
25 26 27 28
| < Previous | | MNext = | | Recover | | Cancel
(<] m E

Website: www.bachkhoa-aptech.com
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH

o Tai ctra s6 Select Recovery Type , chon vao File and folders, click
vao Next.

=] whbadmin - [Windows Server Backup (Local)\Local Backup]
File Action View Help

@ 7

ﬁ Windows Server Backup

@ Local Backup :
‘;Zy Select Recovery Type

Getting Started

What do you want to recover?

@) Files and folders

Select Recovery Type You can browse velumes included in this backup and select files and folders.

Select Backup Date

Select lterns to Recowver O Hyper-V

Specify Recovery Options You can restore virtual machines to their original location, another location or copy the virtual

) ) hard disk files of a virtual machine.
Confirmation

) Volurmes

Recovery Progress .
You can restore an entire volume, such as all data stored on C:.

O Applications

You can recover applications that have registered with Windows Server Backup.

(O System state

You can restore just the systern state.

More about performing recoveries

| < Previous || Mext = | | Recover

(<] [ E [T [ [>]
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH

o Tai ctra sb Select Items to Recover, chon vao thu muc HN. Click vao

Next.

ﬁ wbadmin - [Windows Server Backup (Local)\Local Backup]

File Action View Help

& | #[E H[Epm

ﬁ Windows Server Backup

'& Local Backup :
3 Select Items to Recover

Getting Started

Select Backup Date
Select Recovery Type
Select lterns to Recover
Specify Recovery Options
Confirmation

Recovery Progress

Browse the tree in Available iterns to find the files or folders that you want to recover. Click an item

in the tree or under Name to select it for recovery. Ge

MAvailable items: Items to recover:

Em BKAP-SRY12-01 MName - Date Modified
=-{] Local disk (C:) L 1/5/2016 6:32...
=GN (1] sale 1/5/2016 6:31...

w L
m Sale

| < Previous || Mext = | | Recover | | Cancel

(<] ] [T <] [T

[>]
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BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Quoc Viét, Cau Gidy, Ha No§i

o Tai ctra s6 Specify Recovery Options , click vao Next.

= wbadmin - [Windows Server Backup (Local)\Local Backup]

File Action View Help

@5 7

ﬁ Windows Server Backup

@ Local Backup .
;;y Specify Recovery Options

Getting Started

Recovery destination
Select Backup Date ®) Original location
S T T ) Another location

Select ltems to Recover

| Browse
Specify Recovery Options

Confirmation

When this wizard finds items in the backup that are already in the recovery destination

Ri P
SRS (®) Create copies so that you have both versions

() Overwrite the existing versions with the recovered versions

() Do not recover the items that already exist on the recovery destination

Security settings

[¥] Restore access control list (ACL) permissions to the file or folder being recovered

| < Previous || Mext = | | Recover | | Cancel
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoa‘mg QUGC Viét, Cau Giéy, Ha Néi

o Tai ctra s6 Confirmation, click vao Recover.

=) whbadmin - [Windows Server Backup (Local)\Local Backup]
File Action View Help
a5

ﬁ Windows Server Backup

9 Local Backup .
‘;:y Confirmation

Getting Started From backup: 1/5/2016 7:17 PM
Select Backup Date Recovery items:

CAHNAT

Select R T
L CAHN\Sale

Select ltems to Recover
Specify Recovery Options
Confirmation

Recovery Progress

Recovery destination:  Original location
Recovery option: Create copies of recovered files

Security settings: Recover

| < Previous || MNext =

(<] ] [ =] <] ] [ [>]
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HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

BACHKH A

EEXEYSIETW APTECH

o Tai cira s6 Recovery Progress , cho may chi Recover xong, click
vao Close d¢ ket thuc tien trinh.

= wbadmin - [Windows Server Backup (Local)\Local Backup]
File Action View Help
e 7

ﬁ Windows Server Backup
w Local Backup

E‘.;g Recovery Progress

Getting Started File recovery progress:

Select Backup Date

Select Recovery Type
Select lterns to Recover

Specify Recovery Options

Status:  Completed.

Recovery details:

ltems

Data transferred
OKB of OKB
OKB of OKB

Confirmation ltem Destination Status
CAHMNAT CAHMNY Completed.
CAHM\Sale  CAHNA Completed.

To close the wizard, click Close — the recovery operation will continue to run in the background.
To view the progress of this operation, open the backup in progress message from the Windows
Server Backup console.

| < Previous ||
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH Pia chi: Téa nha HTC, 236B Hoa‘lng QU6C Viét, Cau Giéy, Ha Néi

o Khéi phuc lai thanh cong.

Home Share View
®© = 1 [E » Computer » Local Disk (C) »

* Favorites MName * Date modified Type Size
- Desktop |L| HM 1/5/2016 7:34 PM File folder
.j. Downloads | Perflogs T/26/201212:44 AM  File folder
“El Recent places | Program Files 12/1/2015 8:49 PM File folder

| Program Files (x26) 7/26/20121:05 AM  File folder

[ Libraries L Users 12/1/2015 8:47 PM File folder
Decuments L Windows 1/5/2016 6:58 PM File folder
Ji Music
[ Pictures
¥ Videos

18 Computer

?! Metwork

Gitems 1 item selected
I ————————————————————————————————————————
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH

e bDat lich Backup:
o Tai ctra s6 wbadmin — [Windows Server Backup (Local)\(Local
Backup] ,click chon vao Backup Schedule...

File Action View Help

+ = == @[=

e =
W Local Backap Local Backup |
é‘y You can perform a single backup or schedule a regular backup using this L Backup Schedule..
E Backup Once...
A No backup has been configured for this computer, Use the Backup Schedule Wizard or the Back m Recover
Messages (Activity from last week, double click on the message to see details) Caonfigure Performance Settings...
Time M Message Description View s
@ 1/5/2016 T:34 PM File recovery Successful n Help
@ 1/5/2016 717 PM Backup Successful _
Status
Last Backup Next Backup
Status: 0 Successful Status: Mot scheduled
Time: 1/3/2016 717 PM Time:
View details View details
v
\

r<| 1] [T« [ >

Recovers data from an existing backup.
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BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Quoc Viét, Cau Gidy, Ha No§i

o Tai cira s6 Select Backup Configuration , cick chon vao Custom,
Next.

=} whbadmin - [Windows Server Backup (Local)\Local Backup] = [ =] =
File Action View Help

«=| 7= B=

% Windows Server Backup (|
% Local Backup

;%@ Select Backup Configuration —

Getting Started What type of configuration do you want to schedule?

Select Backup Cenfigurat... O Full server (recommended) ance Settings...

S =il e | want to back up all my server data, applications and system state. »
Specify Backup Time PR e

Specify Destination Type ® Custom

X X |l want to choose custom volumes, files for backup.
Confirmation

Summary

Choosing what te include in a backup

| < Previous H Mext = | | Finish | | Cancel
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH

o Tai ctra s6 Select Items for Backup, click vao Add Items.

=} whbadmin - [Windows Server Backup (Local)\Local Backup] = = =
File Action View Help
«= 7@ B
£
& Windows Server Backup (1
“ Local Backup l —
‘i@ Select Items for Backup
Getting Started Select the items that you want to back up. Selecting bare metal recovery will provide
Select Backup Confi you with the most options if you need to perform a recovery. ance Settinges...
e
Select ltems for Backup Name »
Specify Backup Time
Specify Destination Type
Confirmation
Summary
[ 2]
Add ltemns | | Remove ltems |
Advanced Settings
Choosing what to include in a backup
[ <Pevious || mei> || Fnsh | [ cancel
<] m [IEY| K3
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BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha N§i

o Tai ctra s6 Select Items, chon vao thu muc HN.

whbadmin - [Windows Server Backup (Local)\Local Backup] = [ =] 22
File Action View Help

ﬁ*‘ #|E ﬂ d o Backup Schedule Wizard ILI
i
[

ﬁ Windows Server Backup (1
E Local Backup

Select Items for Backup

Specify tems to include in the backup by selecting or clearing the associated check boxes. The items that you ance Settings...
have included in the cumrent backup are already selected.

£ K Local disk (C) N
: $Recycle.Bin

IT

Sale
PerfLogs
Program Files
Program Files (86}
ProgramData
System Volume Information
Users ] >
Windows
bootmgr
BOOTNXT

T - - [
+- - BB - -

| < Previous || Next > | | Finish | ‘ Cancel

< L} Fff < m k4
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH

o Tai ctra s6 Specify Backup Time , chon thoi gian dé méay chu
Backup.

=} whbadmin - [Windows Server Backup (Local)\Local Backup] =-|O] X
File Action View Help
|
dg
w Windows Server Backup (1
» Local Backup ‘l - I
@3 Specify Backup Time
Getting Started How often and when do you want to run backups?
Select Backup Cenfigurat... ® Onceaday ance Settings...
Select ltems for Backup Selecttime of day: | 1130 AM h 3
Specify Backup Time () Morethan once a day
Specify Destination Type Click an available time and then click Add to add it to the backup schedule.
. Available time: Scheduled time:
Confirmation
5 12:00 AM ~ 9:00 PM ~
ummary 12:30 AM = I
1:00 AM =
20 Al
2:00 AM i
2:30 AM
330 AM
4:00 AM L -
4:30 AM b b
Learn about more scheduling options
‘ < Previous | ‘ Mext > | | Finish | | Cancel
(<] ] [ T2k« n [>]
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B ACHKH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

o Tai cira s6 Specify Destination Type , click chon vao Back up to a
volume.Next.

= whadmin - [Windows Server Backup (Local)\Local Backup] = | =] =
File Action View Help
| # :
» Windows Server Backup (1
% Local Backup

Specify Destination Type

Getting Started Where do you want to store the backups?
Select Backup Configurat... O Back up to a hard disk that is dedicated for backups (recommended)

Choaose this option for the safest way to store backups. The hard disk that you use

pesctitensiioyBackun will be formatted and then dedicated to only store backups.

Specify Backup Time

®) Back up to avelume
— Choose this option if you cannot dedicate an entire disk for backups. Note that the
Select Destination Volume performance of the volume may be reduced by up to 200 percent while it is used

Confirmation to store backups. We recommend that you de not store other server data on the
same volume,

Specify Destination Type

Summary
) Back up to a shared network folder

Choose this option if you do not want to store backups locally on the server. Note
that you will only have one backup at a time because when you create a new
backup it overwrites the previous backup.

Choosing a storage location

< L} > < m >
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
ESAEW APTECH bia chi: Toa nha HTC, 236B Hoa‘lng Qu6'c Viét, Cau Giéy, Ha Néi

o Tai ctra s6 Select Destination Volume click vao Add, tai cira s6 Add
Volume , click chon vao 6 Data2 (F:) , OK.

=3 wbadmin - [Windows Server Backup (Local)\Local Backup] = |[=] =
File Action View Help
= zn[F @
: ‘ . L5 Backup Schedule Wizard g
ﬁ Windows Server Backup (1
% Local Backup
g

= @ Select Destination Volume

Getting Started Select one or more velumes to store your backups. Use multiple volumes in different

Select Backup

ance Settings...

Select ltems fi

Specify Backu Volume Diiske Capacity Free Space
Specify Destin System Reserved VMware, VMware Vitual ... 35000 MB 108.70 MB
Datal1 (E} VMware, VMware Vitual ... 4.88GB

Datali2 (F) VMware, VMware Vitual ... 4.88GB

Confirmation

Summary
5t
I
I
q
1
Offsite backups using multiple destinations
| < Previous ‘ | Mext > | | Finish ‘ ‘ Cancel
v
< m > < m >
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BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Quoc Viét, Cau Gidy, Ha No§i

o Tai cac cira so tiép theo, click vao Next va Finish dé két thic tién
trinh.

= whadmin - [Windows Server Backup (Local)\Local Backup] = [ =] =2
File Action View Help
|
n Windows Server Backup (1
% Local Backup )‘ -
L;@ Confirmation
Getting Started You are about to create the following backup schedule,
Select Backup Configurat... Backup times: 11:30 AM ance Settings...
Select ltems for Backup Files excluded: None 3
Specify Backup Time Advanced option: V55 Copy Backup

Specify Destination Type Backup destinations

Select Destination Velume Name Size Used Space
Data02 (F:) 488 GE 61.89 MB

Summary

Backup items

MName

[ [T

‘ < Previous || Next > | |
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B W APTECH bia chi: Toa nha HTC, 236B HOéng Qué'c Viét, Cau Giéy, Ha Nél

=} whbadmin - [Windows Server Backup (Local)\Local Backup] == =
File Action View Help
e

@ Windows Server Backup (L
w Local Backup

L ;;i@ Summary

Getting Started Status:  You have successfully created the backup schedule,

Select Backup Configurat... Your first scheduled backup will happen at 1/6/2016 11:30 AM. ance Settings...

Select ltems for Backup »
Specify Backup Time

Specify Destination Type

Select Destination Velume

Confirmation

| < Previous || Next > | | Close | | Cancel

w
Cathi Nactinatinm tear

< n > <] n >

10.3 C4u hinh Offline Files.
1. Yéu cau bai Lab:

+ CAu hinh Offline Files.
+ Kiém tra sau khi ciu hinh.

2. Yéu cau chuan bj:

+ Méay BKAP-DC12-01 quan ly mién bkaptech.vn, dung dé tao OU, Group, User.
+ May BKAP-SRV12-01 Join vao mién dung dé cau hinh Offline File.
+ Méay BKAP-WRKO08-01 Join vao mién dung dé kiém tra sau khi cau hinh.
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HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

BACHKH A

EDUCATION \P |

3. M0 hinh Lab:

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Lab 10.3 Cdu hinh Offline Files.

BACHKH A

EEXEYSICYWAPTECH

BKAP-DC12-01

IP address : 192.168.1.2
Gateway : 192.168.1.1
DNS :192.168.1.2
Domain : bkaptech.vn

BKAP-SRV12-01

IP address : 192.168.1.3
Gateway : 192.168.1.1
DNS :192.168.1.2

Join Domain : bkaptech.vn

BKAP-WRKO08-02

IP: 192.168.1.11/24
GW: 192.168.1.1
Preferred DNS: 192.168.1.2

BKAP-WRKO08-01 ‘ ‘

IP: 192.168.1.10124 H l a ‘
’\\T-‘_: ] = -

P

GW: 192.168.1.1
Preferred DNS: 192.168.1.2

Hinh 10.3

So dé dia chi nhw sau:

Théng sb BKAP-DC12-01 | BKAP-SRV12-01 | BKAP-WRKO08-01
IP address 192.168.1.2 192.168.1.3 192.168.1.10
Subnet Mask 255.255.255.0 255.255.255.0 255.255.255.0
Gateway 192.168.1.1 192.168.1.1 192.168.1.1
Preferred DNS Server | 192.168.1.2 192.168.1.2 192.168.1.2

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com
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BACHKH A HE THONG DAO TAO CNTT QUSC TE BACHKHOA-APTECH
EENISAETW APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

Hwéng dan chi tiét:

e Trén may BKAP-DC12-01, thuc hién tao OU, Group, User. Add User vao
Group.

5 pciz-01 x”fpsnvlzm x||5|wmcos4:1 x|

1

Server Manager * Dashboard

Dashbo

= File Action View Help

] d = — == | @ gy e

! I EEIEEEN ER Y YR A EY

!: ] Active Directory Users and Com|| Name Type Description
Igl p [ Saved Queries 52,665 5ale Security Group...

&, DNsS 4 3 b!(apt?ch-vﬂ 2 nghialv User

_ p [ Builtin

HE File and [ Computers

b 21 Domain Controllers

- [-] ForeignSecurityPrincipaly

p [ Managed Service Accou
7] Users

a4 3] HANOI

&

=] Sale
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

e Chuyén sang may BKAP-SRV12-01, Join vao Domain, ding nhap bang tai
khoan Administrator cta mién.

il

+ |uEl| v Control Panel » System and Security » System W c.| | Search Control Panel e |

Control Panel Home . .. .
View basic information about your computer

@' Device Manager Windows edition
@' Remote settings

Windows Server 2012 Datacenter Evaluation

@' Advanced system settings © 2012 Microsoft Corporation, All rights reserved, ==wWindOWS Serve'r°201 2

System
Processor: Intel(R) Core(TM) i7-27600M CPU @ 2.40GHz 2.40 GHz
Installed memory (RAM): 2,00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, demain, and workgroup settings
Computer name: BKAP-5RV12-01 I@Change settings
Full computer name: BKAP-5RV12-01.bkaptech.vn
Computer description:

Domain: bkaptechvn

Windows activation

Windows is activated View details in Windows Activation
seealo Product ID: 00183-40000-00001-AAT48
Action Center

Windows Update
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Tao thu muc chia sé va cau hinh Offline cho phong ban IT.

= Va0 6 C, tao thu muc HN trong thu muc HN, tao 2 thu muc
con la IT va Sale.

[Fpciz-01 (5 srvi2-01 (5 WRKDS-01

Recycle Bin

LA
Home Share View v 0
® = 4 [ 1l » Computer » Local Disk (C) » HN » v o] [ SearchHi A
=
¢ Favorites MName Date medified Type Size
Bl Desktop LT 1/6/2016 6:28 PM File folder
& Downloads .. Sale 1/6/2016 6:28 PM File folder

1=| Recent places

- Libraries
@ Documents

J’ Music

[E5] Pictures

i Videos

1M Com puter

“j Metwork

Zitems  1item selected =
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BACHKH A

EEXEYSIETW APTECH

HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha N§i

o Click chuét phai vao thu muc IT. Chon Properties, tai cta so IT
Properties, click chon vao Advanced Sharing...
= Tai cira s6 Advanced Sharing, click chudt vao Permissions.

NI =1 HN -|8] x
File Home Share View v 9
© - 1 |;. » ThiePC » Local Disk (C:) » HN v G| | SearchHN p |
¢ Favorites MName - Date modified Size
Bl Desktop k
& Downloads k
24 Recentplaces |Ger|eral| Shanng |Se:1 I":’I Previous Versions |Custul'ru' " |
18 This PC Network File and Folder Sharing
IT
. Not Shared
* Metwork I
Network Path:
Mot Shared
Advanced Sharing
Set custom permissions, create multiple shares, and set other
advanced sharing options.

| oK | Cancel Apply
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B ACHKH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

o Tai cira s6 Permissions fot I T, thuc hién xda group Everyone, sau d6
tién hanh Add vao Group GG_S IT( GG_S_IT c6 quyén Change va
Read ).

(=] HN -|@| x
Home Share View I g
© = [ » ThisPC » Local Disk(C) » HN v & [ searcnbn 2|
Y Favorites MName - Date modified Type Size
Bl Desktop k| e folder
i x
& Downloads ki by IT Properties I—I e folder
| Recent places -
M This PC Share Pemissons |
* Metwork Group or user names:
2 Everyone

Pemissions for Everyone Alow Deny
Full Control O O
Change O O
Read v O

sosly

Website: www.bachkhoa-aptech.com = 5 % = 2
Tel: (04) 3755.4010/ (04) 3755.4011



BACHKH A HE THONG PAO TAO CNTT QUGC TE BACHKHOA-APTECH

e on T Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi
PRPINE AN —
Home Share View v 9
© o« [l ThisPC b LocalDisk(C) » HN v O [[seorchin 2]

};r Esvorites Mame - Date modified Type Size
Bl Desktop k e folder
: | x |
8 Downloads k b IT Properties e folder
Il Recent places =
1% This PC Share Pemissions
* Netwark Group or user names:
B2, GG_S_IT BKNPOWER\GG_S_IT)
Pemissions for GG_S_IT Alow Deny
Full Cortrol 0 o
Read v o
I :
[ ok |[ Concel || ooty |

o CAu hinh Offline trén thu muc IT:
= Tai cira 6 Advanced Sharing, click chudt vao Caching.

PFIEN HN ===
Home Share View v 0

© - 4 |L » This PC » Local Disk (C) » HN v c,.| [ Search HN » |

¢ Favorites Name - Date modified Type Size
Bl Desktop & - e folder
& Downloads 3 b IT Properties |L|

"% Recent places

e folder

1M This PC

* Metwork

Remove

Limit the number of smultaneous users to: E

Comments:

| (e

| ok || cance

Website: www.bachkhoa-aptech.com > F < = X
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO Microsoft CompTlA 514
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

= Tai ctra s6 Offline Settings, click chudt vao dong Add files and
programs that users open form the shared folder are
automatically available offline. OK.

NIF W= HN - 8] x
Home Share View v e
© - 4 |J.. » ThisPC » Local Disk (C:) » HN v ¢ | | SearchHN » |
Yt Favorites Name Date modified Type Size
Bl Desktop k e folder
& Downloads
1| Recent places
— % You can choose which files and programs, f any, are available to users
@_JI' who are offline.
1% This PC
€ Network () Onlly the files and programs that users specify are available offine

["] Enable BranchCache
() No files or programs from the shared folder are available offine

(®) Alfiles and programs that users open from the shared folder are automatically
available offiine

[w] Optimize for performance

| oK | Cancel Apply

Website: www.bachkhoa-aptech.com

Tel: (04) 3755.4010/ (04) 3755.4011 —



BACHKH A

EEXEYSIETW APTECH

HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Taictraso IT Properties, chuyén sang tab Security , sau do click vao

Advanced.
W HN - 0| x
Home Share View v e
® « 4L » ThisPC » LocalDisk (C) » HN » v ] [Sexchin »]
W Favorites Name B Date modified Type Size
Bl Desktop b e folder
8 Downloads b e folder

£l Recent places [General | Shamng | Secumty | Previous Versions | Customize |

Object name:  CRHNAT

1% This PC
Group or user names:
€ Network "I CREATOR OWNER
#2, 5YSTEM
82, Administrators (BKNP-SRV12-01"Administrators)
H2, Users (BKNP-SRV12-01\Users)

Tao change permissions. chick Edit.

Pemnissions for CREATOR
OWNER Allow Deny

Full control A

Modify
Read & execute =
List folder contents

Read
Wrte b
For special permissions or advanced settings, Iﬁ_‘

click Advanced.

| Close [ Cancel 1 Apply

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011
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B ACHKH d A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH Pia chi: Téa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi

o Tai ctra s6 Advanced Security Setting for IT, click vao Disable

inheritance.
ER HN -8 x
File Home Share View v
®© © 4| J » ThisPC » LocalDisk(C) » HN » v & [ searchin p
a
Yt Favorites Mam Date rmodified pe
Bl Desktop
8 Downloads
‘& Recent places Name: CAHMT
COwner: Administrators (BKNP-5RV12-01\Administrators) ﬁ Change
18 This PC
Permissions Share ] Auditing [Elfed.ivtnctusl
Q Metwork

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type  Principal Access Inherited from Applies to
% Allow  SYSTEM Full control () This folder, subfolders and files
ow ministrators = = Full control B is folder, subfolders an es
8 an Admini (BKNP-5RV12 Full | A This fold bfold d fil
B Allow  Users (BKNP-5RV12-01\Users) Read & execute G\ This felder, subfolders and files
H2 Allow  Users (BKNP-5RV12-01\Users) Special (=1} This folder and subfolders
% Allow  CREATOR OWNER Full contrel CA Subfolders and files only

(R ] [V

5
[]Replace all child object permission entries with inheritable permission entries from this object

[ox ] [Ccancel ]

Website: www.bachkhoa-aptech.com > F < = X
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO Microsoft CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011

517



BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Quoc Viét, Cau Gidy, Ha No§i

o Tai ctra s6 Block Inheritance, click chon vao dong Remove all
inherited permissions from this object. OK.

aE HN -.mx
Home Share View N g

®© © L » ThisPC » LocalDisk(C) » HN » v & [ searchin 2 |

-
Name Date modified Tuns Size

M Advanced Security Settings for IT =[O %

W Favorites
Bl Desktop
8 Downloads
a—j. Recent placeq Mame: CAHN\T

1M This PC

@ Metwork & What would you like to do with the current inherited permissions?

‘You are about to block inheritance to this object, which means that permissions
inhersited from a parent object will no longer be applied to this object.

8, Allow < Convert inherited permissions into explicit permissions on olders and files
8, Allow this object. olders and files
8, Allow olders and files
8 Allow % Remove all inherited permissions from this object. subfelders

8, Allow files only

R

| Remove | View

[ ] Replace all child object permission entries with inheritable permission entries from this object

Website: www.bachkhoa-aptech.com > F < = X
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO Microsoft CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011
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B ACHKH S A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha N§i

o Taictraso IT Properties / Tab Security. Click vao Edit.

R HN -|a| x
Home Share View v B
® < 1L » ThisPC » LocalDisk (C) » HN » v & [ searchHn 2|
¢ Favorites Name * Date modified Type Size
Bl Desktop
8 Downloads
| Recent places [Genera [ & [ Secuny | P a =
1% This PC Object name:  CAHNAT
Group or user names:
* Metwork No groups or users hawve pemission to access this object.

However, the owner of this object can assign permissions.

To change pemissions. click Edit.

Pemissi
Full control

Medify
Read & execute
List folder contents
Read

Wiite

For special permissions or advanced settings,
click Advanced. (e

I Close | Cancel

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com CAC 0!I TAC VA THUONG HIEU PAO TAO E m
Tel: (04) 3755.4010/ (04) 3755.4011
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
ESAEW APTECH bia chi: Toa nha HTC, 236B Hoa‘lng Qu6'c Viét, Cau Giéy, Ha Néi

o Tai cira s6 Permissions for IT, click vao Add, tién hanh add User
Administrator va Group GG_S IT vao khung Group or user
names.Phan quyén nhu sau:

=  Administrator : Full control
= GG_S_IT : Modify

NIF =1 HN - O x
Home Share View v @
/(_-/‘ - 4 |j, » ThisPC » Local Disk (C:) » HN » v ¢ Search HN » |
¢ Favorites MName - Date modified Type Size
Bl Desktop k| e folder
q | x |
|6 Downloads | IT Properties e folder
£l Recent places | General | Shaning | Securty | Previous Versions | Customize |
M This PC
€ Netwerk Securty l
Object name:  CANHMAT
Group or user names:
2, Administrator (EKNPOWER \Administrator)
82 GG_5_IT BKNPOWER\GG_S_IT)
R ]
Pemissions for Alow Deny
Ful control 7 O |~
Mocitfy 7] 0O |2
Read & execute ¥ a =
List folder cortents v O
Read ¥ o [«
oK || Caneel || ey |
_|
7 iteme 1item ealected ,E‘ =

Website: www.bachkhoa-aptech.com % 5 % = 2 <
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO [l Aprech ;e NI 7 760003000 8 CompTlA 520
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BACHKH A

EEXEYSIETW APTECH

HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

NITF=1 HN - @] x
Home Share View v 0
(© = [ » ThisPC b LocalDisk (C) » HN » v O] [ searchim 2]
Yt Favorites Name * Date modified Type Size
Bl Desktop ke e folder
: I x |
8 Downloads k b IT Properties e folder
"l Recent places | General | Sharing | Securty | Previous Versions | Customize |

8 This PC

| Securty |

Object mame:  CAHNAT

* MNetwork

Group or user names:
2 Administrator (BKNPOWER\Administrator)
82,GG_S_IT BKNPOWER\GG_S_IT)

Pemissions for GG_S_IT Deny
Full contral O |»
Modify il (m
Read & execute [ O =
List fokder contents v O
Read v O [«

e Thu myc Sale tién hanh Share binh thuong, ko cau hinh Offline file.

WA= HN —|a] x
Home Share View v @
© -t |L » ThiePC » Local Disk (C) » HN » v G| [ Search HN o |
a
¢ Favorites Name Date modified Type Size
u Dslﬂop L T 9/5/2013 11:32 PM File folder
_b. Downloads j’ la /50013 11.33 DAY Eils fnlder
%] Recent places A Sale Properties x
General | Sharing | Secunty | Previous Versions | Ci i
e [Gonerel [ S | Secumy | [Cstonze |
% Metwork

=

Object name:  CAHN\Sale

Group or Lser names:
& Administrator (BKNPOWER \Adrministrator)
#2,GG_S_Sak (BKNPOWER'GG_S_Sale)

2

P for A Alow Deny
Modify v O E
Read & execute v o =
List folder conterts W O
Read [ v

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011
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BACHKH A

HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EEXESACTW APTECH

Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

MW=l HN -8 x
Home Share View v €
®© - 1‘|L » ThiePC » Leeal Disk (C5) » HN » v c,.| ’Searr_hHN p|
}:.r Eavorites Mame * Date modified Type Size
Bl Desktop &7 9/5/2013 11:32 PM File folder
j, Downloads L le /5012 11, ile folder
'l Recent places b Sale Pmperhes
8 ThisPC | General | Shasing | Secunty | Previous Viersions | Customize |
Q Network

e |

Object name:  C\HN\Sale

Group or user names:

R Administrator (BKNPOWER \Administrator)
82,GG_S_Sake (BKNPOWER\GG_S_Sae)

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011
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BACHKH A

EEX XS TWAPTECH

HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Trong folder IT tao céc tai liéu I'T

Home Share View v @
© = [l » Computer » LocalDisk(C) » HN » IT » v & [ searchiT P
a
Tk Favorites MName Date modified Type Size
B Desktop L tailieu IT 1/6/2016 7:03 PM File folder
j Downloads D tailieu [T 1/6/2016 7:03 PM Text Document 0KB

‘&l Recent places
| Libraries

@ Documents

Ji Music
[&=] Pictures
B videos

1M Computer

f! Metwaork

2items  State: a Shared

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoa‘lng QU6C Viét, Cau Giéy, Ha Néi

o Trong folder Sale tao céc tai liéu Sale :

Home Share View v @
®© = 1L » Computer » Local Disk(C) » HN » Sale » v ¢ | SesrchSale 2l
¢ Favorites Mame - Date modified Type Size
B Desktop . tai lieu Sale 1/6/2016 7:03 PM File folder
|l Downloads [ tailieu Sale 1/6/2016 7:03 PM Text Document OKB

&l Recent places

| Libraries

@ Documents
J' Music

[ Pictures
B videos

/% Computer

f! Metwork

2items  State: 2R Shared ==

Website: www.bachkhoa-aptech.com , S < = X
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO Microsoft CompTlA 524
Tel: (04) 3755.4010/ (04) 3755.4011



B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

e Chuyén sang may Clien Win 8 thuc hién Join vao domain dé kiém tra.
o Ding nhap bang User hungnq trong phong ban IT.

Other user

bkaptech.vn\hungng

5ign in to: bkaptech.vn

CAC DI TAC VA THUONG HIEU DAO TAO
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH Pia chi: Téa nha HTC, 236B Hoa‘lng QU6C Viét, Cau Giéy, Ha Néi

= User hungng khong thuéc phong ban Sale nén ko truy cap
duogc vao thu muc Sale.

g 192.168.1.3

Home Share View

T ™y Network » 192.168.1.3

ﬁ Favorites .
B Desktop - S R | =
o -0

j Downloads
“El Recent places Network Error “
18 This pC Windows cannot access \4,192.168.1.3\Sale
You do not have permission to access '\\192.168.1.3\5ale. Contact your network administrator
?! MNetwork to request access.

For more information about permissions, see Windows Help and Support

2items 1 item selected

Website: www.bachkhoa-aptech.com , S < = X
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BACHKH A HE THONG DAO TAO CNTT QUGC TE BACHKHOA-APTECH
APTECH Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= User hungnq thugc phong ban IT nén dugc phép truy cap vao
thu muc IT.

Home Share View

© 1 L » Network » 19216813 » it » v
¢ Favorites MName . Date modified Type Size
B Desktop | tailieu | T 1/6/2016 7:03 PM File folder
|18 Downloads || tailieu IT 1/6/2016 .03 PM  Text Document 0KB

“El Recent places
18 This PC

f! MNetwork

Website: www.bachkhoa-aptech.com 2 L Z =
Email: care@bachkhoa-aptech.com CAC BOI TAC VA THUONG HIEU DAO TAO Microsoft CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011
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BACHKH A HE THONG DAO TAO CNTT QUGC TE BACHKHOA-APTECH
APTECH Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Cau hinh Offline trén may Client:
= Tai cira s6 Network , click vao thu muc 1T d3 duoc share,
chon Always available offline.

Home Share View

© v 1 M) Network » 192.168.13 »

* Favorites
| it | l Sale
Bl Desktop o Open

{18 Downloads Open in new window
4 Recent places
| Aways available offline |
18 This PC Restore previous versions
Pin to Start
ﬁ Network Map network drive...
Copy
Create shortcut
Properties

2items  1item selected

Website: www.bachkhoa-aptech.com 2 L Z =
Email: care@bachkhoa-aptech.com CAC BOI TAC VA THUONG HIEU DAO TAO Microsoft CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011
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BACHKH A HE THONG DAO TAO CNTT QUSC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Quoc Viét, Cau Gidy, Ha No§i

= Tiép theo click vao Map Network Drive...

Home Share

(€ ~ 1t ™) Network » 19216813 »

Sk Favorites ] 4 | L Sole
Bl Desktop & 2 Open

m Downloads Openin new window
(ﬁ Recent places
Always available offline
18 This PC Restore previous versions
Pin to Start
f! Metwork | | Map network drive...
Copy
Create shortcut
Properties

2items 1 item selected

Website: www.bachkhoa-aptech.com > & < 2
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO Microsoft CompTlA
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

Drive Tools This PC
“ Computer View Manage
© v 1 M) ThisPC » v
4.7 Favorites 4 Folders (6)
B Desktop E
& Downloads E Desktop | & Documents .k-} Downloads

= Recent places

- 1M This PC | |Af:. Music L Pictures E Videos

4 Devices and drives (2)
Local Disk (C:) &4
= 5 DVD Drive (D4)
"W 50,0 GB free of 50.6 GB =7
4 Network locations (1)
it (\W192.168.1.3) (Z:)
:ng 49.3 GB free of 59.6 GB

k‘I-I Metwork

9 itermns 1 item selected

o Logout tai khoan hungng, dang nhap bang tai khoan nghialv.

Other user

bkaptech.vn\nghialv

Sign in to: bkaptech.vn

CAC BOI TAC VA THUONG HIEU DAOTAO il Aprecr : ComgTlA 530



BACHKH A HE THONG DAO TAO CNTT QUSC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Quoc Viét, Cau Gidy, Ha No§i

» Click vao thu muc Sale da duogc share, chon Map network
Drive...

Home Share View

“ (3 ~ 1 ™, Network » 19216813 »

¥ Favorites s
Bl Desktop cag S X Sl
g Open

Li Downloads
“Z] Recent places Open in new window
Always available offline
1% This PC Restore previous versions
Pin to Start
Q Network T =
- Map network drive...
Copy
Create shortcut
Properties
2items  1item selected

Website: www.bachkhoa-aptech.com 2 L Z =
Email: care@bachkhoa-aptech.com CAC BOI TAC VA THUONG HIEU DAO TAO Microsoft CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011

531



B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

g5 ] 4 v This PC
m Computer View
« v 1 ™, ThisPC » v
4.7 Favorites 4 Folders (6)
B Desktop
4 Downloads i Desktop | & Documents ,_‘} Downloads

=l Recent places

' 7'“7?‘ LJ" Music L Pictures E Videos

4 Devices and drives (2)

€ Network
Local Disk (C:) F
—> LB DVD Drive (D)
W 10.5 GB free of 59.6 GB =7
4 Network locations (1)
) Sale (\\192.168.1.3) (Z:)
5
-2 49.3 GB free of 59.6 GB

9 items

o Dbang nhap lai tai khoan hungng.

Other user

bkaptech.vn\hungng

5ign in to: bkaptech.vn

CAC BOI TAC VA THUONG HIEUDAO TAO i As 4 w ComgTlA 532




BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha N§i

e Chuyén sang may BKAP-SRV12-01 , tién hanh tat card mang dé kiém tra
Offline.

[ipciz01 % | [1sRv12-01 % | [FIWRKDS-01 X

o MNetwork and Sharing Center

4+ ‘l_-@ v Control Panel » MNetwork and Internet » MNetwork Connections » ] G‘ | Searc

Organize +  Disable this network device  Diagnose this connection  Rename this connection  View status of this connectiol

= | EthemnetD
bkaptech.vn

G IntelR) 6@ Disable

Status
Diagnose
@ Bridge Connections

Create Shortcut
|| Delete
@l Rename

@ Properties

Website: www.bachkhoa-aptech.com > F < = X
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO Microsoft CompTlA
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BACHKH A HE THONG PAO TAO CNTT QUGC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Quoc Viét, Cau Gidy, Ha No§i

e Chuyén sang may Client Win 8, tién hanh kiém tra.
o Piang nhap bang tai khoan hungng di cau hinh offline file , truy cap
vao 6 dia Z thanh cong.

Drive Tools

Home Share View Manage

®

= g r ThisPC » it (\W192.168.1.3) () »

-~

<t Favorites MName Date modified Type Size
B Desktop H tailieu IT 1/6/2016 7:03 PM File folder
|18 Downloads | tailieu IT 1/6/2016 703PM  Text Document 0KB

Recent places
= p
18 This PC

i‘! MNetwork

Website: www.bachkhoa-aptech.com > O < 2 <
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO Microsoft CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011

534



B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
B SARTW APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Kiém tra truy cap thu muc Sale bang tai khoan nghialv, ko truy cap
duoc thu muyc, do tai khoan nay ko duoc cau hinh offline file.

™G Drive Tools This PC

Computer View Manage
®© v 1 PE:

¢ Favorites 4 Folders (6)
Bl Desktop

j Downloads h Desktop E' Documents b Downloads
%] Recent places J
18 This PC b Music h Pictures h Videos
’ 2 g

v X Search Tk

\“
Devi d drives (2 L]
4 i
6 Network evices and drives (2) ‘
Tl Local Disk (C:) E
b | - ~ An error occurred while reconnecting Z: to
49.8 GB free of 59.6 GB \\192.168.1.3\Sale

Microsoft Windows Network: The local device name is already in use.
4 Network locations (1)

This connection has not been restored.
= Sale (\\192.168.1.3) (Z)

¥ NTFS

Sitems  1item selected

Website: www.bachkhoa-aptech.com
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B HOéng Qu6c Viét, Cau Giﬁy, Ha Néi

Bai 11.
TRIEN KHAI CHINH SACH GROUP POLICY.

Céc ndi dung chinh sé duge dé cap:

v’ Trién khai chinh sich GPO co ban.
v/ Giam sét tép tin va bat xoa file.
v’ Trién khai chinh sach gigi han phan mém.

11.1 Trién khai chinh sich GPO co ban.

1. Yéu cau bai lab: trién khai chinh sach trén Domain:
+ Pat man hinh nén Desktop tat ca cac may tinh.

+ Khda Registry.

+ Khéng hién thi Last Logon.

+ Khoa Task Manager.

+ Cam DOS Command.

+ Remove RUN.

+ Sao luu phuc hoi Group Policy.

2. Yéu cau chuan bi:

+ Mot may Server Windows Server 2012 Datacenter di nang cap 1én Domain
Controller :bkaptech.vn.

+ Tao cac OU tuong tng.
+ Trién khai cac chinh séch trén phong ban IT.

+ Kiém tra cac chinh sach khi &p dung cho phong ban IT biang cach dang nhap tai
khoan thuoc phong ban IT trén may BKAP-WRK08-01.

| Microsoft Sl
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HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

BACHKH <A

EDUCATION \P

3. M0 hinh Lab:

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Lab 11.1 Trién khai chinh sdch GPO co ban

@ Mm:berOf
@ Menber Of @ HANOI

user

BACHKH A

EEXTYSITTWAPTEC

BKAP-DC12-01

IP address : 192.168.1.2
Gateway : 192.168.1.1
DNS :192.168.1.2
Domain : bkaptech.vn

Thire hién trén phong ban IT:

+ Cim DOS Command.

+ Remove RUN.

+ Khoa Registry.

+ Khong hién thi Last Logon.

+ Khoa Task Manager

+ Pit man hinh nén Desktop trén tat ci may tinh.
+ Sao Iwu phyc hoi GPO.

BKAP-WRK08-01 ‘ BKAP-WRK08-02
IP: 192.168.1.11/24

IP: 192.168.1.10/24 ‘ ‘
GW: 192.168.1.1 . I GW: 192.168.1.1
Preferred DNS: 192.168.1.2 .\Iﬁ_.i ) I—;-—_

L

= a Preferred DNS: 192.168.1.2

Hinh 11.1

So d6 dia chi nhu sau:

Thong so BKAP-DC12-01 | BKAP-WRKO08-01
IP address 192.168.1.2 192.168.1.10
Subnet Mask 255.255.255.0 255.255.255.0
Gateway 192.168.1.1 192.168.1.1

DNS server 192.168.1.2 192.168.1.2

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011

CAC DOl TAC VA THUONG HIEU DAO TAO




BACHKH A HE THONG DAO TAO CNTT QUSC TE BACHKHOA-APTECH
EENISAETW APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

Hwéng dan chi tiét:

e Thuc hién trén mady BKAP-DC12-01,tao OU, group, User nhu mé hinh, add
user vao Group.

5 pc1z-01 xw (5 WRKDS-D1

=]

Server Manager * Dashboard

File Action View Help

Ls — Y

U W EEIEEET EEY YA
E All S

!: en ] Active Directory Users and Com|| Name Type Description
Inl I | Saved Queries 2, GG_S Sale Security Group...
2 DNS 4 3 b!(EPtECh-V” 2 nghiakv User
- B [ Builtin
EE File and [ Computers

I+ (2] Domain Controllers

- [ ForeignSecurityPrincipal:

[ Managed Service Accour
71 Users

4 [3] HANOI

[EARL

2] Sale

Website: www.bachkhoa-aptech.com . S =
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO

Tel: (04) 3755.4010/ (04) 3755.4011



BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Tao thu muc wallpaper trong 6 C ( thu myc chira background man
hinh nén ), tién hanh chia s¢ thu muc.

(5 pC12-01 l (5 WRKD8-01 l
&

Server Manager * Dashboard

I®% Dashboard WELCOME TO SERVER MANAGER

i3 wallpaper Properties

B Local Server

ii All Servers

General | Sharing |Se‘.':1.|ri’r).r I Previous Versions | Customize |

Im ADDS Metwork File and Folder Sharing

é‘g DNS wallpaper (C) »

= ) . l | Shared

BE File and Storage Services D -
Metwork Path:

"WEBKAP-DC12-01 wallpaper
-

Advanced Sharing

Set custom permissions, create multiple shares, and set other
advanced sharing options.

%36)

LEAR | '@'Mvanced Sharing....

Cmumai

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO

Tel: (04) 3755.4010/ (04) 3755.4011



BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

e Cau hinh GPO trén may BKAP-DC12-01 :Tao céc chinh sach trén phong
ban IT.
o Vao Server Manager / Tools / Group Policy Management.

Server Manager

= ".\c:}' | r Manage Tools View

Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

.COME TO SERVER MANAGER

Active Directory Users and Computers

° Configure this local servf | apsi it

Component Services
CK START

Computer Management

M

Add roles and features o
Defragment and Optimize Drives

DNS

(W8]

Add other servers to mana

Event Viewer

I 4 Create a server group || Group Policy Management
) iSCSl Initiator

Local Security Policy

ODBC Data Sources (32-bit)

ODBC Data Sources (64-bit)

(RN MORE

Performance Monitor

Resource Monitor

.ES AND SERVER GROUPS R i
523 | Servergroups:1 | Servers total: 1 Security Configuration Wizard

| | Services

Website: www.bachkhoa-aptech.com =
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO prec CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

o Tai cira s6 Group Policy Management, click chudt phai vao OU IT,
chon Create a GPO in this domain, and LinKk it here...

[y DC12-01 > | [FwWRKDB01  *

__ﬁ File Action View Window Help

e 2E o XEc B

:g Group Pelicy Management IT
4 *ﬂl Forest: bkaptech.vn Linked Group Policy Objects |Gmup Policy Inhertance | Delegation
A & Dornains
4 3 bkaptechwn Link Order GFO
i/ Default Domain Policy &
p 2] Domain Controllers .
4 [Z] HANOI
] | -
pElS | Create a GPQ in this domain, and Link it here...
b (5 Grou Link an Existing GPO...
b Ly WMI Block Inheritance
b [ Start

b [ Sites Group Policy Update...
;ﬁ“ Group Policy Group Policy Modeling Wizard...
[ Group Palicy Mew Organizational Unit
View 3
MNew Window from Here
Delete
Rename

Refresh

Properties

Help

Website: www.bachkhoa-aptech.com

Tel: (04) 3755.4010/ (04) 3755.4011 —




B ACHKH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

o Tai ctra s6 New GPO, nhap vao :
= Name : set wallpaper
OK.

(5 pc12-01 xw 5 wRKkog-01 %
E

iz File Action View Window Help
IEEEEEEL

_Lg Group Policy Management IT
4 & Forest: bkaptech.vn
4 E Domains
4 Tij bkaptech.vn . Link Drder GFO
s Default Domain Policy =
I+ 2] Domain Controllers A
4 (3] HANOI
B A
b (2] Sale -
[ Q Group Policy Objects
[ f_; WM Filters
[ @ Starter GPOs Name:
b @ Sites |se‘t wallpaper]
E@"‘ Group Policy Modeling
(¢, Group Policy Results Source Starter GPO:
|[r10ne}

Linked Group Folicy Objects |Group Policy Inheritance I Delegation

Website: www.bachkhoa-aptech.com = 5 < = X
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO Microsoft CompTlA 542
Tel: (04) 3755.4010/ (04) 3755.4011



B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH

o Click chudt phai tai chinh sach set wallpaper vira tao, chon Edit..

5 otz -

g

5l File Action View Window Help

«5 3E & BHE

5L Group Palicy Management IT
4 4& Forest: bkaptech.vn Linked Group Policy Objects |Group Palicy Inheritance I Dielegation |
4 E Domains
A fi bkaptech.vn Link Drder GPO
5 Default Domain Policy = & -
p (2] Domain Controllers A | Bt |
4 [31 HANOI Enforced
4B - Link Enabled
=[ set wallpaper e o .
b B ESEEIE pap 3 Save Report...
b [t Group Policy Objects Delete
[ ﬁ WHI Filters Rename
[ Eﬂ Starter GPOs Refresh
b (@ Sites

E’ﬂ Group Pelicy Modeling
[ Group Pelicy Results

Website: www.bachkhoa-aptech.com

Tel: (04) 3755.4010/ (04) 3755.4011



BACHKH A

EEXEYSIETW APTECH

HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Tai cira s6 Group Policy Management Editor, click chon vao User
Configuration / Policies / Administrative Template.. / Desktop /

Desktop.

= Chonvao Desktop Wallpaper.

5 pc12-01 x} FiWRKDs-01 %

E G
=L File Action View Window Help
&= 2 ¢ @

File Action View Help

= Hm v

= set wallpaper [BKAP-DC12-01.BKAPTECH.VN] P
4 & Computer Configuration

p [l Policies

b 7] Preferences
4 % User Configuration

4 [ Policies

[[z b [ Software Settings
b b [ Windows Settings
[ ,:‘a Sitel 4 [ Administrative Terplates: Policy defi
;’& Gro p [-] Control Panel
4 G 4 [ ] Desktop
[ ] Active Directory
|| Desktop
B [ Network

7] Shared Folders
7] Start Menu and Taskbar
I ] System
I -] Windows Components
[z Al Settings
b ] Preferences

Desktop Wallpaper

Edit policy setting

Requirements:
At least Windows 2000

Description:

Specifies the desktop background
("wallpaper") displayed on all
users' desktops.

This setting lets you specify the
wallpaper on users' desktops and
prevents users from changing the
image or its presentation. The
wallpaper you specify can be
stored in a bitmap (*.bmp) or JPEG
(*jpg) file.

To use this setting, type the fully
qualified path and name of the file
that stores the wallpaper image.
You can type a local path, such as
Ch\Windows\web'\wallpaperihome

innnralIMC nath sirch as

Setting
2] Enable Active Desktop
A |iZ] Disable Active Desktop
=] Prohibit changes
Flocsiopvlpoper |
|| Prohibit adding items
|i£] Prohibit closing items
2] Prohibit deleting items
2] Prohibit editing items

Disable all iters
Add/Delete items
Allow only bitmapped wallpaper

Extended / Standard /

11 settingl(s)

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com

Tel: (04) 3755.4010/ (04) 3755.4011
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH

= Click vao Desktop Wallpaper, chon Edit.

Fipciz-01 H,J_-'_i'imma-m xl

Z Gr

# File Action View Window Help

a| HE

File Action View Help

= HmE T
b =[ set wallpaper [BKAP-DC12-01.BKAPTECH.VN] P¢
P 4 & Computer Configuration
1 ] Policies .
I 7| Preferences Desktap Wallpaper Setting .
4 #®, User Cenfiguration Enable Active Desktop
g Edit policy setting A |i| Disable Active Desktop

4 Peolicies
= Prohibit changes

] Software Settings Requirements:
b [ Windows Settings At least Windows 2000 ] Desktop Walloaper |

b ibi Edit
CE Sit 4 [ | Administrative Templates: Pelicy defi L Prohibit
v Description: Prohibit Filter On
G oo I [-] Control Panel o
e G Specifies the desktop background Prohibit y .
[ Gro 4 [ Desktop ("wallpaper") displayed on all o Filter Options...
[ 7] Active Directory users' desktops. Prohibit Re-Apply Filter
[ Desktop Disable 3
b 7 Network This setting lets you specify the Add/Del All Tasks 4
wallpaper on users' desktops and
[ Shared Folders prevents users from changing the Allow an Help
b [ Start Menu and Taskbar image or its presentation. The
b [ System wallpaper you specify can be
b [ Windows Components stored in a bitmap (*.bmp) or JPEG
Al Settings (*Jpg) file.

I ] Preferences

To use this setting, type the fully
qualified path and name of the file
that stores the wallpaper image.
You can type a local path, such as
ChWindows\web\wallpaperihome v
inn e a NG nath_such as <l

(<] n | | > ||, Extended / Standard /
Edit Administrative Templates policy setting

m [>]

Website: www.bachkhoa-aptech.com > F < = X
Email: care@bachkhoa-aptech.com CAC BOI TAC VA THUONG HIEU DAO TAO Microsoft CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B W APTECH bia chi: Toa nha HTC, 236B HOéng Qu6'c Viét, Cau Giéy, Ha N@l

o Tai ctra s6 Desktop Wallpaper, click vao Enable.
= Tai Wallpaper Name : dua vao duong dan folder wallpaper
vira share o trén.
» Wallpaper Name : \\192.168.1.2\wallpaper\abc.jpg

Eipciz-01 |||J_F|'iwm<oam x|

F

2 File Action View Window Help

G

o= sE | B=

__g Group Poli
4 ‘ﬁ‘ Forest:
4 E Do

4 5

Ef

[E] Desktop Wallpaper

O Not Configured ~ COMMeNt:
® Enabled

O Disabled
Supported on:

Options:

Group Policy Management Editor =

Previous Setting | | Next Setting

At least Windows 2000

Help:

Wallpaper Name:

Specifies the desktop backgroeund ("wallpaper") displayed on all
users' desktops.

|\\192.‘I 68.1.2\wallpaperiabe.jpg

Example: Using a local path:
Chwindows\web\wallpaperihome.jpg

Example: Using a UNC path:
WWServer\Share\Corp.jpg

Walper e

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com

This setting lets you specify the wallpaper on users' desktops and
prevents users frem changing the image or its presentation, The

wallpaper you specify can be stored in a bitmap (*.bmp) or JPEG

(*jpg) file

To use this setting, type the fully qualified path and name of the
file that stores the wallpaper image. You can type a local path,
such as C\Windows\web\wallpaperithomejpg or a UNC path,
such as \\5Server\Share\ Corp.jpg. If the specified file is not
available when the user logs on, no wallpaper is displayed. Users
cannot specify alternative wallpaper. You can also use this
setting to specify that the wallpaper image be centered, tiled, or
stretched. Users cannot change this specification.

If you disable this setting or do not configure it, no wallpaper is
displayed. However, users can select the wallpaper of their
cheice.

OK || Cancel || Apply

Tel: (04) 3755.4010/ (04) 3755.4011

CAC DOI TAC VA THUONG HIEU DAO TAO
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file://192.168.1.2/wallpaper/abc.jpg

BACHKH A

o Cap nhat GPO:

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Quadc Viét, Cau Gidy, Ha Noi

= Cmd /g0 Iénh gpupdate /force

5 pe12-01 (5 WRKDB-01
=L File Action View Window Help
e« 2E 6 HE
@ Group Poli Group Policy Management Editor = |[=I]] =
A Q_ Forest:
4 [£ Do File Action View Help
45| 4= = Administrator: C:\Windows\system32\cmd.exe - gpupdate /force \;‘i-
F el icrosoft Windows [Uersion 6.2.928081 -
4 (c» 2812 Microsoft Corporation. All rights reserved. -
4 4 i =
sUserssAdninistrator>gpupdate force
pdating policy...
PR
[ ¥
I
I
b L Sitel
sra Gro
) Gro
W
b | Windows Components stored in a bitmap (*.bmp] or JPEG
2. All Settings (*ipg) file.
I (| Preferences T Ao mie el £

CAC BOI TAC VA THUONG HIEU DAO TAO
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

e Chuyén sang may Clien Win 8, diang nhap bang tai khoan hungnq trong
phong ban IT dé kiém tra.

Other user

bkaptech.vn\hungng

sssssses

Sign in to: bkaptech.vn
How do | sign in to anothe

o Client da cap nhat man hinh nén thanh cong.

BACHKH <A




B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

e Chuyén vé may BKAP-DC12-01, tao chinh sach Block Registry.
o Click chudt phai tai OU IT, chon Create a GPO in this domain...

P DC12-01 % | (FJWRKDS-01 X

g File Action View Window Help

YRR TR

5 Group Policy Management IT
4 g Forest: bkaptechan Linked Group Policy Objects |Emup Policy Inheritance | Delegation
4 [ZL Domains
A fj'é bkaptech.vn . Link Drder GPO
=/ Default Domain Policy & 1 i/ set wallpaper
p 2] Domain Controllers A
4 (3] HANOI
A |ELL .
Create a GPO in this domain, and Link it here... |
b 5] Link an Existing GPO...
b % G Black Inheritance
b L W .
b Eﬁ 5t Group Policy Update...
[ .:a Sites Group Policy Medeling Wizard...
pid Greup Po Mew Organizational Unit
:E‘ Group Po )
View 3

MNew Window from Here

Delete
Rename

Refresh

Properties

Help

Website: www.bachkhoa-aptech.com % ; =< = 2 s
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO [l Aprech ;e NI 7 760003000 8 CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011 —
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BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha N§i

o Tai ctra s6 New GPO, nhap vao tén Name : Block registry.

5 pC1z-01 * Hﬁwnma—m x|

F

2 File Action View Window Help
e 2z 8| XE & @ =

ﬂ Group Policy Management IT
F éﬁx Forest: bkaptech.vn
4 (£ Domains
4 [ bkaptech.vn Link Drder GFO
i/ Default Domain Policy 1 i/ set wallpaper
p 2| Domain Controllers
4 [Z] HANOI
43T
Eﬂ set wallpaper =

Linked Group Policy Objects | Group Policy Inheritance | Delegation

bbb

4

b @ Stal  Mame:
b [ Sites [Block Registn]
5% Group Pol
(%, Group Pol Source Starter GPO:

|{|'10ne}

Website: www.bachkhoa-aptech.com > F < = X
Email: care@bachkhoa-aptech.com CAC DOl TAC VA THUONG HIEU DAO TAO Microsoft CompTlA 550
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B W APTECH Pia chi: Toa nha HTC, 236B HOi‘Ing Qu6c Viét, Cau Giéy, Ha Néi

o Click chuét phai vao chinh sach Block Registry vira tao, chon Edit.

5 pc12-01 x] [y wRKoB-01 X
= Server Manager

Server Manager * Dashboard

D d WELCOME TO SERVER MANAGER

B Local Server

ii All Servers _% File Action View Window Help _Jalx
i§l AD DS Y E R )G
2 DNs |5, Group Policy Management IT
BE File and Stor “ &gri:t: bk.aptech‘vn Linked Group Policy Objects |Gr0up Policy Inhertance | Delegation
P omains
4 i bkaptechwn Link rder GPO Enforced Link Enabled GPO Status WMI Fitter Me
5/ Default Domain Policy &= 1 =i/ set wallpaper Mo Yes Enabled Mone 1/
| Domai | Block Registry =
Is % E::g:ﬂ Controllers A [5’ Edit
“= = - Enforced
pET
b 5] Sale _ Link Enabled
I (5t Group Policy Objects Save Report...
b 5 WMIFilters
I .:H Starter GPOs Delete
I L@ Sites Rename
5 Group Palicy Modeling Refresh
[ Group Policy Results
< m >

Website: www.bachkhoa-aptech.com % 5 % = <
Email: care@bachkhoa-aptech.com CAC BOI TAC VA THUONG HIEUDAO TAO Il Aprechs: s [ WV /76 0000 & CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011
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HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha N§i

BACHKH A

EEXEYSIEYW APTECH

o Tai cira s6 Group Policy Managerment Editor, chon vao muc User
Configuration / Policies / Administrative Templates .. / System
,chon vao chinh séch Prevent access to registry editing tools., tai day
click chuot phai chon Edit.

5 pe12-01 x] P WRKoB-01L ¥

i

Server Manager

File Action View Help

Y IEN ol

:EJ Block Registry [BKAP-DC12-01.BKAPTECH.VN] P
4 % Computer Cenfiguration
I 7| Policies
I | Preferences
a % User Configuration
4 | Policies
b [ Software Settings
b [ Windows Settings
4[] Administrative Templates: Policy defin
b | Control Panel
b [ Desktop
b Metwork
1 Shared Folders
b ] Start Menu and Taskbar
= System
b 7] Windows Components
_:_‘ All Settings
I 1 Preferences

< m

Prevent access to registry editing
tools

Edit policy setting

Requirements:
At least Windows 2000

Description:
Disables the Windows registry editor
Regedit.exe.

If you enable this policy setting and
the user tries to start Regedit.exe, a
message appears explaining that a
policy setting prevents the action.

If you disable this policy setting or do
not configure it, users can run
Regedit.exe normally.

To prevent users from using other
administrative tools, use the "Run
only specified Windows applications”
policy setting.

Setting

[ Ctrl+ Alt+Del Options

[ Driver Installation

[ Folder Redirection

[ Group Policy

[ Internet Communication Management
[ Locale Services

| Logon

[ ] Performance Contrel Panel

[l Power Management

[] Removable Storage Access

| Scripts

[ User Profiles

] Windows HotStart

i=| Download missing COM components
Century interpretation for Year 2000

Restrict these programs from being launched from Help

Do not display the Getting Started welcome screen at logon

Custom User Interface
| Prevent access to the command prompt
vent access to registry editing tools
i=) Don't run specified Windows applications
Run only specified Windows applications
liz] Windows Automatic Updates

Not configured
Mot configured
Mot configured
Mot configured
Not configured

Mot configured

< n

Extended /(Standard /

Edit Administrative Templates policy setting

Filter On

Filter Options...

Re-Apply Filter

All Tasks

Help

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011

CAC DOI TAC VA THUONG HIEU DAO TAO
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
ESAEW APTECH bia chi: Toa nha HTC, 236B Hoa‘lng Qu6'c Viét, Cau Giéy, Ha Néi

o Tai cira s6 Prevent access to registry editing tools , click chon vao
Enable , Apply , OK.

5 pC12-01 x] 5 WRKD8-01  *

i

Server Manage

[} Preventaccess to registry editing tools

Previous Setting | | Next Setting

) Mot Configured Comment:
® Enabled

) Disabled State
Supported on: [ At |east Windows 2000

Options: Help:

Disable regedit from running silently? Disables the Windows registry editor Regedit.exe,

Yes v If you enable this policy setting and the user tries to start
Regedit.exe, a message appears explaining that a policy setting
prevents the action.

If you disable this policy setting or do not configure it, users can
run Regedit.exe normally.

To prevent users from using other administrative tools, use the
"Run only specified Windows applications" policy setting. onents Mot configured

2000 Mot configured
eing launched from Help Mot configured
ed welcome screen at logon Mot configured

Mot configured
d prompt Mot configured

g tools Mot configured

pplications Mot configured

pplications Mot configured

Mot configured

< m > Extended [ Standard

www.bachkhoa-aptech.com , R = A -
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAOTAO [l Aprech & oo | 553
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Cap nhat chinh sach bang lénh gpupdate /force trong cmd.

{57 pc12-01 (51 WRK0B-01
: Server Manage

Administrator: C\Windows'\system32\cmd.exe

icrosoft Windows [Uersion 6.2.92881]
{c» 2012 Microsoft Corporation. All rights reserved.

sUserssAdministrator>gpupdate sforce
pdating policy...

omputer Policy update has completed successfully.
ser Policy update has completed successfully. Stat
ate

NUserssAdministrator>

pgement

FELT message appears explaining that a F
I | Windows Components policy setting prevents the action. | User Profiles
<2 All Settings | Windows HotStart

If wan dizahle thic nnlice cettina ardn 0~

[ TS —.

e Chuyén sang may Client Win 8 dang nhap bang tai khoan hungng trong
phong ban IT dé kiém tra.

(5pc12-01 (51 WRK08-01

ol

(%] Registry Editor B3

\Q‘ Registry editing has been disabled by your administrator.

554
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
, Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

e Chuyén sang may BKAP-DC12-01, tao thém chinh sach chin Task
Manager.
o Click chudt phai tai OU IT, chon Create a GPO in this domain...
o Tai ctra s6 New GPO, nhap vao tén chinh sich Name : Chin Task
Manager.
o Click chudt phai vao chinh sach vira tao, chon Edit.

5 pc12-01 | (51 WRKD8-01 |
=] Server Manager
Server Manager * Dashboard
{88 Dashboard WELCOME TO SERVER MANAGER
i Local Server | = Group Policy Management -|O -
5 Allservers | 2 File Action View Window Help =
i@l ADDs &= 7 6| B
% DNS &, Group Policy Management T
iﬁ File and Stor. 4 ﬁ_};re;t: bk.aptech.vn Lirked Group Policy Objects |Grc|.|p Policy Inheritance I Delegation
A omains
4 F3 bkaptechwn Link Drder GPO Erforced Link Enabled GPO Status WMI Fitter M
s/ Default Domain Policy = 1 sz st wallpaper No Yes Enabled None 1/
b 2] Domain Controllers A 2 |,§=§J'Block Registry No s Enabled MNone
4 (51 HANOI chan Task Manager b= Fait oe Enabled None
b EIT
b 2] Sale o Enforced

b [ Group Policy Objects : Link Enabled

I» —‘W WMI Filters Sl

I 3] Starter GPOs

i [ Sites Delete
¥ Group Policy Madeling Rename
[ Group Policy Results Refresh
< [ >

Website: www.bachkhoa-aptech.com
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Tel: (04) 3755.4010/ (04) 3755.4011



BACHKH A

ERXRYSIETW APTECH

HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Tai ctra s6 Group Policy Management Editor, chon vao User
Configuration / Policies / Administrative Template... / System /
Ctrl+Alt+Del Options. Chon vao chinh sach Remove Task Manager.

5 pc12-01 x} ) wRKD8-01
]

File  Action

View Help

Server Manager * Dashboard

e =

= H

< L}

4 42, User Configuration
4 ] Policies
I [ Software Settings
I [ Windows Settings
4 || Administrative Templates: Policy
b | Control Panel
I [] Desktop
b Metwork
| Shared Folders
B || Start Menu and Taskbar
4[] System

| Ctrl+Alt+Del Options
| Driver Installation
| Folder Redirection
[ Group Policy

b [ Internet Communication M
| Locale Services
7] Legen
| Performance Control Pane
| Power Management

| Removable Storage Access
[ Seripts

] User Profiles

] Windows HotStart

Remave Task Manager Setting
|| Remove Change Password

Edit policy setting A |iZ] Remove Lock Computer

Remove Task Manager

=] Remove Logoff

Requirements:
At least Windows 2000

Description:
This policy setting prevents users
from starting Task Manager.

Task Manager (taskmgr.exe) lets
users start and stop programs;
muoniter the perfermance of their
computers; view and monitor all
programs running cn their
computers, including system
services; find the executable
names of programs; and change
the priority of the process in
which programs run,

If you enable this policy setting,
users will not be able to access
Task Manager. If users try to start

Taclk Mananer a meccans annearc

v

G —— >

Extended /{ Standard /

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com

Tel: (04) 3755.4010/ (04) 3755.4011
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Tai ctra s6 Remove Task Manager , click vao Enable , Apply , OK.

5 pc1z-01 ] (53 WRKD8-01 1

Server Manager * Dashboard

= Group Policy Management Editor HE
BEE W File  Action  View Help
# Locals ‘$$| & ._'=P| 7] | i

05 AllSen|| 2 4 Use| A Remove Task Manager

o 4 [
Il AD DS

; b Ei e e Previous Setting | | MNext Setting |
ez DNS b

- 4

NE File an 1 O Not Configured Comment:

(®) Enabled

(O Disabled s
Supported oni [ a¢ jeast Windows 2000 -

Opticns: Help:

This policy setting prevents users from starting Task Manager. -~

Task Manager (taskmgr.exe] lets users start and stop programs;
monitor the performance of their computers; view and monitor
all pregrams running on their computers, including system
services; find the executable names of programs; and change the
pricrity of the process in which programs run.

If you enable this policy setting, users will not be able to access
Task Manager. If users try to start Task Manager, a message
appears explaining that a policy prevents the action.

£ If you disable or do not configure this policy setting, users can

. access Task Managerto start and stop programs, monitor the
4 sefting(s] performance of their computers, view and menitor all programs
running on their computers, including system services, find the
executable names of programs, and change the priority of the
process in which programs run,

!

| QK || Cancel || Apply |

Website: www.bachkhoa-aptech.com
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Quadc Viét, Cau Gidy, Ha Noi

o Cap nhat chinh sach bang lénh gpupdate /force trong cmd.

5 pc12-01 (53 WRKDB-01

™= 11 1

Administrator: CAWindows\system32\cmd.exe

UserssAdministrator>gpupdate ~force
pdating policy...

omputer Policy update has completed successfully.
zer Policy update has completed successfully.

UserssAdministrator>gpupdate ~force
pdating policy...

omputer Policy update has completed successfully.
ser Policy update has completed successfully.

NUserssAdministrator?

neare ctart and chan Araarame

e Chuyén sang may Client Win 8 kiém tra, Task Manager d3 bi khoa.

Toolbars ’

Show the desktop

—

\/7 Lock the taskbar

Properties

558



B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B W APTECH Pia chi: Toa nha HTC, 236B HOi‘Ing Qu6c Viét, Cau Giéy, Ha Néi

e Chuyén vé may BKAP-DC12-01, tai OU IT, tao chinh sach Block cmd.

Fpciz-01 ||E;|wmcoam x|

= Server Manager

Server Manager * Dashboard

D d WELCOME TO SERVER MANAGER
i Local Server
ii All Servers 3 File Action View Window Help _Jal=
il AD DS @ n G| e
E% DNS & Group Palicy Management IT
#§ File and Stor{| a greDm bkaptech.vn Linked Group Policy Objects | Group Policy Inhertance | Delegation
i omains
4 34 bkaptechwn Link®rder GPO Erforced Link Enabled GPO Status WMI Fitter M
s/ Default Domain Policy = 1 2 set wallpaper No Yes Enabled None 1/
p (&1 Domain Controllers 2 =/ Block Registry No Yes Enabled None: 1/
4 [Z] HANOI -~ 3 Eﬁfchan Task Manager No Yes Enabled Nore 1/
b3 _— @ :  [ieo Enabled None
I 2] Sale —

I [= Group Palicy Objects
I [ WMI Filters
I .E Starter GPOs
b [ Sites
¥ Group Policy Modeling
[ Group Policy Results

Website: www.bachkhoa-aptech.com - Sz = _
Email: care@bachkhoa-aptech.com CAC BOI TAC VA THUONG HIEUDAO TAO Il Aprechs: s [ WV /76 0000 & CompTlA
Tel: (04) 3755.4010/ (04) 3755.4011
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Tai ctra s6 Group Policy Management Editor, click vao User
Configuration /... System , chon vao chinh sach Prevent access to
the command prompt.

= Tai chinh sach nay, click chuét phai chon Edit, Enable , Apply
, OK.

Hipcia-01 ‘ (551 WRKDE-01 ‘

™ 1| 1

A Prevent access to the command prompt

E} Prevent access to the command prompt

Previous Setting | | Next Setting |

0 Lg ) Not Configured Comment: -~
BE Al @ ensbled
[H]
" O Disabled v .
[+] .
em D Supported 60 | At jeast Windows 2000 ,\
g A v

Options: Help:

Disable the command prompt script processing This policy setting prevents users frem running the interactive ~

command prompt, Cmd.exe. This policy setting also determines

lso?
as0 whether batch files (.cmd and .bat) can run on the computer,
MNa v
If you enable this policy setting and the user tries to open a bnents
command window, the system displays a message explaining boon

that a setting prevents the action. .
Eing launched from | =

If you disable this policy setting or do not configure it, users can ed welcome screen
run Cmd.exe and batch files normally,
. _ H t
Note: Do not prevent the computer from running batch files if promp
the computer uses logen, logoff, startup, or shutdown batch file g tools
scripts, or for users that use Remote Desktop Services. plications
plications

<

e

| CK || Cancel || Apply |

Website: www.bachkhoa-aptech.com s
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO 560

Tel: (04) 3755.4010/ (04) 3755.4011




BACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Quadc Viét, Cau Gidy, Ha Noi

o Cap nhat chinh sach bang l1énh gpupdate /force trong cmd.

51 pc1z-01 [5}] WRKDB-01

icrosoft Windouws [Version 6.2.920881]

UzeressAdministrator>gpupdate ~force
pdating policy...

omputer Policy update has completed successfully.
ser Policy update has completed successfully.

UserssAdministrator?gpupdate ~force
pdating policy...

omputer Policy update has completed successfully.
gzer Policy update has completed successfully.

slUserssidministrator>gpupdate Aforce
pdating policy...

omputer Policy update has completed successfully.
ser Policy update has completed successfully.

ssUserssAdministrator

omponents

palicy setting 3|_5° determines iz| Century interpretation for Year 2000
whether batch files (.cmd

[ Start Menu and Taskbar

8 Custrm

e Chuyén sang may Client Win 8 kiém tra chinh sach Block cmd.

Restrirt these nrnnrames from heinn lannched fron =

(51 pC12-01 (5] WRK08-01
3
ik
(RECYCICBIN
= CAWindows\system32\cmd.exe =

icrosoft Windows [Uersion 6.3.960801]
(c> 2813 Microsoft Corporation. All rights reserved.

he command prompt has been disabled by your administrator.

ress any key to continue . . . _

ULCN =y | Microsoft | Uil | ComgTiA



BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
, Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

11.2 Giam sat tép tin va bat xoa file.
1. Yéu cau bai lab:

+ Tao OU, tai khoan nguoi dung va tai khoan nhém theo mién bkaptech.vn
+ Tao lan luot cac thu muc 1T, Sale trén may BKAP-SRV12-01.

+ Cau hinh giam sét tép tin va bat xoa File

+ Kiém tra sau khi x6a file.

2. Yéu cau chuan bj:

+ Méay BKAP-DC12-01 dung dé tao OU, Group, User.

+ May BKAP-SRV12-01 Join vao mién, dung dé tao thu muc va phan quyén truy
cap thu muc.

+ May BKAP-WRKO08-01 Join vao mién dung dé kiém tra xoa file.
3. Mb hinh Lab:

HE THONG PAO TA0 NTT QUOC TE BACHKHOA-APTECH BACHKH A

APTE

Lab 11.2 Gidm sdt tép tin va bit xéa file.

BKAP-DC12-01

IP address : 192.168.1.2
Gateway : 192.168.1.1
DNS :192.168.1.2
Domain : bkaptech.vn

@ Menber Of @
user Go‘m
Menber Of
AT 6
user

Group Sale

—t

Z ~ N -
o i -

T
BKAP-SRV12-01 N—

‘ IP address : 192.168.1.3

Gateway : 192.168.1.1

DNS :192.168.1.2 =
Join Domain : bkaptech.vn __ Sale
A 4 1
BKAP-WRK08-01 ‘ ‘ BKAP-WRKO08-02

IP: 192.168.1.10/24 ! ‘ IP: 192.168.1.11/24

GW:192.168.1.1 L_ | GW: 192.168.1.1

Preferred DNS: 192.168.1.2 = 3 : NS:
- i'—:-; o  Preferred DNS: 192.168.1.2

— X
R |

Hinh 11.2

Website: www.bachkhoa-aptech.com
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BACHKH A

EDUCATION

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH

Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

So dé dia chi nhw sau:

Thong s6 BKAP-DC12-01 | BKAP-SRV12-01 | BKAP-WRK08-01
IP address 192.168.1.2 192.168.1.3 192.168.1.10
Subnet Mask 255.255.255.0 255.255.255.0 255.255.255.0
Gateway 192.168.1.1 192.168.1.1 192.168.1.1

DNS Server 192.168.1.2 192.168.1.2 192.168.1.2

Huwéng ddn chi tiét:

e Trén may BKAP-DC12-01, thuc hién tao OU, Group, User, add User vao
Group.

5 pc1z-01 1 (5 sRv12-01 1 (5} WRKDB-01 1
&

Server Manager * Dashboard
: = (O -
File Action View Help

i Local 54 $$| ﬂ |j|DE.._'=P| | LamTESR

Active Directory Users and Computers

. ] Active Directory Users and Com|| Name Type Description
Il ADDS b [ Saved Queries 2 hungng User

8 DNs 4 F L{kﬂpte.ch-V" 82,6657 Security Group...

- [+ || Builtin

H§ File and p [ Computers

- |2 Demain Controllers
p || ForeignSecurityPrincipals
[ [ Managed Service Accour

B[] Users
4 (3] HANOI
= m
2] Sale
btora
ility
< m >

Website: www.bachkhoa-aptech.com
[Email: care@bachkhoa-aptech.com
Tel: (04) 3755.4010/ (04) 3755.4011
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Kiém tra phan giai dia chi IP :

51 pc1z-01 (51 sy 12-01 [53 WRKDB-01
e Ser

Server Manager * Dashboard

X Administrator: C:\Windows\system32\cmd.exe - nslookup HE

icrosoft Windows [Uersion 6.2.92881]
(c> 2812 Microsoft Corporation. All rights reserved.

-
[T
[
&
[

=
=

m | >

B Llocal sUserssAdministrator>ns lookup

AR 1 5oy kg ocie Oiblovtoch-on Networ
f§i AD DS |
:% DNS I » Metwork Connections

ii File an

ROLES AND SERVE

Roles: 3 Server grou
a
IEl AN n<

e Chuyén sang may BKAP-SRV12-01, tién hanh Join vao domain, ding nhap
bang tai khoan Administrator.

Other user

bkaptech.vn\administrator
oooooooo| L

Sign in to: bkaptech.vn

CAC DOI TAC VA THUONG HIEU DAOTAO W Aprech it iom: m ComgTIA 564




B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
APTECH Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o Vao 6 C cua may SRV12-01. Tao thu muc HN, trong thu muc HN, tao
2 thu muc IT va Sale.

o Tién hanh chia s¢, phan quyén 2 thu muc IT va Sale(xem lgi bai Lab
10.1)

Home Share View

CROREE |_1.. » Computer + Local Disk (C) » HN

v ¢
¢ Favorites Mame Date modified Type Size
B Desktop e IT 1/7/2016 7:53 PM File folder
j Downloads | L Sale 1/7/2016 7:53 PM File folder

“El Recent places

[ Libraries

@ Documents

Ji Music
[ Pictures
! Videos

L Computer

e_ Metwork

2 items

Website: www.bachkhoa-aptech.com

Tel: (04) 3755.4010/ (04) 3755.4011



BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Cau hinh ghi lai hoat d6ng caa thu muc:
= Trong cira s6 Advanced Security Settings for 1T, chuyén sang
tab Auditing, tai day click vao Add.

5 pe12-01 ] (51 sRv12-01 ] (551 WRKDS-01 ]
= Server Mar

Advanced Security Settings for IT
B Local Server
- Mame: CAHNAT
i Al Servers HN
—_— Owner: Administrators (BKAP-5RV12-01\Administrators) '@' Change
WE File and Storage Sef
Permissions Share Auditing I Effective Access |
For additional information, double-click an audit entry. Te modify an audit entry, select the entry and click Edit (if available). Iz[
Auditing entries:
Type Principal Access Inherited from Applies to

LT

Remove View
Disable inheritance

[]Replace all child object auditing entries with inheritable auditing entries from this object

R

oK || Cancel | Apply I

v - ad
For special pemissions or advanced settings,
BPA results click Advanced. o
Leam about access control and permissions
oK || cancel || pply
2items 1 item selected

Website: www.bachkhoa-aptech.com
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B HOéng Qu6'c Viét, Cau Giéy, Ha Néi

= Tai ctra s6 Auditing Entry for IT, click vao dong chit xanh
Select a principal.

{51 DC12-01 x| [y sRvi2-01 ||E;|wmcoa411 x|
S Server I

Server Manaaer * Dashboard

[HH - -

- Principal:  Select a principal

, | |
=_ Type: Success

iis yp

ii Applies to: |Thi5f0|der, subfolders and files |

Basic permissions: Show advanced permissions
[]Full control
[ Modify
Read & execute
[] List folder contents
[/ Read
[] Write

[] Special permissions

[] Only apply these auditing settings to objects and/or centainers within this centainer Clear all

Website: www.bachkhoa-aptech.com % 5 % = 2 <
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO [l Aprech ;e NI 7 760003000 8 CompTlA 567
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B ACHKH e A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
\ P » ‘ Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= Tai ctra s6 Select User, Computer ... thém vao group
GG_S_IT.

5 pc12-01 ] (57 sRv12-01 ] (51 WRK08-01 ]
[ Server M

I Auditing Entry for IT =|o] x
i Select User, Computer, Service Account, or Group _
[ 1}
i Select this object type:
ii |U5er. Group, or Buitt-in security principal | | Object Types... |
ii From this location:

|bkaptech.\rn || Locations... |

Enter the object name to select (=amples):

GG S IT Check Name= Show advanced permissions

oK ] [Cmea ]

Read

Write

Special permissions

Only apply these auditing settings to objects and/or containers within this container Clear all

Add a condition te limit the scope of this auditing entry. Security events will be logged only if conditions are met.

Add a condition

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO
Tel: (04) 3755.4010/ (04) 3755.4011
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
ESAEW APTECH bia chi: Toa nha HTC, 236B Hoa‘lng Qu6'c Viét, Cau Giéy, Ha Néi

= Chon vao dong chir xanh Show advanced permissions.

|E;|Dc12-01 x| (51 sRv12-01 x||f;|wmcoa-01 x|

=] Server Ma

Server Manaaer * Dashboard

Principal: ~ GG_S_IT (BKAPTECH\GG_S_IT) Select a principal

|
Type: | Success v |

al =I

Applies to: |Thisf0|der, subfolders and files v|

Basic permissions: Show advanced permissions
[]Full control
[ Modify
[+ Read & execute
[#] List folder contents
[+ Read
[]write

[ Special permissions

[T Only apply these auditing settings to objects and/or containers within this container Clear all

Add a condition to limit the scope of this auditing entry. Security events will be logged enly if conditions are met.

Add a condition

ok | [ Cancel

Website: www.bachkhoa-aptech.com % 5 % = 2 <
Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAOTAO [l Aprech & oo | CompTlA 569
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

= Tai cira s6 Advanced permissions, bo chon cac quyén da duoc
tich dau, chon vao cac quyén sau:
e Create file / write data
e Create folders / append data
e Write attributes
e Write extended
e Detele subfolder
o Delete.
= OK.

(5 pe12-01 ] (5} sRv12-01 ] (551 WRKDB-D1 ]
& Server Mz

| Auditing Entry for IT HE

= Principal:  GG_5_IT (BKAPTECH\GG_S_IT} Select a principal

|

ii Type: | Success v |

ii Applies to: |Thisfo|der, subfolders and files v|

Advanced permissions: Show basic permissions

[]Full control Write attributes
[[] Traverse folder / execute file Write extended attributes
[ List folder / read data Delete subfolders and files
[ Read attributes Delete
[[]Read extended attributes []Read permissions
[] Create files / write data [[] Change permissions
Create folders / append data [[] Take ownership

[ Only apply these auditing settings to objects and/or containers within this container Clear all

Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met.

Add a condition

oK | | Cancel

Website: www.bachkhoa-aptech.com

Email: care@bachkhoa-aptech.com CAC DOI TAC VA THUONG HIEU DAO TAO
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoéng QU6C Viét, Cau Giéy, Ha Néi

o Trong thu muc IT, tao cac thu muc va céc file con dé kiém tra.

Home Share View
© = [ » Computer » LocalDisk(C) » HN » IT » v & [ seachnn
=
1} Favorites Mame Date modified Type Size
B Desktop L tailieu IT 1/7/2016 &07 PM File folder
|8 Downloads ‘ D tailieu IT 1/7/2016 807 PM Text Document OKB
% Recent places

[ Libraries
@ Documents
Ji Music
[E5] Pictures

B videos
Ll Computer

f- MNetwork

2items  1item selected 0 bytes State: 3 Shared
R IIII==EEE=SS_———————

Website: www.bachkhoa-aptech.com
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH

e Chuyén sang may Domain Controller trién khai chinh sach ghi lai hoat
dong cua thu muc.
o Vao dich vy Active Directory User and Computer, di chuyén may
BKAP-SRV12-01 vao OU IT.

5 pciz-o1 x”ﬁ!s&vu—m XHﬁiWRKOa—Ol x‘
i

File Action View Help

IR EIEEER =R S YR 2-K)

3 Active Directory Users and Com|| Name Type

b [ Saved Queries %GG_S_IT Security Group - Global
4 ﬁ bkaptech.vn & hungng User

b [ Builtin {8 BICAP-SRV12-01 Computer
[ Computers

(2] Demain Controllers
b [7] ForeignSecurityPrincipals
4[] HANOI
= Im
@] Sale
| Managed Service Accour
B[ Users

Description

Website: www.bachkhoa-aptech.com
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
ESAEW APTECH bia chi: Toa nha HTC, 236B Hoa‘lng Qu6'c Viét, Cau Giéy, Ha Néi

o Trién khai chinh sach x6a File trong cac phong ban:
= Vao Group Policy Management.
= Tai OU HANOI, tao 1 chinh sach tén “bdt xéa file”.
= Click chuét phai tai chinh sach vira tao, chon Edit.

(5 pC12-01 x”f;lsavum xHﬁ‘iWRKoam xl
& Se

5L File Action View Window Help - |=] =
e 2E ¢ H
=L Group Policy Management HANOI
4 £ Forest: bkaptechan Linked Group Policy Objects |Gmup Palicy Inheritance | Delegation |
4[4 Domains
4 F bkaptechwn Link Drder GPO Enforced Link Enabled GPO Status VWM Filter
4 =/ Default Domain Policy = [ [bat xoa fils Edit i
b (2] Domain Controllers .
b 51 HANOI Enforced
b [5} Group Policy Objects v Link Enabled
I l_—% WMI Filters = Save Report...
[ .:E Starter GPOs .
b :a Sites Delete
;ﬁ Group Policy Modeling Rename
[ Group Policy Results Refresh
< m >

Website: www.bachkhoa-aptech.com % 5 % = 2 <
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B W APTECH Pia chi: Toa nha HTC, 236B HOi‘Ing Qu6c Viét, Cau Giéy, Ha Néi

o Trong cira s6 Group policy Management Editor, click vao
Compuer Configuration / Policies / Windows Settings / Security
Settings / Local Policies / Audit Policy.

= Chon chinh sach Audit object access.
= Click chuét phai tai chinh sach nay, chon Properties.

5 pc12-01 x||5's&v12-01 x||ﬁ'iwmcoa411 x

i Group Policy Management =|o] x |

i File Action View Help
les aElXE 2

4 % Computer Configuration Policy

-

Policy Setting
4[] Policies 5] Audit account logen events Not Defined
b [ Software Settings 1] Audit account management Not Defined
4 [ Windows Settings
b [~ Name Resolution Policy

1] Audit directory service access Mot Defined

5] Audit logon events Not Defined
=] Scripts (Startup/Shutdown) [ Audit object access Mot Defined
4 i Security Settings r
[ _:é Account Policies
P _;i Local Policies
| Audit Policy
[ j User Rights Assignment
> j Security Options
I _;i Event Log
I [ 4 Restricted Groups
I 4 System Services
I [ 4 Registry
b [ File System
b Fo Wired Network (IEEE 802.3) Polici—
I || Windows Firewall with Advancec
| Metwork List Manager Policies
[ F‘@ Wireless Metwork (|EEE 802.11) P¢
I [ Public Key Policies
I || Software Restriction Policies
B | Metwork Access Protection

15| Audit policy change i efined

15| Audit privilege use efined

1] Audit process tracking Mot Uefined
15| Audit system events Not Defined

< m >

Opens the properties dialog box for the current selection.
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
B W APTECH bia chi: Toa nha HTC, 236B HOéng Qué'c Viét, Cau Giéy, Ha Nél

= Tai ctra s6 Audit object access Properties, click chon vao
Define these policy settings va 2 tuy chon Success , Failure.
= Apply/OK.

51pc1z-01 x||5|s&v12411 x||ﬁiwmcoa{:1 x|

H Si
=4 Group Policy Management HE“
= File Action View Window Help []=]=

o« #5 c BE

| |

5L Group Policy Management

A & Forest: bkaptech.wn Securty Policy Setting | Explain |

i 4 [54 Domains 3 Audit object access
o A iﬂ bkaptech.vn = Link Enabled GPO Status WMI Fitter
. s/ Default Domain Po| es Enabled Nane
[ b ‘-i:l Dornain Controller [w] Define these policy settings
r b 2] HANOI
[ b -Q Group Policy Obje Audit these attempts:

I .:(, WMI Filters [ Success

I .:n Starter GPOs [ Failure

[ :@ Sites

ET:@“ Group Pelicy Modeling

(4| Group Policy Results
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Dia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha Noi

o St dung Iénh gpupdate /force trong cmd dé ap dung chinh sach.

5 pc12-01 (51 sRY12-01 {1 WRKD8-01
[ St
=4 Group Policy Management Hﬂn
Sl File Action View Window Help
K =% 725 & BE
= Group Policy Management HANOI
4 £h Forest bk.aptech.\rn Linked Group Policy Objects | Group Policy Inheritance | Delegation
i 4 |54 Domains
1 4 54 bkaptechwn [ LA n Conkenmnd il Comiled | Fiter
I =7 Default DJ B2 Administrator: C\Windows\system32\cmd.exe he
EapnE e icrosoft Windows [Uerszion 6.2.92001 -
g b=l
b HANOI c) 2812 Microsoft Corporation. All rights reserved. -
L b [t Group Po :\I.Isgl-s\ﬂdministrator)gpupdate sforce
b (% WM Filte pdating policy...
I L 5] Starter GP| iy Policy update has completed successfully.
b [ Sites ser Policy update has completed successfully.
64 Group Policy Mo L.
> Group Policy Res sUzerssAdministrator>
b
‘ < m ¥
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B ACHKH S A HE THONG DPAO TAO CNTT QUOC TE BACHKHOA-APTECH
EENTSAETW APTECH bia chi: Toa nha HTC, 236B Hoa‘lng QU6C Viét, Cau Giéy, Ha Néi

e Chuyén sang may Client Win 8, Join vao Domain, dang nhap bang tai khoan

hungng trong phong ban IT, truy cap vao thu muc IT ,xda File ci, tao File
moi.

Fppciz-or % [FisrRvizo1 % 5 WRKO8-01 X

W= it = =
Home Share View v @
© = 4 L » MNetwork + 19216813 » it » w ¢ | | Searchit p
* Favorites Mame Date modified Type Size
B Desktop _h tai lieu IT 1/7/2016 8:07 PM File folder
8 Downloads || tailiew IT 1/7/2016 :07PM  Text Document 0KB
(ﬁ Recent places
18 This PC
f! Network
2 items =g
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BACHKH A HE THONG DAO TAO CNTT QUGC TE BACHKHOA-APTECH
APTECH Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Xoa file cii, tao File moi.

Eyocizo1 # ||[Fisrvizor ¥ 5 wRKos-01

Home Share View

= 4 L » Network » 19216813 » it » vt Search it

-

ﬁ Favorites Mame Date modified Type

B Desktop | tai lieu IT NEW 1/7/2016 8:27 PM File folder
|8 Downloads | L tailiew IT NEW 1/7/2016 82TPM  Text Document
ﬁ Recent places

1M This PC

f! Metwaork

2items  1item selected 0 bytes

i yachkhoa-aptech.com z 1 8 = 2
: achkhoa-aptech.com CAC POl TAC VA THUONG HIEU DAO TAO Micresoft CompTlA 578
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B ACH KH Q A HE THONG DAO TAO CNTT QUOC TE BACHKHOA-APTECH
ESAEW APTECH bia chi: Toa nha HTC, 236B Hoa‘lng Qu6'c Viét, Cau Giéy, Ha Néi

e Chuyén sang may BKAP-SRV12-01 kiém tra x0a file:
o Vao Event Viewer.
o Trong cira s6 Event Viewer, click chon Windows Log / Security
o Click chudt phai tai Security / chon Filter Current Log.

Hipciz01  # | [51SRvi2-01 x]ﬁ!wmmwl X

File Action View Help
|
E Event Viewer (Local) Security Mumber of | Actions
I .3 Custom Views . N
2 Keywords  Date and Time Source EventID Task Cate.. |~ |
4 | Windows Logs
Application @ Audit ... 1/7/2016 8:28:13 PM Microsof... 4907 AuditPol.. || £ OpenSaved Log..
Securi @, Audit .. 1/7/20168:23:13 PM M!crosof... 4307 Audit Pol... Create Custom View..
| Setup Open Saved Log... 82813 PM Microsof... 4807  Audit Pol... | c "
Systerl | Create Custom View.. 2:26:40 PM Microsof... 4624 Logen mport Custom View..
E] Forwa . 18:00:32 PM Microsof... 4672 Special L., Clear Log...
o Impert Custom View... .
1 [ Applicati 18:00:32 PM Microsof... 4624 Logon F Filter Current Log...
[ Subscripti Clear Log... 7:52:53 PM Microsof... 4672 Special L... _
- = . Properties
Filter Current Log... [7:33:53 PM Microsof... 4624 Logon
oS 7:51:49 PM Microsof... 4672 Special L... & Find...
Eind... 7:51:49 PM Microsof... 4624 Logen H Save All Events As...
7:51:49 PM Microsof... 4672 Special L., Attach a Task To this Lo
Qo
SRS : 7:51:49 PM Microsof.. 4624 Logon
Attach a Task To this Leg.. 7:50:21 PM Microsof. 4672 Special L. View »
View v [7:530:21 PM Microsof... 4624 Logon G Refresh
Refresh [7:50:20 PM Microsof... 4672 Special L. |¥ n Help »
Windows security auditing. X
Help 3 Eﬁ ‘n “'Im ui‘“ ﬁiii ii'lii. =
General |Detai|s | Event Properties
~
Attach Task To This Event...
Auditing settings on object were changed. @ ach Task 1o This tven
-~ 2 Copy 3
ck
HaE Q Save Selected Events..,
Log Name: Security @ Refresh
Source: Microsoft Windows security Logged: /772016 &, n Help »
<] m | >
< n >
Creates a filter.
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BACHKH A

EDUCATION

HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH

Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Tai ctra s6 Filter Current Log , nhap vao ID 5145, tién hanh kiém

i pcio1 ] (51 srv12-01 ] [} WRKD8-01 ]
- o
&l Event Viewer = =] =
File Action View Help
«=| #m BFE Filter Current Log ]
| 5] E\:r.ent Viewer (Local) Filter | ML
I [ Custom Views i .
4 _!_. Windows Legs ‘Z{‘_ Logged: ‘Anytime v|
@ Application p :
Securi Q, Event level: [ Critical [] Warning [] Verbose
ty N ew...
Set .
% Sy:ltj:m a [ Errer [ ] Information iew...
B Q Forwarded Events 'a\: By log Event logs: ISEcurit“,' -
(] Applications and Services Lo 'a\
d Subscriptions 'a\‘ By source Event sources: I El
Q Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To
Q exclude criteria, type a minus sign first. For example 1,3,5-99,-76
Q this Log...
Q |5145 | £
Q »
a Task category: I =
‘ Keywords: I El »
1 1 iti r
User: ‘<AI| Useres Isoft Windows security auditin...

Computer(s): ‘<AII Computers>

his Event...

nts...

11.3 Trién khai chinh sach (GPO) giéi han sir dung phan mém.

1. Yéu cau bai Lab:

+ Tao OU, tai khoan nguoi dung va Group theo mién.

+ Trién khai chinh séch chan phan mém Firefox.

+ Str dung tai khoan trong mién kiém tra truy cap sau khi chan dich vu.

2. Yéu cau chuan bj:

+ May BKAP-DC12-01 dung dé tao OU, Group, User, quan Iy mién bkaptech.vn
+ May BKAP-WRKO08-01 Join vao mién dung dé kiém tra.
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Téa nha HTC, 236B Hoa‘mg QU6C Viét, Cau Giﬁy, Ha N6I

3. M0 hinh Lab:

HE THONG PAO TA0 CNTT QuOC TE BAcHKHOA-APTECH  BACHKH A

[

o 3 g ; 3 i3 EEXESACTWAPTECH
Lab 11.3 Trién khai chinh sdach (GPO) gidi han stk dung phan mém AT TSACLWAPTECH

Menber Of — BKAP-DC12-01
— IP address :192.168.1.2
T - Gateway : 192.168.1.1
@ e , £

DNS :192.168.1.2
Group Sale

Domain : bkaptech.vn

' 0]

BKAP-WRKO08-01 ‘ BKAP-WRK08-02

IP: 192.168.1.10724 g | ' e T
Cod h GW: 192.168.1.1
.

GW: 192.168.1.1 H —
Preferred DNS: 192.168.1.2 ,\L_.;” & NS: 192.168.1.
. N o [Preferred DNS: 192.168.1.2

Hinh 11.3
So dé dia chi nhw sau:
Thong s6 BKAP-DC12-01 | BKAP-SRV12-01
IP address 192.168.1.2 192.168.1.10
Subnet Mask 255.255.255.0 255.255.255.0
Gateway 192.168.1.1 192.168.1.1
DNS Server 192.168.1.2 192.168.1.2
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

Hwéng dan chi tiét:

e Trén may BKAP-DC12-01, tao OU, Group, User , Add User vao Group
o Di chuyén may Client vao OU IT

(5 pc1z-01 ] (551 sRv12-01 ] 157 WRKDB-D1 ]
[ Server Mar

=]
Server Manager * Dashboard

E Active Directory Users and Computers I;Ii-

File Action View Help

i

L T R EEIEEE L EEE YR 2
!: All Serv ] Active Directory Users and Com|| Name Type Description
I§l ADDS || p [ Saved Queries 15 BKAP-SRV12-01 Computer
2 DNs a5 bkaptech.vn 1%/ BKAP-WRK08-D1 Computer
& File and 4 % Builtin 82,665 Security Group - Global
L] J Computers ‘s hungng User
2| Domain Controllers
[ | ForeignSecurityPrincipaly
4 [3] HANOI
= Im
2] Sale
b [ | Managed Service Accour
B ] Users
btorage 1
ility
< m >
Performance ‘ ‘ Performance ‘ ‘ Performance
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Tao chinh séch chan phan mém Firefox.
= Tai cira s6 Group Policy Management , tao chinh sach “Chin
Firefox” cho phong ban IT.

5 pc1z-01 (55 sRv12-01 (551 WRK0B-01

Group Policy Management

Z File Action View Window Help
e 2m 8| XE .| B

5L Group Policy Management IT
A _ﬁ Forest: bkaptech.vn
4 [54 Domains
4 3 bkaptechan Link Tirder GPO Enforced Link Enabled GPO Status WMI Fitter
5/ Default Domain Policy 1 s/ Chan Firefox No Yes Enabled None
- 2] Domain Controllers
4[] HANOI
=/ bat xoa file
b
I 2] Sale
I (5 Group Policy Objects
I [ WMI Filters
I _E Starter GPOs
I [ Sites
5% Group Policy Modeling

Linked Group Policy Objects | Group Policy Inhertance | Delegation

[ Group Palicy Results
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B ACHKH e A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
\ P » ‘ Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Click chudt phai tai chinh sach vira tao, chon Edit.

Group Policy Management

Z File Action View Window Help
«=% 7m | B

5 Group Policy Management IT

A _ﬁ Forest: bkaptech.vn
4 |54 Domains

4 F3 bkaptechwn Link Drder GFO Enforced Link Enabled GPO Status WMI Fitter

52/ Default Domain Policy iy 1) Chan Firefox Enabled None

Edit

Linked Group Policy Objects | Group Policy Inhertance | Delegation |

2| Dornain Controllers A
51 HANOI Enforced
5] batxoa file - Link Enabled
F % l; = Save Report...
I (2] Sale
[ = Group Policy Objects Delete
:w WMI Filters Rename
I :E Starter GPOs Refresh
b L@ Sites

¥ Group Policy Modeling

[ Group Policy Results
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B ACHKH A HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B HOéng Qu6c Viét, Cau Giﬁy, Ha Néi

o Tai ctra 6 Group Policy Management Editor , chon vao Computer
Configuration / Policies / Windows Settings / Security Settings /
Application Control Policies / Applocker

= Click chudt phai tai Applocker chon Properties.

5 pC12-01 (51 sRV12-01 5 WRKO8-D1

Group Policy Management

= Group Policy Management Editor
File Action View Help
s
4 & Computer Configuration Br e e e S—
2 19 Policies lE._ ApplLocker provides access control for applications
[ [ Software Settings
4 [ Windows Settings Getting Started

I (1 Name Resolution Policy

= - AppLocicer uses rules and the properties of flles to provide access contral for
= Seripts (Startup/Shutdown) applications. F rules are presert in a rule collection, only the files included in the
4 i S_E(U”t)' Settings rules will be permitted to run. AppLocker rules do not apply to all editions of Win _
[ Eﬂ Account Policies =

3 i:Ej Local Policies
I 5:]:1 Event Log Mare about AppLocker
b [4 Restricted Groups
I [ System Services
b [4 Registry
[ & File System
3 Hj Wired Network (IEEE 802.3) Policies Ak :?;*Emf:ﬁ ;ﬂm:ﬂfi’:gﬂfnmed on a computer, the Applicat
B [ Windows Firewall with Advanced Security ;
J Metwork List Manager Policies Use the enforcement settings for each rule collection to corfigure whether rules
I gjﬂ Wireless Network (IEEE 202.11) Policies enforced or audited. K rule enforcement has not been configured, rules wil be &
b (] Public Key Policies by defaut.
I [ | Software Restriction Policies
[ Metwork Access Protection B configure nile enforcemert
4 || Application Contrel Policies NN
b @ Applocker
b 3 IP Security P Impart Palicy...
< w o Export Policy...

Which editions of Windows support AppLocker?

Configure Rule Enfarcement

Opens the properties dialog box fo Clear Policy

View 3

Help
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Tai cira s6 Applocker Properties / Tab Enfocement , Tich vao
Configured tai Executable rules / OK.

(5 sRv12-01

AppLocker Properties -
Enforcement | Advanced

File Action View
Specify whether AppLocker rules are enforced for each nle
i =p | sl i collection.

4 & Computer Configuration
4 [ | Policies

- [ Software Settings

4[| Windows Settings |Enforce rules

I [ | Name Resolution P

Scripts (Startup/Shy
Security Settings
_EE] Account Policie
j Local Policies Enforce niles
j Event Log

__3 Restricted G.rou Sofptrues: ort Applocker?
[ System Services|

‘-5 Registry [] Corfigured

(4 File System Erforce niles
___E,r Wired Metwork e enforced on a computer, the Applicat

= g -] ng.
J_ Windows Firewg Packaged app Rules:
|| Metwork List Mg

- Conhmaed lule collection to configure whether rules
ajﬂ Wireless Metwo n ! has not been configured, rules will be €
p [ | Public Key Polic| Enforce rules

b [ | Software Restric|
B[] Metwork Access]
4 [ ] Application Cor|

[ @ Applocker
b 8, IP Security Polic|

mn Mare about nule erforcement

Executable rules:

is control for applications
Corfigured

ks of files to provide access control for
B collection, only the files included in the
] Corffigured r rules do not apply to all editions of Win _

ifi

Windows Installer rules:

v v v v v v v W W

oK
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Click vao Applocker / Executable Rules , click chuét phai chon
Create New Rule...

(51 sRV12-01

Group Policy Management

g Group Policy Management Editor
File Action View Help

= zE = BE

4 Windows Settings User Name

- [ ] Mame Resolution Policy
;| Scripts (Startup/Shutdown)
Security 5ettings
_Ea Account Policies
iﬁ Local Policies
j Event Log
|4 Restricted Groups
I 4 System Services
I 4 Registry
I+ [ 4 File System
f_'gr Wired Metwork (IEEE 802.3) Policies
| Windows Firewall with Advanced Security
| Network List Manager Policies
I Ejﬂ Wireless Metwork (IEEE 802.11) Policies
I+ || Public Key Policies
I [ Software Restriction Policies
B [ Metwork Access Protection
a [] Application Control Policies
4 @ Applocker
I Executabls Rulac
b Window| Create New Rule...
b 5[ ScriptR Automatically Generate Rules...

b B Package Create Default Rules

There are no items to show in this view.

=
<] ] —

Manually create a new rule

Export List...
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Giady, Ha Noi

o Tai cira s6 Create Executable Rules / Permissions :
= Action : Deny

o Tai cira s6 Publisher ,Browse dén “firefox” trong 6 C
= Kéo con tro & dudi [én phan Any publisher.
= Next.

o Tai ctra s6 Name and Description nhap vao:
= Name : Chan Firefox.
= Create.

(5 sRv1z-01 (55 WRKDS-01

Create Executable Rules

Name and Description

Before You Begin

o Enter a name to identify this rule.
Permissions

Conditions
Publisher Name:
|Chan Firefox

Exceptions

Description: (Qptional)

< Previous lext = Create || Cancel |
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BACHKH A HE THONG PAO TAO CNTT QUAC TE BACHKHOA-APTECH
, Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

o Xob6a Rule BULTIN\Administrator ...

) Dc12-01 (51 sRv12-01 (5 WRKDS-01

Group Policy Management

g8 Group Policy Management Editor

File Action View Help
= == 2 B

4 [ | Windows Settings Action User Name Condition  Exceptions
| Name Resolution Policy @Allow Everyone (Default Rule) All files located in the Pro... Path
£ Seripts (Startup/Shutdown) @ allow  Everyone {Default Rule) All files located in the Wi..  Path
3 Security Settings BUILTIN\AG... e

135 Account Policies Everyone 2z Publisher

._:ﬂ Local Policies
_:i Event Log
4 Restricted Groups Help
4 System Services
(2 Registry
4 File System
Ea[ ‘Wired Metwork (IEEE 802.3) Policies
[ Windows Firewall with Advanced Security
[ Metwaork List Manager Policies
;i.ﬁ Wireless Metwork (|EEE 802.11) Policies
[ [ Public Key Policies
b || Software Restriction Policies
b [ Metwork Access Protection
4 [ Application Control Policies
4 E Applocker
I» £ Executable Rules
[ Windows Installer Rules
[ j_%j' Script Rules
| B Packaged app Rules

Properties

=
<] [ [

Deletes the current selection.
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HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi

BACHKH A

EDUCATION

o Tai Group Policy Management / Computer Configuration / ...
Secutiry Settings / System Services , chon vao Application
Identity.

= Click chudt phai tai Application Identity, chon Properties.

Fpiz-o (55 wRKD8-01

Group Policy Management

= Group Policy Management Editor

File Action View Help
IR EEEY

4 | Windows Settings Service Name * Startup Permission
I | Name Resolution Policy ¥ Active Directory Domain ... Mot Defined  Not Defined
| Scripts (Startup/Shutdown) {{F Active Directory Web Serv... Not Defined Not Defined

i Security Settings
EEI Account Policies
jﬂ Local Policies
j Event Log

] ﬁ'_g}AppIi(atioﬂ Experience

i#3 Application Identity
ﬁ'_g}AppIi(atioﬂ Information

Not Defined Mot Defined

Properti

ﬁ'_g}AppIi(atioﬂ Layer Gatewa... Help
ﬁ'_giAppIication Management WOt Uefined Mot Uefined
ﬁ'_giBa(kgrouﬂdIntalligam:Tr‘.. Not Defined Mot Defined
ﬁ'_giBa(kgrouﬂd Tasks Infrastr.. Not Defined Mot Defined
i?f Wired Network (IEEE 202.3) Policies E:[:gI‘Base. I.:iltaring Engiﬂé Not Defined Mot Def?ﬂed
=] Windows Firewall with Advanced Security E\['_gI‘Certlflcate Propagaticn Not Defined Mot Defined
7] Network List Manager Policies E\[’_;I‘CNG Key Isolation Not Defined Mot Defined
Zaf Wireless Network (IEEE 802.11) Policies . COM+ Event System Not Defined Mot Defined
b [ ] Public Key Policies E\[’_;I‘COM+ System Application Mot Defined Mot Defined
b [] Software Restriction Policies ﬁ'_;iComputer Browser Mot Defined Mot Defined
I || Metwork Access Protection ﬁ:;I‘CrEdeﬂtial Manager Not Defined Mot Defined
4 || Application Control Policies ﬁ:;I‘Cryptographi( Services Not Defined Mot Defined
4 @ ApplLocker ﬁ:;I‘DCOM Server Process Lau.. Mot Defined Mot Defined
I 75 Executable Rules ﬁ”_;‘iDewceAsso(\atioﬂ Service Not Defined Mot Defined
3 Windows Installer Rules ﬁ“_jiDewcelnstaH Service Not Defined Mot Defined
I 5] Seript Rules ﬁ:jiDewceSetup Manager Not Defined Mot Defined
- b B Packaged app R_ule.s . . ﬁL_jI‘DFS Mamespace Not Defined Mot Defined
<] [0 I 3 DFS Replication Not Defined  Not Defined

Opens the properties dialog box for the current selection,

|4 Restricted Groups
& System Services
(8 Registry

i File System
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HE THONG PAO TAO CNTT QUOC TE BACHKHOA-APTECH
Pia chi: Toa nha HTC, 236B Hoang Qudc Viét, Cau Gidy, Ha NGi
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EDUCATION

o Tai ctra s6 Application Identity Properties , chon vao Automatic.

2 Application Identity Properties _
EL File = - -
& $ | = Security Policy Setting
2 6w File Action View Help - Application Identity
4 AF $$|ﬁ XD@IE =&
4 [g] 4 [ Windows Settings Permission
E - [ | Mame Resolution P Define this policy setting Mot Defined
|| Scripts (Startup/Shy Select service startup mode: Mot Defined
4 i %_ecurity Settings @ Automatic Mot Defined
I 55 Account Policig . Mot Defined
I+ _@ Local Policies © Manual Mot Defined
I E"ﬂ E\.rem.: Log () Disabled Mot Defined
I+ T—S Restricted G.rou Mot Defined
'; :i ;’;;;":ysemces Net Defined
b ;_5 File System Mot Deffned
b L b Zof Wired Network Not Defined
] I || Windows Firewg :Ot g:ffan:
3 [ Network List M ot Define
I+ ;_jg Wireless Netwo | oK | | Cancel | | Feply | Not Defined
b [ Public Key Policres T comrroystenTeppreoton ot e Not Defined
b [°] Software Restriction Policies ﬁ}_;}' Computer Browser Mot Defined Mot Defined
b [ Metwork Access Protection ﬁ}_;}' Credential Manager Mot Defined Mot Defined
4 [ | Application Control Policies ﬁ}_;}' Cryptographic Services Mot Defined  Not Defined
4 @ Applocker ﬁ}_;}' DCOM Server Process Lau... Mot Defined  Not Defined
I» 5 Executable Rules ﬁ}_;}' Device Association Service Mot Defined Mot Defined
b (3] Windows Installer Rules i} Device Install Service Not Defined  Not Defined
b 5] Script Rules {{F Device Setup Manager Mot Defined Mot Defined
= b 8 Packaged app R‘_ule.s B v {3 DFS Namespace Mot Defined Mot Defined
< m [ > ﬁ}_;}' DF5 Replication Mot Defined  Not Defined
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o St dung cau lénh gpupdate /force trong cmd dé &p dung chinh sach.

Hipciz-01 [ WRKDS-D1 X

Group Policy Management

Administrator: C:\Windows\system32\cmd.exe I;li-

icrosoft Windows [Uersion 6.2.92081
(c> 2812 Microsoft Corporation. All rights reserved.

ssUsers“Adninistrator}gpupdate ~force
pdating policy...

rmission
omputer Policy update has completed successfully. t Defined
ser Policy update has completed successfully.

t Defined
t Defined
t Defined
t Defined
t Defined
t Defined
t Defined
t Defined
t Defined
t Defined
t Defined
—~ t Defined
A COM+ System Application Mot Defined Mot Defined
F Computer Browser Not Defined Mot Defined
o Credential Manager Mot Defined  Not Defined
A Cryptographic Services Mot Defined Mot Defined
FDCOM Server Process Lau... Mot Defined  Not Defined
£ Device Association Service  Not Defined Mot Defined
F Device Install Service Mot Defined Mot Defined
F Device Setup Manager Not Defined Mot Defined
£ DF5 Mamespace Mot Defined  Not Defined

N T Rlosmogio_a  Kisnogo.a

NUgerssAdninistrator?

B -:LL" VWITETESS NETWOTE (TEEE SUZ TT] FOTICTE:
b ] Public Key Policies
- [ Software Restriction Policies
I || MWetwork Access Protection
a4 [ Application Control Policies
4 [T Applocker
I 75 Executable Rules
3 ﬁ Windows Installer Rules
i =] Script Rules
I Bl Packaged app Rules
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e Chuyén sang may Client Win 8, dang nhap bang tai khoan hungnq trong
phong ban IT dé kiém tra

Other user

bkaptech.vn\hungng

Sign in to: bkaptech.vn
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